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Notice

The Broadband Forum is a npnofit corporation organized to create guidelines for broadbhahsork

system development and deployment. This Broadband Forum Technical Report has been approved by
members of the Forum. This Broadband Forum Technical Report is not binding on the Broadband Forum,
any of its members, or any developer or service providdgs Broadband Forum Technical Report is

subject to change, but only with approval of members of the Forum. This Technical Report is copyrighted
by the Broadband Forum, and all rights are reserved. Portions of this Technical Report may be copyrighted
by Broadband Forum members.

This Broadband Forum Technical Report is provided AS IS, WITH ALL FAULATSY PERSON
HOLDING A COPYRIGHTIN THIS BROADBAND FORUM TECHNICAL REPORT OR ANY
PORTION THEREOF, DISLAIMS TO THE FULLEST EXTENT PERMITTED Br LAW ANY
REFRESENTATION OR WARRANTY, EXPRESS OR IMPLED, INCLUDING, BUT NOT LIMITED
TO, ANY WARRANTY:

(A) OF ACCURACY, COMPLEENESS, MERCHANTABILITY, FITNESS FOR A PRTICULAR
PURPOSE, NONNFRINGEMENT, OR TITLE;

(B) THAT THE CONTENTS OFTHIS BROADBAND FORUM TECHNICAL REPORT ARE
SUITABLE FOR ANY PURPOSE, EVEN IF THAT BRPOSE IS KNOWN TO HE
COPYRIGHT HOLDER,;

(C) THAT THE IMPLEMENTATION OF THE CONTENTSOF THE DOCUMENTATION WILL
NOT INFRINGE ANY THIRD PARTY PATENTS, CBYRIGHTS, TRADEMARKSOR OTHER
RIGHTS.

By using this Broadbanddrum Technical Report, users acknowledge that implementation may require
licenses to patents. The Broadband Forum encourages but does not require its members to identify such
patents. For a list of declarations made by Broadband Forum member compastéese pke
http://www.broadbandorum.org No assurance is given that licenses to patents necessary to implement
this Technical Report will be available for license at all or on reasonable ardistominatay terms.

ANY PERSON HOLDING ACOPYRIGHT IN THIS BROADBAND FORUM TECHNICAL REPORT,
OR ANY PORTION THERBF, DISCLAIMS TO THEFULLEST EXTENT PERMTTED BY LAW (A)
ANY LIABILITY (INCLU DING DIRECT, INDIRECT, SPECIAL, OR CONSRUENTIAL DAMAGES
UNDER ANY LEGAL THEORY) ARISING FROM R RELATED TO THE USEOF OR RELIANCE
UPON THIS TECHNICALREPORT; AND (B) ANYOBLIGATION TO UPDATEOR CORRECT THIS
TECHNICAL REPORT.

Broadband Forum Technical Reports may be copied, downloaded, stored on a server or otherwise re
distribued in their entirety only, and may not be modified without the advance written permission of the
Broadband Forum.

The text of this notice must be included in all copies
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Summary

This Techical Reportspecifiesdata model guidelines to be followed by all-OB9-capable devices.

These guidelines include structural requirements for the data hierarchy, requirements for versioning of data
models, requirements for defining profiles, a setaphimon data objects, and a baseline profile for any

device supporting these common data objects. In additionT#ghnical Reportiefines an XML Schema

that as far as possible embodies these guidelines, and ishacbe used for defining F869 data models.
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Introduction

This Technical Reporspecifies a baseline object structure and set edg®Raccessible parameters to be
available on any TR69enabled devicf]. TR-069 defines the generic requirements of@irE WAN
ManagenentProtocol (CWMP) methods which can be applied to any-068 CPE. It is intended to
support a variety of different functionalities to manage &ectibn of CPE, including the following
primary capabilities:

e Auto-configuration and dynamic service provisioning
e Softwaref/firmware image management

e Status and performance monitoring

e Diagnostics

The ability to manage the home network remotely has a nunflbenefits including reducing the costs
associated with activation and support of broadband services, improvintptimagket for new products
and services, and improving the user experience.

If TR-069 defines the generic methods for any device, othmmdents (such as this one) specify the
managed objects, or data modelkjch are collections of objects and paramebersvhich the generic
methods act to configure, diagnose, and monitor the state of specific devices and services.

The following figureplaces TR069 in the endo-end management architecture:

OSS/BSS
Managed LAN
. Device
Policy,
Scope of CPE WAN Management
Protocol (CWMP):
Q ACS Southbound Interface
call E y Managed LAN
Center E Device

Managed Interne

Auto-Configuration Gateway Device

Server (ACS)

ACS Northbound Interface

Figure 17 Positioning in the End-to-End Architecture

The ACS is a server that resides in the network and manages devices in the subscriber premises. It uses the
methodspor RPCs, defined to THR69 to get and set the state of the device, initiate diagnostic tests,

download and upload files, and manage events. Some portions of this state are common across managed
devices and some are relevant only to certain devices tympesvices.

For a particular type of device, it is expected thabaselinaedefined in thisTechnical Reportvould be
augmented with additional objects and parameters specific to the device type. Thedtatesed in any
TR-069-capable devicMUST follow the guidelines described in this document. These guidelines include
the following aspects:

e  Structural requirements for the data hierarchy
¢ Requirements for versioning of data models
¢ Requirements for definingrofiles

¢ A set of common data objects

November2008 © The Broadband Forum. All rights reserved. 8
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e A baseline profile for any device supporting these common data objects

In addition, this document defines an XML Schema that as far as possible embodies these guidelines, and
which is to be used for defining T669 dah models.

Terminology

The following terminology is used throughout the series of documents defining the CPE WAN
Management Protocol.

ACS Auto-Configuration Server. This is a component in the broadband network respons
for auteconfiguration of the CPEof advanced services.

BBF Broadband Forum.

CPE Customer Premises Equipment.

Common An object defined in this specification that may be contained either directly within tt

Object iDevicedo Root Object or withinieae$er\

Component A named collection of Parameters and/or Objects that can be included anywhere w
data model. A Common Object can be thought of as a Component.

CWMP CPE WAN Management Protocol. Defined2j, CWMP is a communication protocol
between an ACS and CPE that defines a mechanism for secweafituration of a
CPE and other ®Pmanagement functions in a common framework.

Data Model A hierarchical set of Parameters that define the managed objeetsidte via TRO69
for a particular device or service.

Device Used here as a synonym for CPE.

DM Instance Data Model Schema instance document. This is an XML document that conforms
DM Schema and to any additional rules specified in or referémcéie DM Schema.

DM Schema  Data Model Schema. This is the XML Schejb@] that is used for defining data mode
for use with the CPE WAN Management Protocol.

Event An indication that something of interest has happenedéhaires the CPE to notify the
ACS.

Internet A CPE device that is either aT (broadband network termination) or a broadband

Gateway router.

Device

MediaWiki A software application that is used by Wikipedia and other projects.
http://en.wikipedia.org/wiki/MediaWiki

Object A named collection of Parameters and/or other Objects.

Parameter A namevalue pair representing a manageable CPE parameter made accessible to
for reading and/or writig.

RPC Remote Procedure Call.

Profile A named collection of requirements relating to a given object.

Root Object Thetopl evel object of a deviceds data m

The name of the Rootor Obhijl @xeteapirew idthetoh e r
former is used for all types of devices except an Internet Gateway Device.

Service The topmost object associated with a specific service or application within which al
Object objects and parameters associated with thacgeare contained.
URI Uniform Resource Identifie}8].

November2008 © The Broadband Forum. All rights reserved. 9
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1.2 Document Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this documerre to be interpreted
as described ift].

2 Architecture

2.1 Data Hierarchy

The datanodel for a TRO69-capable devicavill follow a common set of structural requirements. The
detailed structure depends on the nature of the device.

A device wildl al ways have a single Root Gaeiwgyect , whi c
Deviceo. The |l atter i s excH098speciicatioryandioniptcbrosadnodat e t
if the device is an Internet Gateway Dexic

In most cases, the Root Object contains two types eélurbents: the Common Objects defined in this
specification (applicable only to the fiDeviceo Root
Service Objects associated with specficvices or applications.

To accommodate the existing T8 specification, if the device is an Internet Gateway Device, the Root
Object will also contain the applicatiegpecific objects associated with an Internet Gateway Device. In
this case, the InteetGatewayDevice object plays the role of both a Root Object and a Service Object.

A single devicemightinclude more than one Service Object. For example, a device that serves both as a
VolIP endpoint and a game devicgightinclude both VolPspecific anl gamespecific Service Objects.

A single devicanightalso include more than one instance of the same type of Service Object. An example
of when this might be appropriate is a-DB9 capable device that proxies the management functions for

one or more dter devices that are not 9 capable. In this case, the ACS would communicate directly
only with the TR0O69 capable device, which would incorporate the deddels for all devices for which it

is serving as a management proxy. For example, a vidéged®rving as a management proxy for three

VolIP phones would contain in its data model a vidpecific Service Object plus three instances of a
VolP-specific Service ObjectNote that whether a device is serving as a management proxy for another
deviceor whether it has that functionality embedded in it is generally opaque to the ACS.

2.1.1 Data Hierarchy Requirements

The data model for a TR69-capable device (other than an Internet Gateway Device) MUST adhere to the
following structural requirements:

1) Thedah model MUST contain exactly one Root Object, C
2) The Root Object MUST contain a ADev8ZeSummaryodo par
3) The Root Object MAY contain any of the Common Objects defined in se&tdon

4 The Root Object MUST contain exactly one AServices:¢

5 The fiServicesd object MUST contain all/l of the Servi
Object contains all of the objects and parameters for a partsariéce or application.

6) The AServicesodo object MAY contain more than one Sei
service or application type.

7) The AServicesodo object MAY contain more than one i n:

8) Each Servie Object instance MUST be appended with an instance nyagsgned by the CPE)
allow for the possibility of multiple instances of each. For example, if the device supports the Service
Object ABCService, the first instance of this Service Object night A ABCSer vi ce. 10.

November2008 © The Broadband Forum. All rights reserved. 10
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99 For each supported type of Service Object, a corre:
indicate the number of instances of that Service Object type. If a particular Service Object type is
supported by the device but there aurrently no instances present, this parameter MUST still be
present with a value of zero. The name of this parameter MUST be the name of the Service Object
concatenated with ANumber Of Entri eso. For exampl e,
ABCSer vice, there MUST be a corresponding parameter
AABCServiceNumber Of Entri eso.

10) Each Service Object MAY contain secondary copies of some of the Common Objects defined in this
specification. The specific set of Common Objebtnight be contained within a Service Object is
specified in sectioB.4.

An Internet Gateway Device MUST adhere to the above requirements with the following exceptions:
1) The data model MUST contain exactly one Root Objeckt,eal il nt er net Gat ewayDevi c e

2) The Root Object MAY contain any of the objects specific to an Internet Gateway Device as defined in
[3].

3) The Al nternet Gat ewayDeviced Root Object MUST NOT di
defined in this specification. Whil@] defines objects very similar to some of the Common Objects
defined here, they are not identical and MUST NOT be considered the same as the Common Objects.
(Service Objecwvs cwisbhiobj ecé MB8Y contain Common Obj
specified in sectioBd.4.)

4 The AServiceso object MAY be absent iif the device
InternetGatewayDevice.

5) The fnDevi ceSetarMAYbg abseptanlyanman Internet Gateway Device that supports
the InternetGatewayDevice version 1.0 datade| as defined irsection 2.4.2 of3], and no other
Service Objects.

! The implication of this requirement is that if an Internet Gateway Device supports one or more Service
Objects (for example, the VoiceService object defined iflTR), the Internet Gateway Device is
REQUIRED to support version 1.1 or greater of the InternetGatewayDevice Root Object as defined in
TR-098.

November2008 © The Broadband Forum. All rights reserved. 11
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Formally, the top level of the data hiethy is defined as follows:

Element = Root
| Root ".DeviceSummary"
| Root ".Services." ServiceObject "." Instance
| Root ".Services." ServiceObject "NumberOfEntries"

| Root ".Services." ServiceObject "." Instance "." Secondar yCommonOhbject
| DeviceRoot "." CommonObject
| GatewayRoot "." GatewaySpecificObject ; As defined in [3]

Root = DeviceRoot
| GatewayRoot

DeviceRoot = "Device"
GatewayRoot = "InternetGatewayDevice"

CommanObject ="Devicelnfo"
| "Config"
| "Userlnterface”
| "ManagementServer"
| "GatewayInfo"
| "Time"
| "LAN"

SecondaryCommonObject = "Devicelnfo"
| “"Config"
| "Userinterface™
| "Time"
| "LAN"

Instance = NONZERODIGIT [DIGIT]*

2.1.2 Data Hierarchy Examples

Below are some examples of data hierarchies for various types of devices. (@igjesttswn in bold text,
parameters are shown in plain text.)

Simple device supporting the ABCService Service Object:

Device

DeviceSummary

Devicelnfo

ManagementServer

Services
ABCServiceNumberOfEntries = 1
ABCService.l1

ABCServiceSpecificObjects

Device supprting both ABCService and XYZService Service Objects:

Device
DeviceSummary
Devicelnfo
ManagementServer
Time
Userlinterface
LAN
Services
ABCServiceNumberOfEntries = 1
ABCService.1
ABCServiceSpecificObjects
XYZServiceNumberOfEntries = 1
XYZService.l
XYZServiceSpecificObjects

November2008 © The Broadband Forum. All rights reserved. 12
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Internet Gateway Device that also supports the ABCService and XYZService Service Objects:

InternetGatewayDevice
DeviceSummary
Devicelnfo
ManagementServer
Time
Userinterface
Layer3Forwarding
LANDeviceNumberOfEntries = 1
LANDevice.1
WANDeviceNumberOfEntries = 1
WANDevice.1
Services
ABCServiceNumberOfEntries = 1
ABCService.1l
ABCServiceSpecificObjects
XYZServiceNumberOfEntries = 1
XYZService.1l
XYZServiceSpecificObjects

Device supporting the ABCService Service Object and proxying for tweeegupporting the
functionality of the XYZService Service Object:

Device
DeviceSummary
Devicelnfo
ManagementServer
Config
Gatewaylnfo
Time
Userinterface
LAN
Services
ABCServiceNumberOfEntries = 1
ABCService.1l
ABCServiceSpecificObjects
XYZServiceNumberOfEntries = 2
XYZService.l
Devicelnfo
XYZServiceSpecificObjects
XYZService.2
Devicelnfo
XYZServiceSpecificObjects

Internet Gateway Device also serving as a management proxy for three devices supporting the functionality
of the ABCService Service Object:

InternetGatewayDevice
DeviceSummary
Devicelnfo
ManagementServer
Time
Userlinterface
Layer3Forwarding
LANDeviceNumberOfEntries = 1
LANDevice.1
WANDeviceNumberOfEntries = 1
WANDevice.1l
Services

ABCServiceNumberOfEntries = 3

November2008 © The Broadband Forum. All rights reserved. 13
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ABCService.1
Devicelnfo
ABCServiceSpecificObjects
ABCService.2
Devicelnfo
ABCServiceSpecificObjects
ABCService.3
Devicelnfo
ABCServiceSpecificObjects

2.2 Object Versioning

To allow the definition of a Service Object or Root Object to change over time, the definition of a Service
Object or Root ObjgdMIUST have an explicitly specified version.

Version numbering of Service Objects and Root Objects is defined to use a major/minor version humbering
convention. The object version is defined as a pair of integers, where one integer represents the major
version, and the second integer represents the minor version. The W8N bewritten with the two

integers separated by a dot (Major.Minor).

The first version of a given objeBHOULDb e defi ned as version fil. 00.

For each subsequent version of the ahjé the later version is compatible with the previous version, then

the major versioSHOULD remain unchanged, and the minor verss#OULD beincremented by one.

For example, the next wooldbpea tii2b |1e8 ov.e r dortmesrsicefgtue rr efinRe. nlt 7s
be considered compatible with an earlier version are described in s&2&ibn

For each subsequent version of the object, if the later version is not compatible with the previous version,
then the major versioMUST increment by one, and the minor versMAY reset back to zero. For
example, the next i ncmighpbaet ifibk3l.e0 ov.er si on after A2. 170

2.2.1 Requirements for Compatible Versions

For one version of an object to be considered compatible with anothemyehs later versioMUST be a
strict superset of the earlier version. Using major/minor versioning, this requirement applies only between
minor versions that share the same major version.

More specifically, this requires the following of the later vemsivith respect to all earlier versions to
which it is to be compatible:

e The later versiotMAY add objects and parameters not previously in any earlier versiadUsit
NOT remove objects or parameters already defined in earlier versions.

e The later versio MUST NOT modify the definition of any parameter or object already defined in an
earlier versior(unlessthe original definition was clearly in error and has to be modified as an erratum
or clarified through a corrigendum process)

e The later versiotMUST NOT require any of the objects or parameters that have been added since the
earliest compatible version to be explicitly operated upon by the ACS to ensure proper operation of the
device (except those functions specifically associated with functionatigdaid later versions). That
is, the later versiowill accommodate an ACS that knows nothing of elements added in later versions.

The goal of the above definition of compatibility is intended to ensudé ditional compatibility between
an ACS and CPESpecifically that:

¢ If an ACS supports only an earlier version of an object as compared to the version supported by the
CPE, the ACS can successfully manage that object in the CPE as if it were the earlier version.

o If a CPE supports only an earlier versiof an object as compared to the version supported by an ACS,
the ACS can successfully manage that object in the CPE as if it were the later version (without support
for new components defined only in later versions).
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2.2.2 Version Notation
For objects, the ftdwing notation is defined to identify specific versions:

Notation Description Example

ObjectName:Major.Minor Refers to a specific version of the object. Device:1.0

ObjectName:Major Refgrs to any minor version of the object with the specified major Device:1
version.

ObjectName Refers to any version of the object. Device

Note that the version notation defined hererily to be used for purposes of documentation and in the
content of the DeviceSummary parameter defined in se8tibnThe actual names of objects and
parameters in the data model MUST NOT include version numbers.

2.3 Profiles

To limit the variability that an AC8eeds taccommodate among various devices thitight manage, it
is useful t o dpifess specifidispts af fequirements, suppod for which can be explicitly
indicated by a device.

A profile is a named collection of requirements associated with a given object. A ckaviodicate
support for one or more profiles. A device supportimqgofile means that the device supports all of the
requirements defined by that profile. When a device supplbrequirements defined by a profile, the
device MUST indicate support for that profile. The use of profiles allows the ACS a shortharglahea
discovering support for entire collections of capabilities in a device.

The following sections define the conventida®e usedvhendefining profiles associated with T669
data models.

2.3.1 Scope of Profiles

A given profile is defined only in the conxteof a specific Service Object or Root Object with a specific
major version. For each profile definition, the specific object name and major version to which the profile
is to applyMUST be explicitly identified.

A pr of i MEST be uniquereanong piites defined for the same object and major version, but a

nameMAY be reused to define a different profile for a distinct combination of object name and major

ver si on. For example, if we define pr oobjegctXs, A"AO0 asso
t he same mighdbmee uisAedd t o define a di fferent profile for

A given profile is defined in associan with a minimum minor version of a given object. The minimum
REQUIREDversion of an object is the mimum version that includes all of tiREQUIREDelements
defined by the profile. For each profile definition, the specific minimum veMId8T be explicitly
identified.

2.3.2 Multiple Profile Support

For a given type of Service Object, multiple profiMAY be cefined. ProfilesVIAY be defined that have
either independent or overlapping requirements.

To maximize interoperability, a device MUST indicate all profiles that it supports. That is, it MUST
indicate all profiles whose definition is a subset of the sapgpovided by that device. Doing so
maximizes the likelihood that an ACS will be aware of the definition of the indicated profiles. For

example, if profile AAO0O is a subset of profile fABO,
AfA0d amBo an ACS that is unaware of profile ABO will
iAOD.
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Profile Versions

To allow the definition of a profile to change over time, the definition of every pidfi8T have an
associated version number.

Version numbering of profiles is defined to use a miowoly version numbering convention. That is, for a
given profile name, each successive ver$itST be compatible with all earlier versions. Any
incompatible change to a profiMUST use a different pfide name.

For one version of a profile to be considered compatible with another version, the later M&JSibtoe a
strict superset of the earlier version. This requires the following of the later version with respect to all
earlier versions to which is to be compatible:

e The later versiotMAY add requirements that were not in earlier versions of the profil&b&T
NOT remove requirements.

e The later versiotMAY remove one or more conditions that had previously been placed on a
requirement. For exgpfe, if a previous profil@REQUIREDX only if condition A wasTrue, then the
later profilemight require X unconditionally.

For profiles, the following notation is defined to identify specific versions:

Notation Description Example
ProfileName:Version Refers to a specific version of the profile. Baseline:1
ProfileName Refers to any version of the profile. Baseline

ProfileName MUST start with a letter or underscore, and subsequent characters MUST be letters, digits,
underscores or hyphen$.h e t ertnesr ofilaend #fdi gi t o ar[®¥].as defined

Baseline Profiles

For every Service Object (and Root Object) tHHOULD be at least one profile defined. In many cases

it is desirable to define a Baseline profile thmaticates the minimum requireme&QUIREDfor any

device that supports that object. Where a Baseline profile is defined, it would normally be expected that all
implementations of the corresponding object would indicate support for the Baselineiprafitition to

any other profiles supported.

Types of Requirements in a Profile

Because a profile is defined within the context of a single object (and major version), all of the
requirements associated with the prof&JST be specific to the dataodel &sociated with that object.

Profile requirementsani ncl ude any of the following types of
data model:

e Arequirement for read support of a Parameter.

e A requirement for write support of a Parameter.

¢ Arequirement fosupport of a suobject contained within the overall object.

e Arequirement for the ability to add or remove instances of abjdzt.

¢ Arequirement to support active and/or passive notification for a Parameter.
¢ Arequirement to support access controldayiven Parameter.

For each of the requirement categories listed above, a mafidefine the requirement unconditionally, or
canplace one or more conditions on the requirement. For example, a prigilerequirethat a Parameter

be supported foreading only if the device supports some other parameter or object (one that is not itself
REQUIREDby the profile). Such conditiongill be directly related to the data model of the overall object
associated with the profile.
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Because a devideas tabe albte to support multiple profiles, all profilédUST be defined such they are
non-contradictory. As a result, profilddUST only define minimum requirements to be met, &idST
NOT specify negative requirements. That is, profilés not include requiremets that specify something
that isnotto be supported by the device, or requirements that exclude a range of values.

DEPRECATED and OBSOLETED Items

The key wor d 0 DE P RiodeAdetniban foi any TROGIeapable teaice is to be

interpreted a follows: This term refers to an object, parameter or parameter value that is defined in the
current version of the standard but is meaningless, inappropriate, or otherwise unnecessary. It is intended
that such objects, parameters or parameter valukelseniemoved from the next major version of the data

model. Requirements on how to interpret or implement deprecated objects, parameters or parameter values
are given below. For more information on how to interpret or implement specific deprecat¢sl objec
parameters or parameter values, refer to the definition of the object or parameter.

The key wor d @ OBS @bdeltdirtion far any TRI6®capaldetdevice is to be

interpreted as follows: This term refers to an object, parameter or paramiee that meets the

requirements for being deprecated, and in addition is obsolete. Such objects, parameters or parameter
values can be removed from a later minor version of ardatkel, or from a later version of a profile,

without this being regded as breaking backwards compatibility rules. Requirements on how to interpret

or implement obsoleted objects, parameters or parameter values are given below. For more information on
how to interpret or implement specific obsoleted objects, parametpasameter values, refer to the

definition of the object or parameter.

Requirements for DEPRECATED Items

This section defines requirements that apply to all DEPRECATED objects, parameters and parameter
values unless specifically overridden by the objegarameter definition.

Datamodel requirements:

1) The definition of a DEPRECATED parameter, object or parameter value MUST include an
explanation of why the item is deprecated.

2) The definition of a DEPRECATED parameter, object or parameter value MAY sfatigr
requirements relating to the item; such requirements MAY override CPE or ACS requirements
specified in this section.

CPE requirements:

1) A DEPRECATED parameter MUST have a value which is valid for its data type and fulfils any
range (for numeric panaeters), length (for strindpase6sbr hexBinaryparameters) and
enumerated value (for string parameters) requirements.

2) Detailed behavioral requirements for a DEPRECATED parameter, e.g. that its value is a unique
key, MAY be ignored by the CPE.

3) The CPE MUS, if such operations are permitted by the data model definition, permit creation of
DEPRECATED objects, maodification of DEPRECATED parameters, and setting of
DEPRECATED parameter values. However, it MAY choose not to apply such changes to its
operationaktate.

4) Regardless of whether DEPRECATED changes are applied to the CPE operational state, a read of
a DEPRECATED writable parameter SHOULD return the value that was last written, i.e. the CPE
is expected to store the value even if it chooses not to applits operational state.

5) When the ACS modifies the value of a DEPRECATED parameter, the CPE MAY choose not to
check whether the new parameter value is valid for its data type and fulfils any range (for numeric
parameters), length (for stringase64r hexBinaryparameters) and enumerated value (for string
parameters) requirements.
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6) The CPE MAY reject an attempt by the ACS to set any parameter to a DEPRECATED value
ACS requirements:

1) The ACS SHOULD NOT create DEPRECATED objects, modify DEPRECATED paeas)etr
set DEPRECATED parameter values.

2) The ACS SHOULD ignore DEPRECATED objects, parameters and parameter values.

3) The ACS MUST NOT set a DEPRECATED parameter to a value that is invalid for its data type or
fails to fulfil any range (for numeric paramesgrlength (for stringbase64r hexBinary
parameters) or enumerated value (for string parameters) requirements.

4) The ACS MUST NOT set any parameter to a DEPRECATED value.

2.4.2 Requirements for OBSOLETED Items

This section defines requirements that apply tO&8E5OLETED objects, parameters or parameter values
unless specifically overridden by the object or parameter definition.

An OBSOLETED object, parameter or param@&i&iST meetall the requirementsf the previous section.
In addition, he following datanodel requirements apply.

1) An OBSOLETED object, parameter or parameter value MAY be removed from a later minor
version of a datenodel without this being regarded as breaking backwards compatibility rules.

2) An OBSOLETED object, parameter or parameter value MN®T be removed from the current
version of a profile, but MAY be removed from a later version of a profile without this being
regarded as breaking backwards compatibility rules.

3) A datamodel definition MUST include a list of those OBSOLETED objects, patars or
parameter values that have been removed from therasttal or from its profiles. This is to
prevent future namespace conflicts.

3 Object Definitions

3.1 General Notation

Parameter names use a hierarchical form similar to a directory tree. Thefreapetcular Parameter is
represented by the concatenation of each successive
starting at the trunk of the hierarchy and leading to the leaves. When specifying a partial path, indicating
anintermediate ode i n the hierarchy, the trailing A.0 (dot)

Parameter names MUST be treated as case senditigename of each node in the hierarchy MUST start
with aletter or underscore, and subsequent characters MUST be, |ditiétiss underscores or hyphens.
The terms Al ettero and Ad[1Q.i t 6 are as defined in App

I n some cases, where multiple instances of an object
In actual use hiis placeholder is to be replaced by an instance number, which MUST be a positive integer

(= 1). Because in some cases object instacaebe deleted, instance numbers will in genaglbe

contiguous.
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Data Types

The parameters defined in this spectiica make use of a limited subset of the default SOAP data types
[5]. The complete set of data types along with the notation used to represent these types i3 dibtedl.in

Table 17 Data Types

Type Description

object A container for parameters and/or other objects. The full path name of a parameter is given by the
parameter name appended to the full path name of the object it is contained within.

string For strings listed in this specification, a minimum and maximum allowed length can be listed using the
form string(Min:Max), where Min and Max are the minimum and maximum string length in characters. If
either Min or Max are missing, this indicates no limit, and if Min is missing the colon can also be omitted,
as in string(Max). Multiple comma-separated ranges can be specified, in which case the string length
MUST beinone oftheranges. A fiko or @AKo suffix is interprete
means 32768.

For all strings a maximum length is either explicitly indicated or implied by the size of the elements
composing the string. For strings in which the content is an enumeration, the longest enumerated value
determines the maximum length. If a string does not have an explicitly indicated maximum length or is
not an enumeration, the default maximum is 16 characters.

When transporting a string value within an XML document, any characters which are special to XML
MUST be escaped as specified by the XML specification [10]. Additionally, any characters other than
printable ASCII characters, i.e. any characters whose decimal ASCII representations are outside the
(inclusive) ranges 9-10 and 32-126, SHOULD be escaped as specified by the XML specification.

int Integer in the range i 2147483648 to +2147483647, inclusive.

For some int types listed, a value range is given using the form int{Min:Max], where the Min and Max
values are inclusive. If either Min or Max are missing, this indicates no limit. Multiple comma-separated
ranges can be specified, in which case the value MUST be in one of theranges. A ko or #AK
interpreted as a 1024 (not 1000) multiplier, e.g. 32k means 32768.

long Long integer in the range 1 9223372036854775808 to 9223372036854775807, inclusive.

For some long types listed, a value range is given using the form long[Min:Max], where the Min and Max
values are inclusive. If either Min or Max are missing, this indicates no limit. Multiple comma-separated
ranges can be specified, in which case the value MUST be in one of theranges. A ko or #AK
interpreted as a 1024 (not 1000) multiplier, e.g. 32k means 32768.

unsignedint Unsigned integer in the range 0 to 4294967295, inclusive.

For some unsignedInt types listed, a value range is given using the form unsignedint[Min:Max], where
the Min and Max values are inclusive. If either Min or Max are missing, this indicates no limit. Multiple
comma-separated ranges can be specified, in which case the value MUST be in one of the ranges. A
Afko or AKO suffix is interpreted as a 1024 (not

unsignedLong | Unsigned long integer in the range 0 to 18446744073709551615, inclusive.

For some unsignedLong types listed, a value range is given using the form unsignedLong[Min:Max],
where the Min and Max values are inclusive. If either Min or Max are missing, this indicates no limit.
Multiple comma-separated ranges can be specified, in which case the value MUST be in one of the

ranges. A iko or fAKO suffix is interpreted as a 1024

boolean Bool ean, where the all owed values are fA00, filo,
considered interchangeable, where both equivalently represent the logical value true. Similarly, the
values fA00 and ffalseodo are considered interchang
value false.
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Type

Description

dateTime

The subset of the ISO 8601 date-time format defined by the SOAP dateTime type.

All times MUST be expressed in UTC (Universal Coordinated Time) unless explicitly stated otherwise in
the definition of a parameter of this type.

If absolute time is not available to the CPE, it SHOULD instead indicate the relative time since boot,
where the boot time is assumed to be the beginning of the first day of January of year 1, or
0001-01-01T00:00:00. For example, 2 days, 3 hours, 4 minutes and 5 seconds since boot would be
expressed as 0001-01-03T03:04:05. Relative time since boot MUST be expressed using an
untimezoned representation. Any untimezoned value with a year value less than 1000 MUST be
interpreted as a relative time since boot.

If the time is unknown or not applicable, the f¢
used: 0001-01-01T00:00:00Z.

Any dateTime value other than one expressing relative time since boot (as described above) MUST use
timezoned representation (that is, it MUST include a timezone suffix).

base64

Base64 encoded binary (no line-length limitation).

A minimum and maximum allowed length can be listed using the form base64(Min:Max), where Min and
Max are the minimum and maximum length in characters before Base64 encoding. If either Min or Max
are missing, this indicates no limit, and if Min is missing the colon can also be omitted, as in

base64(Max). Multiple comma-separated ranges can be specified, in which case the length MUST be in
oneoftheranges. A ko or AKO suffix is interpreted as 4
32768.

Note that data models defined prior to the introduction of the DM Schema specified the length after
Base64 encoding. If the length after encoding is n (which is always a multiple of 4), the length before
encoding is m = (n/4)*3, m-1 or m-2.

hexBinary

Hex encoded binary.

A minimum and maximum allowed length can be listed using the form hexBinary(Min:Max), where Min
and Max are the minimum and maximum length in characters before Hex Binary encoding. If either Min
or Max are missing, this indicates no limit, and if Min is missing the colon can also be omitted, as in
hexBinary(Max). Multiple comma-separated ranges can be specified, in which case the length MUST be
in one of the ranges. A Ako or AKOo suffix is i
32768.

All IPv4 addresseand subnet maskse represented as striigdPv4 dotteddecimal notation All IPv6

addresses and
defined in RFC

subnet masks MUST be represented using any of the 3 standard textual reasentation
35187], sections 2.2.1, 2.2.2 and 2.2.3. Both loe&se and upperase letters can be

used. Use of the lowarase letters is RECOMMENDED. Examples of valid IPv6 address textual
representations:

e 1080:0:0:

800:ba98:3210:11aa:12dd

e 1080::800:ha98:3210:11d42dd

e 0:0:0:0:0:0:13.1.68.3

Unspecified or inapplicable IP addresses and subnet masks MUST be represented as empty strings unless

otherwise specified by the parameter definition.

All MAC addresses are represented as strings of 12 hexadecimal digitsGdiglttters AF or af)

displayed as six pairs of digits separated by colons. Unspecified or inapplicable MAC addresses MUST be

represented as empty strings unless otherwise specified by the parameter definition.

For unsignedint parameters that are dsedtatistics, e.g. for byte counters, the actual value of the statistic
might be greater than the maximum value that can be represented as an unsignedint. Such values
SHOULD wrap around through zerd.h e t er m fApacket 0 i s idsionubite i

appropriate to the protocol layer in question, e.g. an IP packet or an Ethernet frame.

nterprete

For strings that are defined to contain cormseparated lists, the format is defined as follows. Between

every pair of successive items in a corrseparatedist there MUST be a separator. The separator MUST
include exactly one comma character, and MAY also include one or more space characters before or after
the comma. The entire separator, including any space characters, MUST NOT be considered fiatt of the
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items it separates. The last item in a cons@parated list MUST NOT be followed with a separator.
Individual items in a commaeparated list MUST NOT include a space or comma character within them.
If an item definition requires the use of spasesommas, that definition MUST specify the use of an
escape mechanism that prevents the use of these characters.

For string parameters whose value is defined to contain the full hierarchical name of an object, the
representation of the objectname MUSODN i ncl ude a trailing fAdot. o
kind in the InternetGatewayDevice data model is Int&attwaypeviceLayerF-orwardingDefault
Connectioiservice. For this parameter, the following is an example of a properly forred va

InternetGatewayDevice.WANDevice.1.WANConnectionDevice.2.WANPPPConnection.1

Vendor-Specific Parameters

A vendor MAY extend the standardized parameter list with vesgecific parameters and objects.
Vendorspecific parameters and objects MAY be dedireither in a separate naming hierarchy or within
the standardized naming hierarchy.

The name of a vendapecific parameter or object not contained within another vespimific object
MUST have the form:

X_<VENDOR>_VendorSpecificName
In this definition<VENDOR> is a unique vendor identifier, which MAY be either an OUI or a domain
name. The OUI or domain name used for a given vesplecific parameter MUST be one that is assigned
to the organization that defined this parameter (which is not necesbarggme as the vendor of the CPE
or ACS). An OUI is an organizationally unique identifier as definddJinwhich MUST formatted as a
six-hexadecimatigit string using all uppecase letters and including al®ading zeros. A domain name

MUST be upper case with each dot (fA.0) replaced

An ex

wi t h

The VendorSpecificName MUST be a valid string as defin@ldn and MUST NOT contain a

or a space characte

Noteit he use of the st ri-spgcifidipArametertinglies thatno standasdizeal
parameter can begin with AX_o0.

The name of a vendapecific parameter or object that is contained within another vesmamific object
which itselfbegins with the prefix described abaveed nottself include the prefix.

The full path name of a vendepecific parameter or object MUST NOT exceed 256 characters in length.
Below are some example venekpecific parameter and object names:

Device.UserInterface.X_012345_AdBanner
Device.X_EXAMPLE-COM_MyConfig.Status
When appropriate, a vendor MAY also extend the set of values of an enumeration. If this is done, the

vendor

vendors peci fied values MUST be in the form éngth <VENDOR> _

of such a string MUST NOT exceed 31 characters.

Common Object Definitions
Table2 provides a summary of the common data objects that are defined in this specification.

Table 27 Summary of Common Data Objects

Object Name Allowed Location in Description
Hierarchy

Capabilities Root and Device capabilities.
Service Objects

Devicelnfo Root and General information about the device, including its identity and
Service Objects version information.
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Service Objects

Object Name Allowed Location in Description
Hierarchy
ManagementServer Root Parameters associated with the communication between the
CPE and an ACS.
Gatewaylnfo Root Information to identify an Internet Gateway Device through
which the CPE is connected.
Time Root and Parameters associated with an NTP or SNTP time client on the
Service Objects CPE.
Config Root and Contains general configuration state.

Userlinterface

Root and
Service Objects

Parameters related to the user interface of the CPE.

LAN

Root and
Service Objects

Parameters related to IP-based LAN connectivity of the CPE.

DownloadDiagnostics

Root and
Service Objects

HTTP / FTP download test.

UploadDiagnostics

Root and
Service Objects

HTTP / FTP upload test.

UDPEchoConfig Root and UDP echo test.
Service Objects
Table3l i sts the Common Objects and their ag@sThici at ed
definition is a superset of previously defined versjdnOand 1.1
For a given implementation of this data model, the CPE MUST indicate suppibr¢ foighest version
number of any object or parameter that it supports. For example, even if the CPE supports only a single
parameter that was introduced in versidg fhen itwill indicate support for version2. The version
number associated with @aobject and parameter is shown in the Version coluriiable 3.
Table 37 Common Object definitions for Device:1
Name® Type Write® | Description Default® | Version®
DeviceSummary string(1024) - See section 3.7. - 1.0
.Capabilities. object - The capabilities of the device. This is a constant - 1.2
read-only object, meaning that only a firmware
upgrade will cause these values to be altered.
.Capabilities.PerformanceDiagnostic. object - The capabilities of the Performance Diagnostics - 1.2
(DownloadDiagnostics and UploadDiagnostics) for
the device.
DownloadTransports string - Comma-separated list of supported Download- - 1.2
Diagnostics transport protocols for a CPE device.
Each item in the list is an enumeration of:
AHTTPO
AFTPO (OPTI ONAL)
2 The name of a Parameter is formed from the conatitin of the base path (see sec@dl), the object
name shown in the yellow header, and the individual Parameter name.
*AWO indicates the parameter MAY be writable (if
onl y) . For an object, AWO indicates object instance

The default value of the parameter on creation of an object instance-@&9T Rf the default value is an

empty string, this is represented by the symbol <Empty>. A hyjpldkrates that no default value is
specified. For a parameter in which no default value is specified, on creation of a parent object instance,

the CPE MUST set the parameter to a value that is valid according to the definition of that parameter.
The Vesion column indicates the minimum data model version REQUIRED to support the associated

Parameter or Object.
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Name®

Type

Write®

Description

Default”

Version®

UploadTransports

string

Comma-separated list of supported Upload-
Diagnostics transport protocols for a CPE device.
Each item in the list is an enumeration of:

AHTTPO
AFTPO (OPTI ONAL)

1.2

.Devicelnfo.

object

This object contains general device information.

1.0

Manufacturer

string(64)

The manufacturer of the CPE (human readable
string).

1.0

ManufacturerOUI

string(6)

Organizationally unique identifier of the device
manufacturer. Represented as a six hexadecimal-
digit value using all upper-case letters and
including any leading zeros. The value MUST be a
valid OUI as defined in [4].

This value MUST remain fixed over the lifetime of
the device, including across firmware updates.

1.0

ModelName

string(64)

Model name of the CPE (human readable string).

1.0

Description

string(256)

A full description of the CPE device (human
readable string).

1.0

ProductClass

string(64)

Identifier of the class of product for which the serial
number applies. That is, for a given manufacturer,
this parameter is used to identify the product or
class of product over which the SerialNumber
parameter is unique.

This value MUST remain fixed over the lifetime of
the device, including across firmware updates.

1.0

SerialNumber

string(64)

Serial number of the CPE.

This value MUST remain fixed over the lifetime of
the device, including across firmware updates.

1.0

HardwareVersion

string(64)

A string identifying the particular CPE model and
version.

1.0

SoftwareVersion

string(64)

A string identifying the software version currently
installed in the CPE.

To allow version comparisons, this element
SHOULD be in the form of dot-delimited integers,
where each successive integer represents a more
minor category of variation. For example,
3.0.21where the components mean:
Major.Minor.Build.

1.0

EnabledOptions

string(1024)

Comma-separated list of the OptionName of each
Option that is currently enabled in the CPE. The
OptionName of each is identical to the OptionName
element of the OptionStruct described in [2]. Only
those options are listed whose State indicates the
option is enabled.

1.0

AdditionalHardwareVersion

string(64)

A comma-separated list of any additional versions.
Represents any additional hardware version
information the vendor might wish to supply.

1.0

AdditionalSoftwareVersion

string(64)

A comma-separated list of any additional versions.
Represents any additional software version
information the vendor might wish to supply.

1.0

ProvisioningCode

string(64)

Identifier of the primary service provider and other
provisioning information, which MAY be used by
the ACS to determine service provider-specific
customization and provisioning parameters.

1.0
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Name®

Type

Write®

Description

Default”

Version®

DeviceStatus

string

Current operational status of the device.
Enumeration of:

=14

Up o

o

Initializingo
Erroro

=14

AiDi sabl edo

1.0

UpTime

unsignedint -

Time in seconds since the CPE was last restarted.

1.0

FirstUseDate

dateTime -

Date and time in UTC that the CPE first both
successfully established an IP-layer network
connection and acquired an absolute time
reference using NTP or equivalent over that
network connection. The CPE MAY reset this date
after a factory reset.

If NTP or equivalent is not available, this
parameter, if present, SHOULD be set to the
Unknown Time value.

1.0

DevicelLog

string(32K) -

Vendor-specific log(s).

1.0

.ManagementServer.

object

This object contains parameters relating to the
CPEds association with

a

1.0

URL

string(256) w

URL, as defined in [8], for the CPE to connect to
the ACS using the CPE WAN Management
Protocol.

This parameter MUST be in the form of a valid
HTTP or HTTPS URL.

The fihosto portion of t
for validating the ACS certificate when using SSL
or TLS.

Note that on a factory reset of the CPE, the value
of this parameter might be reset to its factory value.
If an ACS modifies the value of this parameter, it
SHOULD be prepared to accommodate the
situation that the original value is restored as the
result of a factory reset.

h

1.0

Username

string(256) W

Username used to authenticate the CPE when
making a connection to the ACS using the CPE
WAN Management Protocol.

This username is used only for HTTP-based
authentication of the CPE.

Note that on a factory reset of the CPE, the value
of this parameter might be reset to its factory value.
If an ACS modifies the value of this parameter, it
SHOULD be prepared to accommodate the
situation that the original value is restored as the
result of a factory reset.

1.0

Password

string(256) w

Password used to authenticate the CPE when
making a connection to the ACS using the CPE
WAN Management Protocol.

This password is used only for HTTP-based
authentication of the CPE.

When read, this parameter returns an empty string,
regardless of the actual value.

Note that on a factory reset of the CPE, the value
of this parameter might be reset to its factory value.
If an ACS modifies the value of this parameter, it
SHOULD be prepared to accommodate the
situation that the original value is restored as the
result of a factory reset.

1.0
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Type

Write®

Description

Default”

Version®

PeriodicinformEnable

boolean

Whether or not the CPE MUST periodically send
CPE information to the ACS using the Inform
method call.

1.0

PeriodicinformInterval

unsignedint

(1]

The duration in seconds of the interval for which
the CPE MUST attempt to connect with the ACS
and call the Inform method if PeriodiclnformEnable
is True.

1.0

PeriodicInformTime

dateTime

An absolute time reference in UTC to determine
when the CPE will initiate the periodic Inform
method calls. Each Inform call MUST occur at this
reference time plus or minus an integer multiple of
the PeriodicInforminterval.

PeriodiclnformTime is u
of the periodic Informs. The actual value of
PeriodicInformTime can be arbitrarily far into the
past or future.

For example, if PeriodicInforminterval is 86400 (a
day) and if PeriodicInformTime is set to UTC
midnight on some day (in the past, present, or
future) then periodic Informs will occur every day at
UTC midnight. These MUST begin on the very
next midnight, even if PeriodiclnformTime refers to
a day in the future.

The Unknown Time value defined in section 3.2
indicates that no particular time reference is
specified. That is, the CPE MAY locally choose the
time reference, and needs only to adhere to the
specified PeriodicInformInterval.

If absolute time is not available to the CPE, its
periodic Inform behavior MUST be the same as if
the PeriodicinformTime parameter was set to the
Unknown Time value.

S

1.0

ParameterKey

string(32)

ParameterKey provides the ACS a reliable and
extensible means to track changes made by the
ACS. The value of ParameterKey MUST be equal
to the value of the ParameterKey argument from
the most recent successful SetParameterValues,
AddObiject, or DeleteObject method call from the
ACS.

The CPE MUST set ParameterKey to the value
specified in the corresponding method arguments if
and only if the method completes successfully and
no fault response is generated. If a method call
does not complete successfully (implying that the
changes requested in the method did not take
effect), the value of ParameterKey MUST NOT be
modified.

The CPE MUST only modify the value of
ParameterKey as a result of SetParameterValues,
AddObject, DeleteObject, or due to a factory reset.
On factory reset, the value of ParameterKey MUST
be set to empty.

1.0

ConnectionRequestURL

string(256)

HTTP URL, as defined in [8], for an ACS to make a
Connection Request notification to the CPE.

In the form:
http://host:port/path

The fihosto portion of t
address for the management interface of the CPE
in lieu of a host name.

h

1.0

ConnectionRequestUsername

string(256)

Username used to authenticate an ACS making a
Connection Request to the CPE.

1.0
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Version®

ConnectionRequestPassword

string(256)

Password used to authenticate an ACS making a
Connection Request to the CPE.

When read, this parameter returns an empty string,
regardless of the actual value.

1.0

UpgradesManaged

boolean

Indicates whether or not the ACS will manage
upgrades for the CPE. If True, the CPE SHOULD
NOT use other means other than the ACS to seek
out available upgrades. If False, the CPE MAY use
other means for this purpose.

Note that an autonomous upgrade (reported via an
"10 AUTONOMOUS TRANSFER COMPLETE"
Inform Event code) SHOULD be regarded as a
managed upgrade if it is performed according to
ACS-specified policy.

1.0

KickURL

string(256)

Present only for a CPE that supports the Kicked
RPC method.

LAN-accessible URL, as defined in [8], from which
the CPE can be fikickedo
method call. MUST be an absolute URL including
a host name or IP address as would be used on the
LAN side of the CPE.

1.0

DownloadProgressURL

string(256)

Present only for a CPE that provides a LAN-side
web page to show progress during a file download.

LAN-accessible URL, as defined in [8], to which a
web-server associated with the ACS MAY redirect
auser06s browser on initi
observer the status of the download.

1.0

UDPConnectionRequestAddress

string(256)

Address and port to which an ACS MAY send a
UDP Connection Request to the CPE (see Annex
G of [2]).

This parameter is represented in the form of an
Authority element as defined in [8]. The value
MUST be in one of the following two forms:

host:port
host

When STUNEnableisTr ue, the @mnd
portions of this parameter MUST represent the
public address and port corresponding to the NAT
binding through which the ACS can send UDP
Connection Request messages (once this
information is learned by the CPE through the use
of STUN).

When STUNEnableisFal se, the fAho
portions of the URL MUST represent the local IP
address and port on which the CPE is listening for
UDP Connection Request messages.

The second form of this parameter MAY be used
only if the port value is equal tofi 8 0 0 .

11

UDPConnectionRequestAddressNotification-
Limit

unsignedint

The minimum time, in seconds, between Active
Notifications resulting from changes to the UDP-
ConnectionRequestAddress (if Active Notification is
enabled).

11

STUNEnable

boolean

Enables or disables the use of STUN by the CPE.
This applies only to the use of STUN in association
with the ACS to allow UDP Connection Requests.

11
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Write®
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Default

y:s

Version®

STUNServerAddress

string(256)

Host name or IP address of the STUN server for
the CPE to send Binding Requests if STUN is
enabled via STUNEnable.

If empty and STUNEnable is True, the CPE MUST
use the address of the ACS extracted from the host
portion of the ACS URL.

11

STUNServerPort

unsignedint
[0:65535]

Port number of the STUN server for the CPE to
send Binding Requests if STUN is enabled via
STUNEnable.

By default, this SHOULD be the equal to the default
STUN port, 3478.

11

STUNUsername

string(256)

If non-empty, the value of the STUN USERNAME
attribute to be used in Binding Requests (only if
message integrity has been requested by the
STUN server).

If empty, the CPE MUST NOT send STUN Binding
Requests with message integrity.

11

STUNPassword

string(256)

The value of the STUN Password to be used in
computing the MESSAGE-INTEGRITY attribute to
be used in Binding Requests (only if message
integrity has been requested by the STUN server).

When read, this parameter returns an empty string,
regardless of the actual value.

11

STUNMaximumKeepAlivePeriod

int[-1:]

If STUN Is enabled, the maximum period, in
seconds, that STUN Binding Requests MUST be
sent by the CPE for the purpose of maintaining the
binding in the Gateway. This applies specifically to
Binding Requests sent from the UDP Connection
Request address and port.

A value of -1 indicates that no maximum period is
specified.

11

STUNMinimumKeepAlivePeriod

unsignedIint

If STUN Is enabled, the minimum period, in
seconds, that STUN Binding Requests can be sent
by the CPE for the purpose of maintaining the
binding in the Gateway. This limit applies only to
Binding Requests sent from the UDP Connection
Request address and port, and only those that do
not contain the BINDING-CHANGE attribute. This
limit does not apply to retransmissions following the
procedures defined in [9].

11

NATDetected

boolean

When STUN is enabled, this parameter indicates
whether or not the CPE has detected address
and/or port mapping in use.

A True value indicates that the received MAPPED-
ADDRESS in the most recent Binding Response
di ffers from the CPEOGS

When STUNEnable is False, this value MUST be
False.

S

11

.GatewayInfo.

object

This object contains information associated with a
connected Internet Gateway Device.

1.0

ManufacturerOUI

string(6)

Organizationally unique identifier of the associated
Internet Gateway Device. An empty string
indicates that there is no associated Internet
Gateway Device that has been detected.

1.0

ProductClass

string(64)

Identifier of the product class of the associated
Internet Gateway Device. An empty string
indicates either that there is no associated Internet
Gateway Device that has been detected, or the
Internet Gateway Device does not support the use
of the product-class parameter.

1.0
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Type

Write®
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Version®

SerialNumber

string(64)

Serial number of the associated Internet Gateway
Device. An empty string indicates that there is no
associated Internet Gateway Device that has been
detected.

1.0

.Config.

object

This object contains general configuration
parameters.

1.0

PersistentData

string(256)

Arbitrary user data that MUST persist across CPE
reboots.

1.0

ConfigFile

string(32K)

A dump of the currently running configuration on

the CPE. This parameter enables the ability to
backup and restore the last known good state of

the CPE. It returns a vendor-specific document

that defines the state of the CPE. The document
MUST be capable of resto
when written back to the CPE using
SetParameterValues.

An alternative to this parameter, e.g. when the
configuration file is larger than the parameter size
limit, is to use the Upload and Download RPCs with
a FileType of A1 Vendor

1.0

.Time.

object

This object contains parameters relating an NTP or
SNTP time client in the CPE.

1.0

NTPServerl

string(64)

First NTP timeserver. Either a host name or IP
address.

1.0

NTPServer2

string(64)

Second NTP timeserver. Either a host name or IP
address.

1.0

NTPServer3

string(64)

Third NTP timeserver. Either a host name or IP
address.

1.0

NTPServerd

string(64)

Fourth NTP timeserver. Either a host name or IP
address.

1.0

NTPServer5

string(64)

Fifth NTP timeserver. Either a host name or IP
address.

1.0

CurrentLocalTime

dateTime

The current date and tim
zone.

1.0

LocalTimeZone

string(256)

The local time zone definition, encoded according
to IEEE 1003.1 (POSIX). The following is an
example value:

AEST+5 EDT, M4. 1.0/ 2, M1

1.0

.UserlInterface.

object

This object contains parameters relating to the user
interface of the CPE.

1.0

PasswordRequired

boolean

Present only if the CPE provides a password-
protected LAN-side user interface.

Indicates whether or not the local user interface
MUST require a password to be chosen by the
user. If False, the choice of whether or not a
password is used is left to the user.

1.0

PasswordUserSelectable

boolean

Present only if the CPE provides a password-
protected LAN-side user interface and supports
LAN-side Auto-Configuration.

Indicates whether or not a password to protect the
local user interface of the CPE MAY be selected by
the user directly, or MUST be equal to the
password used by the LAN-side Auto-Configuration
protocol.

1.0

UpgradeAvailable

boolean

Indicates that a CPE upgrade is available, allowing
the CPE to display this information to the user.

1.0

WarrantyDate

dateTime

Indicates the date and time in UTC that the
warranty associated with the CPE is to expire.

1.0
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Write®
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Version®

ISPName

string(64) w

The name of the cust omer

1.0

ISPHelpDesk

string(32)

The help desk phone number of the ISP.

1.0

ISPHomePage

string(256)

The URL of the | SP6s hon

1.0

ISPHelpPage

string(256)

The URL of difesupdorSfRges on

1.0

ISPLogo

base64
(5460)

2|22

Base64 encoded GIF or JPEG image. The binary
image is constrained to 4095 bytes or less.

1.0

ISPLogoSize

unsignedint
[0:4095]

=

Un-encoded binary image size in bytes.

If ISPLogoSize input value is 0 then the ISPLogo is
cleared.

ISPLogoSize can also be used as a check to verify
correct transfer and conversion of Base64 string to
image size.

1.0

ISPMailServer

string(256) w

The URL of the | SP6s mai

1.0

ISPNewsServer

string(256)

=

The URL of thevel SP6s ne

1.0

TextColor

string(6) W

The color of text on the GUI screens in RGB
hexidecimal notation (e.g., FF0088).

1.0

BackgroundColor

string(6) w

The color of the GUI screen backgrounds in RGB
hexidecimal notation (e.g., FF0088).

1.0

ButtonColor

string(6) w

The color of buttons on the GUI screens in RGB
hexidecimal notation (e.g., FF0088).

1.0

ButtonTextColor

string(6) w

The color of text on buttons on the GUI screens in
RGB hexidecimal notation (e.g., FF0088).

1.0

AutoUpdateServer

string(256) w

The server the CPE can check to see if an update
is available for direct download to it. This MUST
NOT be used by the CPE if the Device.-
ManagementServer.UpgradesManaged parameter
is True.

1.0

UserUpdateServer

string(256) W

The server where a user can check via a web
browser if an update is available for download to a
PC. This MUST NOT be used by the CPE if the
Device.ManagementServer.UpgradesManaged
parameter is True.

1.0

AvailableLanguages

string(256) -

Comma-separated list of user-interface languages
that are available, where each language is
specified according to RFC 3066 [6].

1.0

CurrentLanguage

string(16) W

Current user-interface language, specified
according to RFC 3066 [6].

1.0

.LAN.

object

This object contains parameters relating to IP-
based LAN connectivity of a device.

This object relates only to IP-layer LAN capabilities.
Lower-layer aspects of LAN connectivity are not
considered part of the common data model defined
in this specification.

For a device that contains multiple IP interfaces,
the scope of this object is limited to the default IP
interface. Data that might be associated with other
interfaces is not considered part of the common
data model defined in this specification.

1.0

AddressingType

string

The method used to assign an address to this
interface. Enumeration of:

ADHCPO
iStatico

The ability to modify this parameter is OPTIONAL.

1.0
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Write®
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Version®

IPAddress

string

The current IP address assigned to this interface.

The ability to modify this parameter is OPTIONAL,
and this parameter cannot be modified if the
AddressingType is ADHCPO

1.0

SubnetMask

string

The current subnet mask.

The ability to modify this parameter is OPTIONAL,
and this parameter cannot be modified if the
AddressingType is ADHCPO

1.0

DefaultGateway

string

The IP address of the current default gateway for
this interface.

The ability to modify this parameter is OPTIONAL,
and this parameter cannot be modified if the
AddressingType is ADHCPO

1.0

DNSServers

string(256)

Comma-separated list of IP address of the DNS
servers for this interface.

The ability to modify this parameter is OPTIONAL,
and this parameter cannot be modified if the
AddressingType i s ADHCPO.

If this parameter is modifiable, the device MAY
ignore any DNS servers beyond the first two in the
list.

1.0

MACAddress

string

The physical address of this interface. Writable
only if MACAddressOverride is present and equal
to True.

1.0

MACAddressOverride

boolean

Whether the value of MACAddress parameter can
be overridden.

When True, MACAddress is writable.

When False, MACAddress is not writable, and the
default MAC address assigned by the device
SHOULD be restored.

1.0

DHCPOptionNumberOfEntries

unsignedIint

Number of entries in the DHCP option table.

1.0

.LAN.DHCPOption.{i}.

object

This object is for configuration of DHCP options.
Each instance of this object represents a DHCP
option to be included by the DHCP client in client
requests. The DHCP client MAY include any other
options not specified in this table.

1.0

Request

boolean

Whether this entry represents a request to the
DHCP server, or a value to be sent by the DHCP
client.

When True, this entry represents arequest. In this
case, the DHCP client MUST include the specified
Tag in the Parameter Request List, as defined in
RFC 2132. The Value parameter is ignored in this
case.

When False, this entry represents a value to be
sent by the DHCP client. In this case, the DHCP
client MUST include a DHCP option formed from
the Tag and Value parameters (with the Length
derived from the length of the Value parameter).

1.0

Tag

unsignedint
[1:254]

Tag of the DHCP option as defined in RFC 2132.

1.0

Value

base64(340)

Base64 encoded octet string to be used as the
Value of the DHCP option if Request is False.

<Empty>

1.0
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.LAN.Stats.

object

This object contains statistics for the default IP
interface.

1.0

ConnectionUpTime

unsignedint

The time in seconds that this IP interface has been
connected.

If the IP interface is using DHCP, this is the time
that the DHCP client has been only in the Bound or
Renewing states and the lower-layer interface has
continuously maintained a link.

If the IP interface is using static addressing, this is
the time that the lower-layer interface has
continuously maintained a link.

1.0

TotalBytesSent

unsignedint

Total number of IP payload bytes sent over this
interface since the device was last restarted as
specified in Devicelnfo.UpTime.

1.0

TotalBytesReceived

unsignedint

Total number of IP payload bytes received over this
interface since the device was last restarted as
specified in Devicelnfo.UpTime.

1.0

TotalPacketsSent

unsignedint

Total number of IP packets sent over this interface
since the device was last restarted as specified in
Devicelnfo.UpTime.

1.0

TotalPacketsReceived

unsignedint

Total number of IP packets received over this
interface since the device was last restarted as
specified in Devicelnfo.UpTime.

1.0

CurrentDaylnterval

unsignedint

Number of seconds since the beginning of the
period used for collection of CurrentDay statistics.

The device MAY align the beginning of each
CurrentDay interval with days in the UTC time
zone, but does not need to do so.

1.0

CurrentDayBytesSent

unsignedInt

Total number of IP payload bytes sent over this
interface since the beginning of the current-day
interval as specified by CurrentDaylInterval.

1.0

CurrentDayBytesReceived

unsignedInt

Total number of IP payload bytes received over this
interface since the beginning of the current-day
interval as specified by CurrentDaylInterval.

1.0

CurrentDayPacketsSent

unsignedInt

Total number of IP packets sent over this interface
since the beginning of the current-day interval as
specified by CurrentDaylInterval.

1.0

CurrentDayPacketsReceived

unsignedInt

Total number of IP packets received over this
interface since the beginning of the current-day
interval as specified by CurrentDaylInterval.

1.0

QuarterHourInterval

unsignedInt

Number of seconds since the beginning of the
period used for collection of QuarterHour statistics.

The device MAY align the beginning of each
QuarterHour interval with real-time quarter-hour
intervals, but does not need to do so.

1.0

QuarterHourBytesSent

unsignedint

Total number of IP payload bytes sent over this
interface since the beginning of the quarter-hour
interval as specified by QuarterHourlInterval.

1.0

QuarterHourBytesReceived

unsignedint

Total number of IP payload bytes received over this
interface since the beginning of the quarter-hour
interval as specified by QuarterHourlInterval.

1.0

QuarterHourPacketsSent

unsignedint

Total number of IP packets sent over this interface
since the beginning of the quarter-hour interval as
specified by QuarterHourlnterval.

1.0

QuarterHourPacketsReceived

unsignedint

Total number of IP packets received over this
interface since the beginning of the quarter-hour
interval as specified by QuarterHourlInterval.

1.0
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.LAN.IPPingDiagnostics.

object

This object defines access to an IP-layer ping test
for the default IP interface.

1.0

DiagnosticsState

string

Indicates availability of diagnostic data. One of:
Noneod

=13

=14

Requestedo

=14

Compd et e

=14

=13

Error_lInternalo

=13

Error _Othero

If the ACS sets the value of this parameter to
Requested, the CPE MUST initiate the
corresponding diagnostic test. When writing, the
only allowed value is Requested. To ensure the
use of the proper test parameters (the writable
parameters in this object), the test parameters
MUST be set either prior to or at the same time as
(in the same SetParameterValues) setting the
DiagnosticsState to Requested.

When requested, the CPE SHOULD wait until after
completion of the communication session with the
ACS before starting the diagnostic.

When the test is completed, the value of this
parameter MUST be either Complete (if the test
completed successfully), or one of the Error values
listed above.

If the value of this parameter is anything other than
Complete, the values of the results parameters for
this test are indeterminate.

When the diagnostic initiated by the ACS is
completed (successfully or not), the CPE MUST
establish a new connection to the ACS to allow the
ACS to view the results, indicating the Event code
"8 DIAGNOSTICS COMPLETE" in the Inform
message.

After the diagnostic is complete, the value of all
result parameters (all read-only parameters in this
object) MUST be retained by the CPE until either
this diagnostic is run again, or the CPE reboots.
After a reboot, if the CPE has not retained the
result parameters from the most recent test, it
MUST set the value of t

Modifying any of the writable parameters in this
object except for this one MUST result in the value
of this parameter being

While the test is in progress, modifying any of the
writable parameters in this object except for this
one MUST result in the test being terminated and
the value of thispar amet er bei ng

While the test is in progress, setting this parameter
to Requested (and possibly modifying other
writable parameters in this object) MUST result in
the test being terminated and then restarted using
the current values of the test parameters.

Error_Cannot Resol veHd

h

S

1.0

Host

string(256) w

Host name or address of the host to ping.

1.0

NumberOfRepetitions

unsignedint w

(1]

Number of repetitions of the ping test to perform
before reporting the results.

1.0

Timeout

unsignedint w

(1]

Timeout in milliseconds for the ping test.

1.0
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Write®
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Version®

DataBlockSize

unsignedint
[1:65535]

Size of the data block in bytes to be sent for each
ping.

1.0

DSCP

unsignedint
[0:63]

DiffServ codepoint to be used for the test packets.
By default the CPE SHOULD set this value to zero.

1.0

SuccessCount

unsignedint

Result parameter indicating the number of
successful pings (those in which a successful
response was received prior to the timeout) in the
most recent ping test.

1.0

FailureCount

unsignedint

Result parameter indicating the number of failed
pings in the most recent ping test.

1.0

AverageResponseTime

unsignedint

Result parameter indicating the average response
time in milliseconds over all repetitions with
successful responses of the most recent ping test.
If there were no successful responses, this value
MUST be zero.

1.0

MinimumResponseTime

unsignedint

Result parameter indicating the minimum response
time in milliseconds over all repetitions with
successful responses of the most recent ping test.
If there were no successful responses, this value
MUST be zero.

1.0

MaximumResponseTime

unsignedint

Result parameter indicating the maximum response
time in milliseconds over all repetitions with
successful responses of the most recent ping test.
If there were no successful responses, this value
MUST be zero.

1.0
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.LAN.TraceRouteDiagnostics.

object

This object is defines access to an IP-layer trace-
route test for the default IP interface.

1.0

DiagnosticsState

string

Indicates availability of diagnostic data. One of:
Noneod

) S 1

Requestedo

=14

Compl et eo

=14

Error_Cannot Resol veHd

=13

Error _MaxHopCount Exc €g

=13

Error_lInternalo
AError _Othero

If the ACS sets the value of this parameter to
Requested, the CPE MUST initiate the
corresponding diagnostic test. When writing, the
only allowed value is Requested. To ensure the
use of the proper test parameters (the writable
parameters in this object), the test parameters
MUST be set either prior to or at the same time as
(in the same SetParameterValues) setting the
DiagnosticsState to Requested.

When requested, the CPE SHOULD wait until after
completion of the communication session with the
ACS before starting the diagnostic.

When the test is completed, the value of this
parameter MUST be either Complete (if the test
completed successfully), or one of the Error values
listed above.

If the value of this parameter is anything other than
Complete, the values of the results parameters for
this test are indeterminate.

When the diagnostic initiated by the ACS is
completed (successfully or not), the CPE MUST
establish a new connection to the ACS to allow the
ACS to view the results, indicating the Event code
"8 DIAGNOSTICS COMPLETE" in the Inform
message.

After the diagnostic is complete, the value of all
result parameters (all read-only parameters in this
object) MUST be retained by the CPE until either
this diagnostic is run again, or the CPE reboots.
After a reboot, if the CPE has not retained the
result parameters from the most recent test, it
MUST settheval ue of this par af

Modifying any of the writable parameters in this
object except for this one MUST result in the value
of this parameter being

While the test is in progress, modifying any of the
writable parameters in this object except for this

one MUST result in the test being terminated and
the value of this par ame

While the test is in progress, setting this parameter
to Requested (and possibly modifying other
writable parameters in this object) MUST result in
the test being terminated and then restarted using
the current values of the test parameters.

1.0

Host

string(256)

Host name or address of the host to find a route to.

1.0

Timeout

unsignedint
(1]

Timeout in milliseconds for the trace route test.

1.0

DataBlockSize

unsignedint
[1:65535]

Size of the data block in bytes to be sent for each
trace route.

1.0
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Name®

Type

Write®

Description

Default”

Version®

MaxHopCount

unsignedint
[1:64]

The maximum number of hop used in outgoing
probe packets (max TTL). The default is 30 hops.

1.0

DSCP

unsignedint
[0:63]

DiffServ codepoint to be used for the test packets.
By default the CPE SHOULD set this value to zero.

1.0

ResponseTime

unsignedint

Result parameter indicating the response time in
milliseconds the most recent trace route test. If a
route could not be determined, this value MUST be
zero.

1.0

NumberOfRouteHops

unsignedint

Result parameter indicating the number of hops
within the discovered route. If a route could not be
determined, this value MUST be zero.

1.0

.LAN.TraceRouteDiagnostics.RouteHops.{i}.

object

Result parameter indicating the components of the
discovered route. If a route could not be
determined, there will be no instances of this
object.

1.0

HopHost

string(256)

Result parameter indicating the Host Name or IP
Address of a hop along the discovered route.

1.0

.DownloadDiagnostics.

object

This object defines the diagnostics configuration for
a HTTP and FTP DownloadDiagnostics Test.

Files received in the DownloadDiagnostics do not
require file storage on the CPE device.

1.2
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Name®

Type

Write®

Description

Default”

Version®

DiagnosticsState

string

Indicate the availability of diagnostic data. One of:
Nonebo

=14

=14

Requestedo

=13

Compl et edo

Error _InitConnecti onH
Err
Err
Err
Err
Err
Err
Err
Error _Ti meouto

=13

=14

r_NoResponse

=14

r_TransferFail edd

=13

r_PasswordRequest

=13

r_LoginFailedo

=t

r_NoTransfer Modeq
r_NoPASVoO
r_lncorrectSizeo

o
O O O o o o o

=t

=t

If the ACS sets the value of this parameter to
Requested, the CPE MUST initiate the
corresponding diagnostic test. When writing, the
only allowed value is Requested. To ensure the
use of the proper test parameters (the writable
parameters in this object), the test parameters
MUST be set either prior to or at the same time as
(in the same SetParameterValues) setting the
DiagnosticsState to Requested.

When requested, the CPE SHOULD wait until after
completion of the communication session with the
ACS before starting the diagnostic.

When the test is completed, the value of this
parameter MUST be either Completed (if the test
completed successfully), or one of the Error values
listed above.

If the value of this parameter is anything other than
Completed, the values of the results parameters for
this test are indeterminate.

When the diagnostic initiated by the ACS is
completed (successfully or not), the CPE MUST
establish a new connection to the ACS to allow the
ACS to view the results, indicating the Event code
"8 DIAGNOSTICS COMPLETE" in the Inform
message.

After the diagnostic is complete, the value of all
result parameters (all read-only parameters in this
object) MUST be retained by the CPE until either
this diagnostic is run again, or the CPE reboots.
After a reboot, if the CPE has not retained the

result parameters from the most recent test, it
MUST set the value of th

Modifying any of the writable parameters in this
object except for this one MUST result in the value
of this parameter being

While the test is in progress, modifying any of the
writable parameters in this object except for this

one MUST result in the test being terminated and
the value of this par ame

While the test is in progress, setting this parameter
to Requested (and possibly modifying other
writable parameters in this object) MUST result in
the test being terminated and then restarted using

the current values of the test parameters.

1.2
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Name®

Type

Write®

Description

Default”

Version®

Interface

string(256)

Specifies the IP-layer interface over which the test
is to be performed. The content is the full
hierarchical parameter name of the interface.

The value of this parameter MUST be either a valid
interface or an empty string. An attempt to set this
parameter to a different value MUST be rejected as
an invalid parameter value.

If an empty string is specified, the CPE MUST use
the default routing interface.

1.2

DownloadURL

string(256)

The URL, as defined in [8], for the CPE to perform
the download on. This parameter MUST be in the
form of a valid HTTP [13] or FTP [12] URL.

When using FTP transport, FTP binary transfer
MUST be used.

When using HTTP transport, persistent
connections MUST be used and pipelining MUST
NOT be used.

When using HTTP transport the HTTP
Authentication MUST NOT be used.

1.2

DSCP

unsignedint[
0:63]

The DiffServ code point for marking packets
transmitted in the test.

The default value SHOULD be zero.

1.2

EthernetPriority

unsignedint[
0:7]

Ethernet priority code for marking packets
transmitted in the test (if applicable).

The default value SHOULD be zero.

1.2

ROMTime

dateTime

Request time in UTC, which MUST be specified to
microsecond precision.

For example: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the client sends
the GET command.

For FTP this is the time at which the client sends
the RTRV command.

1.2

BOMTime

dateTime

Begin of transmission time in UTC, which MUST be
specified to microsecond precision

For example: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the first data
packet is received.

For FTP this is the time at which the client receives
the first data packet on the data connection.

1.2

EOMTime

dateTime

End of transmission in UTC, which MUST be
specified to microsecond precision.

For example: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the last data
packet is received.

For FTP this is the time at which the client receives
the last packet on the data connection.

1.2

TestBytesReceived

unsignedint

The test traffic received in bytes during the
FTP/HTTP transaction including FTP/HTTP
headers, between BOMTime and EOMTime,

1.2

TotalBytesReceived

unsignedint

The total number of bytes received on the Interface
between BOMTime and EOMTime.

1.2
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Name®

Type

Write®

Description

Default”

Version®

TCPOpenRequestTime

dateTime -

Request time in UTC, which MUST be specified to
microsecond precision.

For example: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the TCP socket
open (SYN) was sent for the HTTP connection.

For FTP this is the time at which the TCP socket
open (SYN) was sent for the data connection.

Note: Interval of 1 microsecond SHOULD be
supported.

1.2

TCPOpenResponseTime

dateTime -

Response time in UTC, which MUST be specified
to microsecond precision.

For example: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the TCP ACK to
the socket opening the HTTP connection was
received.

For FTP this is the time at which the TCP ACK to
the socket opening the data connection was
received.

Note: Interval of 1 microsecond SHOULD be
supported.

1.2

.UploadDiagnostics.

object

This object defines the diagnostics configuration for
a HTTP or FTP UploadDiagnostics test.

Files sent by the UploadDiagnostics do not require
file storage on the CPE device, and MAY be an
arbitrary stream of bytes.

1.2
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Name®

Type

Write®

Description

Default”

Version®

DiagnosticsState

string

Indicate the availability of diagnostic data. One of:
Nonebo

=14

=14

Requestedo

=13

Compl et edo

=13

Error _InitConnecti onH
Err
Err
Err
Err
Err
Err
Err

=14

r_NoResponseo

=14

r_PasswordRequest

=13

r_LoginFailedo
r_NoTransfer Modeq
r_NoPASVoO
r_NoCWDOo

r _NoSTORO

Error _NoTransfer Compl

1 S | S | S 1
o o o o o o o

=t

If the ACS sets the value of this parameter to
Requested, the CPE MUST initiate the
corresponding diagnostic test. When writing, the
only allowed value is Requested. To ensure the
use of the proper test parameters (the writable
parameters in this object), the test parameters
MUST be set either prior to or at the same time as
(in the same SetParameterValues) setting the
DiagnosticsState to Requested.

When requested, the CPE SHOULD wait until after
completion of the communication session with the
ACS before starting the diagnostic.

When the test is completed, the value of this
parameter MUST be either Completed (if the test
completed successfully), or one of the Error values
listed above.

If the value of this parameter is anything other than
Completed, the values of the results parameters for
this test are indeterminate.

When the diagnostic initiated by the ACS is
completed (successfully or not), the CPE MUST
establish a new connection to the ACS to allow the
ACS to view the results, indicating the Event code
"8 DIAGNOSTICS COMPLETE" in the Inform
message.

After the diagnostic is complete, the value of all
result parameters (all read-only parameters in this
object) MUST be retained by the CPE until either
this diagnostic is run again, or the CPE reboots.
After a reboot, if the CPE has not retained the

result parameters from the most recent test, it
MUST set the value of th

Modifying any of the writable parameters in this
object except for this one MUST result in the value
of this parameter being settofi Non e o .

While the test is in progress, modifying any of the
writable parameters in this object except for this

one MUST result in the test being terminated and
the value of this par ame

While the test is in progress, setting this parameter
to Requested (and possibly modifying other
writable parameters in this object) MUST result in
the test being terminated and then restarted using

the current values of the test parameters.

1.2
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Name® Type Write® | Description Default® | Version®
Interface string(256) w IP-layer interface over which the test is to be - 1.2
performed. The content is the full hierarchical
parameter name of the interface.
The value of this parameter MUST be either a valid
interface or an empty string. An attempt to set this
parameter to a different value MUST be rejected as
an invalid parameter value.
If an empty string is specified, the CPE MUST use
the default routing interface.
UploadURL string(256) w The URL, as defined in [8], for the CPE to Upload - 1.2
to. This parameter MUST be in the form of a valid
HTTP [13] or FTP [12] URL.
When using FTP transport, FTP binary transfer
MUST be used.
When using HTTP transport, persistent
connections MUST be used and pipelining MUST
NOT be used.
When using HTTP transport the HTTP
Authentication MUST NOT be used.
DSCP unsignedInt[ w DiffServ code point for marking packets transmitted - 1.2
0:63] in the test.
The default value SHOULD be zero.
EthernetPriority unsignedInt[ w Ethernet priority code for marking packets - 1.2
0:7] transmitted in the test (if applicable).
The default value SHOULD be zero.
TestFileLength unsignedint w The size of the file (in bytes) to be uploaded to the - 1.2
server.
The CPE MUST insure the appropriate number of
bytes are sent.
ROMTime dateTime - Request time in UTC, which MUST be specified to - 1.2
microsecond precision.
For example: 2008-04-09T15:01:05.123456
For HTTP this is the time at which the client sends
the PUT command
For FTP this is the time at which the STOR
command is sent.
BOMTime dateTime - Begin of transmission time in UTC, which MUST be - 1.2
specified to microsecond precision.
For example: 2008-04-09T15:01:05.123456
For HTTP this is the time at which the first data
packet is sent.
For FTP this is the time at which the client receives
the ready for transfer notification.
EOMTime dateTime - End of transmission in UTC, which MUST be - 1.2
specified to microsecond precision.
For example: 2008-04-09T15:01:05.123456
For HTTP this is the time when the HTTP
successful response code is received.
For FTP this is the time when the client receives a
transfer complete.
TotalBytesSent unsignedint - The total number of bytes sent on the Interface - 1.2
between BOMTime and EOMTime.
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Name®

Type

Write®

Description

Default”

Version®

TCPOpenRequestTime

dateTime

Request time in UTC, which MUST be specified to
microsecond precision.

For example: 2008-04-09T15:01:05.123456

For HTTP this is the time at which the TCP socket
open (SYN) was sent for the HTTP connection.

For FTP this is the time at which the TCP socket
open (SYN) was sent for the data connection

Note: Interval of 1 microsecond SHOULD be
supported.

1.2

TCPOpenResponseTime

dateTime

Response time in UTC, which MUST be specified
to microsecond precision.

For example: 2008-04-09T15:01:05.123456

For HTTP this is the Time at which the TCP ACK to
the socket opening the HTTP connection was
received.

For FTP this is the Time at which the TCP ACK to
the socket opening the Data connection was
received.

Note: Interval of 1 microsecond SHOULD be
supported.

1.2

.UDPEchoConfig.

object

This object allows the CPE to be configured to
perform the UDP Echo Service defined in [11] and
UDP Echo Plus Service defined in Appendix A.1 of
[15].

1.2

Enable

boolean

MUST be enabled to receive UDP echo. When
enabled from a disabled state all related
timestamps, statistics and UDP Echo Plus counters
are cleared.

1.2

Interface

string(256)

IP-layer interface over which the CPE MUST listen
and receive UDP echo requests on. The content is
the full hierarchical parameter name of the
interface.

The value of this parameter MUST be either a valid
interface or an empty string. An attempt to set this
parameter to a different value MUST be rejected as
an invalid parameter value.

If an empty string is specified, the CPE MUST
listen and receive UDP echo requests on all
interfaces.

Note: Interfaces behind a NAT MAY require port
forwarding rules configured in the Gateway to
enable receiving the UDP packets.

1.2

SourcelPAddress

string

The Source IP address of the UDP echo packet.
The CPE MUST only respond to a UDP echo from
this source IP address.

1.2

UDPPort

unsignedint

The UDP port on which the UDP server MUST
listen and respond to UDP echo requests.

1.2

EchoPlusEnabled

boolean

If True the CPE will perform necessary packet
processing for UDP Echo Plus packets.

1.2

EchoPlusSupported

boolean

True if UDP Echo Plus is supported.

1.2

PacketsReceived

unsignedint

Incremented upon each valid UDP echo packet
received.

1.2

PacketsResponded

unsignedint

Incremented for each UDP echo response sent.

1.2

BytesReceived

unsignedint

The number of UDP received bytes including
payload and UDP header after the UDPEchoConfig
is enabled.

1.2

BytesResponded

unsignedint

The number of UDP responded bytes, including
payload and UDP header sent after the
UDPEchoConfig is enabled.

1.2
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Name® Type Write® | Description Default® | Version®
TimeFirstPacketReceived dateTime - Time in UTC, which MUST be specified to - 1.2
microsecond precision.
For example: 2008-04-09T15:01:05.123456,
The time that the server receives the first UDP
echo packet after the UDPEchoConfig is enabled.
TimeLastPacketReceived dateTime Time in UTC, which MUST be specified to 1.2
microsecond precision.
For example: 2008-04-09T15:01:05.123456
The time that the server receives the most recent
UDP echo packet.
3.5 Inform Requirements
For CPE supporting thieeviceRoot Object, the CPE MUST include in the ParameterList argument of the
Inform message all of the parameters liste@ldhle4 that are present in the data model implementation
(any that are not present in the implementation need not be included in the Inform).
Table 47 Forced Inform parameters
Parameter
Device.DeviceSummary
Device.Devicelnfo.HardwareVersion
Device.Devicelnfo.SoftwareVersion
Device.ManagementServer.ConnectionRequestURL
Device.ManagementServer.ParameterKey
Device.LAN.IPAddress
Notei the Forced Inform requirements do not apply to secondary instafieesy of the above
parameters that might be contained within Service Objects.
3.6 Notification Requirements

CPE MUST support Active Notification (s¢2]) for all parameters defined in the Common Object
definitionsfor the DeviceRoot Object (sectio3.4) with the exception of those parameters liste@idble
5. For only those parameters listEable5, the CPE MAY reject a request by ARS to enable Active
Notification via the SetParameterAttributes RPC by responding with fault code 9009 as deffjed in
(Notification request rejected).

CPE MUST support Passive Natification ($2p for all parameters defined in the Common Object
definitions for theDeviceRoot Object, with no exceptions.

Table 57 Parameters for which Active Notification MAY be denied by the CPE

Parameter®

.Devicelnfo.

ModelName

Description

UpTime

® The name of a Parameter referenced in this table is the concatenation of the base path (s2d)section
the objet name shown in the yellow header, and the individual Parameter name.
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Parameter®

FirstUseDate

DevicelLog

.ManagementServer.

ParameterKey

.Time.

CurrentLocalTime

.LAN.Stats.

ConnectionUpTime

TotalBytesSent

TotalBytesReceived

TotalPacketsSent

TotalPacketsReceived

CurrentDaylnterval

CurrentDayBytesSent

CurrentDayBytesReceived

CurrentDayPacketsSent

CurrentDayPacketsReceived

QuarterHourlnterval

QuarterHourBytesSent

QuarterHourBytesReceived

QuarterHourPacketsSent

QuarterHourPacketsReceived

.LAN.IPPingDiagnostics.

DiagnosticsState

SuccessCount

FailureCount

AverageResponseTime

MinimumResponseTime

MaximumResponseTime

.LAN.TraceRouteDiagnostics.

DiagnosticsState

ResponseTime

NumberOfRouteHops

.LAN.TraceRouteDiagnostics.RouteHops.{i}.

HopHost

.DownloadDiagnostics.

DiagnosticsState

ROMTime

BOMTime

EOMTime

TestBytesReceived

TotalBytesReceived

TCPOpenRequestTime

TCPOpenResponseTime

.UploadDiagnostics.

DiagnosticsState
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Parameter®
ROMTime
BOMTime
EOMTime
TotalBytesSent

TCPOpenRequestTime

TCPOpenResponseTime
.UDPEchoConfig.
PacketsReceived

PacketsResponded

BytesReceived

BytesResponded

TimeFirstPacketReceived

TimeLastPacketReceived

3.7 DeviceSummary Definition

The DeviceSummary parameter is defined to provide an explititngry of the togevel data model of
the device, including version and profile information. This parameter MAY be used by an ACS to discover
the nature of the device and the ACS6s compatibility

The DeviceSummary is defined as a list that includes the Root Object followed by all Service Object
instances (or support for a Service Object type if no instances are currently present). For each of these
objects, the DeviceSummary specifies the version of the oljecassociated instance number used to
identify the specific object instance, and a list of the supported profiles for that object.

The syntax of the DeviceSummary parameter is defined formally as follows:

DeviceSummary = RootObject [, " ServiceObject]*

RootObject = ObjectName ":" ObjectVersion "[|(" ProfileList *)"

ServiceObject = ObjectName ":" ObjectVersion "[" [Instance] "|("* ProfileList )"
ObjectVersion = MajorVersion """ MinorVersion

ProfileList = [Profile [ ", " Profile]*]

Profile = ProfileN ame "" ProfileVersion

MajorVersion = Integer

MinorVersion = Integer

ProfileVersion = Integer

Integer = DIGIT*

Instance =["+"] NONZERODIGIT [DIGIT}*

For each object instance, the ObjectVersion element MUST indicate the major and minor vetsiens of
object supported by the device.

The ObjectVersion for all objects defined prior to this specification for which explicit major and minor
version numbers have not been defined is 1.0. Future updates to thesendlbjeptcify distinct version
numbes.

The version for the fAiDeviced object as defined in th
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Instance is the instance humber of the particular object instance. If the device supports an object type, but
no instances are currently present, a single entry for trestolfUST be listed in the DeviceSummary, and

the instance number MUST be empfy'( ). In this case, the device need not list support for specific

profiles since the profile lishightbe dependent on the specific instance when it is instantiated.

If the instance number for an object might change (for example, if the instances represent physically

separate devices, being managed by proxy, that can be connected or disconnected), the instance number

MUST be prefixed with a fcterdndicatesathadtletinstance numbesis k of a #+
expected to remain unchanged.

For each object (Root Object and Service Objects), a device MUST list all profiles that it supports in the

ProfileList element. That s, it MUST list all profiles for which thedevics act ual | evel of sup
superset. Each entry in the ProfileList MUST include the ProfileName and the ProfileVersion. The

ProfileVersion is a single integer representing the minor version of the profile.

Vendorspecific objects and profiles MAYetincluded in this list, and if so MUST begin with
X_<VENDOR>_, where <VENDOR> MUST be as defined in sec8ch

3.7.1 DeviceSummary Examples

Below are some examples of the DeviceSummary parameter. (The first exaorpéspond directly to
the examples given in secti@nl.2)

Simple device supporting the ABCService Service Object:
AfDevice:1.0[] (Baseline: 1), ABCService:1.0[1](Baseline: 1)

Device supporting both ABCService and XYZServiezvice Objects:
AiDevice: 1. 0[] (Baseline: 1), ABCService:1.0[1](Baseline: 1)

Internet Gateway Device that also supports the ABCService and XYZService Service Objects:
il nternet Gat ewayDevice: 1. 0[] ( Basdieetl), ne: 1), ABCService: 1.0
XYZService:1.0[1l](Baseline:1)0

Device supporting the ABCService Service Object and proxying for two devices supporting the

functionality of the XYZService Service Object:

AfDevice:1.0[] (Base
(

( ABCSer vi2d]Baseling2),[ 1]
XYZService: 1. 2[ 2]

ine: 1), (
ne: 2, Anot her Profil e: 3

I Baseline: 1
Basel. ) O

Internet Gateway Device also serving as a management proxy for three devices supporting the functionality
of the ABCService Service Object:

Al nternet Gat ewayDevi ce: ITvicel.Q[](Beselieetl), ne: 1), ABCSe
ABCService: 1.0[2](Baseline:1), ABCService:1.0[3](Baselin
Version 1.0 Internet Gateway Device with no additional service objects supported:
Al nternet Gat ewayDevice: 1. 0[] (Baseline:1)090
Device supporting the diby to proxy for devices supporting the functionality of the ABCService Service
Object, but with no current instances of that object:
ADevice:1.0[] (Baseline: 1), ABCService:2.17[]1()0o

Device supporting the ABCService Service Object with the baseline abarspecific profile:
ADevice:1.0[] (Baseline: 1), ABCSer +vGQ@M_ Ny PLr7dfli]l(eB:ax)ed i ne: 1
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Device supporting the ABCService Service Object, but with no profiles:

AfiDevice:1.0[](Baseline:1), ABCService:2.17[1]()¢o

Profile Definitions

Notation
The following abbreviations are used to specify profile requirements:

Abbreviation | Description
R Read support is REQUIRED.

w Both Read and Write support is REQUIRED. This MUST NOT be specified for a parameter that is
defined as read-only.

The object is REQUIRED to be present.

Creation and deletion of instances of the object via AddObject and DeleteObject is REQUIRED.
Creation of instances of the object via AddObject is REQUIRED, but deletion is not REQUIRED.
Deletion of instances of the object via DeleteObject is REQUIRED, but creation is not REQUIRED.

O|>»|0O|T

Baseline Profile

Table6 defines the Baseline:1 profile for the Device:1 object. The miniREQUIREDversion for this
profile is Device:1.0.

Table 6 1 Baseline:1 Profile definition for Device:1

Name Requirement
Device. P
DeviceSummary

Device.Devicelnfo.

Manufacturer

ManufacturerOUI

ModelName

Description

SerialNumber

HardwareVersion

SoftwareVersion

DeviceStatus

UpTime

Device.ManagementServer.
URL

Username

Password

PeriodicinformEnable

PeriodicinformInterval

PeriodicinformTime

ParameterKey

ConnectionRequestURL

ConnectionRequestUsername

ConnectionRequestPassword

s|ls|s|n|n|s|ls|s|s|s|s|v|n|n|x|0|D|D|D|DW|D|OT|D

UpgradesManaged
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Table7 defines the Gatewayinfo:1 profile for the Device:1 object. The minilR&®UIREDversion for

this profile is Device:1.0.

Table 77 GatewaylInfo:1 Profile definition for Device:1

Name Requirement
Device.Gatewaylnfo. P
ManufacturerOUI R
ProductClass R
SerialNumber R

Time Profile

Table8 defines the Time:1 profile for the Device:1 object. The mininRBEQUIREDversbn for this

profile is Device:1.0.

Table 81 Time:1 Profile definition for Device:1

Name Requirement
Device.Time. P
NTPServerl W
NTPServer2 W
CurrentLocalTime R
LocalTimeZone w

LAN Profile

Table9 defines the LAN:1 profile for the Device:1 object. The minimREQUIREDVversion for this

profile is Device:1.0.

Table 97 LAN:1 Profile definition for Device:1

Name

Requirement

Device.LAN.

P

AddressingType

IPAddress

SubnetMask

DefaultGateway

DNSServers

MACAddress

Device.LAN.Stats.

ConnectionUpTime

TotalBytesSent

TotalBytesReceived

TotalPacketsSent

TotalPacketsReceived

|0V |WV|OV|V|TV|(OVD|DW|OD|D|[O|D
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Table10defines thdPPing:1 profile for the Device:1 object. The minim&®BQUIREDversion for this

profile is Device:1.0.

Table 107 IPPing:1 Profile definition for Device:1

Name

Requirement

Device.LAN.IPPingDiagnostics.

P

DiagnosticsState

Host

NumberOfRepetitions

Timeout

DataBlockSize

DSCP

SuccessCount

FailureCount

AverageResponseTime

MinimumResponseTime

MaximumResponseTime

Tjo|lo|m|m|s|s|s|s|s|s

4.7 TraceRoute Profile

Tablel1 defines the TraceRoute:1 proffie the Device:1 object. The minimuREQUIREDversion for

this profile is Device:1.0.

Table 117 TraceRoute:1 Profile definition for Device:1

Name

Requirement

Device.LAN.TraceRouteDiagnostics.

P

DiagnosticsState

Host

Timeout

DataBlockSize

MaxHopCount

DSCP

ResponseTime

NumberOfRouteHops

Device.LAN.TraceRouteDiagnostics.RouteHops.{i}.

HopHost

T|o|o|H|E|s|s|s|=|s

4.8 Download Profile

Tablel12 defines the Download:1 profile for the Device:Jjemh. The minimum REQUIRED version for

this profile is Device:1.2.

Table 127 Download:1 profile definition for Device:1

Name Requirement
Device.Capabilities.PerformanceDiagnostic. P
DownloadTransports R
Device.DownloadDiagnostics. P
DiagnosticsState w
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Name Requirement
Interface w

DownloadURL
DSCP
EthernetPriority
ROMTime
BOMTime
EOMTime
TestBytesReceived

nlo|lo|ln|n|s|s|s

TotalBytesReceived

4.9 DownloadTCP Profile

Tablel13defines the DownloadTCP:1 profile for tBevice:1 object. The minimum REQUIRED version
for this profile is Device:1.2.

Table 137 DownloadTCP:1 profile definition for Device:1

Name Requirement
Device.DownloadDiagnostics. [?
TCPOpenRequestTime R
TCPOpenResponseTime R

4.10 Upload Profile

Tablel4 defines the Upload:1 profile for the Device:1 object. The minimum REQUIRED version for this
profile is Device:1.2.

Table 147 Upload:1 profile definition for Device:1

Name Requirement
Device.Capabilities.PerformanceDiagnostic. P

UploadTransports

Device.UploadDiagnostics.

DiagnosticsState

Interface
UploadURL
DSCP
EthernetPriority
ROMTime
BOMTime
EOMTime
TestFileLength
TotalBytesSent

V|| D W B|E|2|2|2|2|T|=™
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UploadTCP Profile

Table15defines the UploadTCP:1 profile for the Device:1 object. The minimum REQUIRED version for
this profile is Device:1.2.

Table 157 UploadTCP:1 profile definition for Device:1

Name Requirement
Device.UploadDiagnostics. P
TCPOpenRequestTime R
TCPOpenResponseTime R

UDPEcho Profile

Tablel6 defines the UDPEcho:1 profile for the Device:1 object. The minimum REQUIRED version for
this profile is Device:1.2.

Table 16 7 UDPEcho:1 profile definition for Device:1

Name Requirement
Device.UDPEchoConfig. P

Enable

Interface

SourcelPAddress
UDPPort

PacketsReceived

PacketsResponded

BytesReceived

BytesResponded

TimeFirstPacketReceived

TimeLastPacketReceived

T|o|o|o|Wm|W|IW[S|S|S|S

EchoPlusSupported

UDPEchoPlus Profile

Tablel7 defines the UDPEchoPlus:1 profile for the Device:1 object. The minimum REQUIRED version
for this profile is Device:1.2.

Table 177 UDPEchoPlus:1 profile definition for Device:1

Name Requirement
Device.UDPEchoConfig. P
EchoPlusEnabled w

UDPConnReq Profile

The UDPConnReq:1 profile for a Device implies support for all of the CPE requirements deffretkin
G of[2], including support for the data model parameters as showebie 18 The minimum
REQUIREDversion for this profile is Device:1.1.

Table 18 7T UDPConnReq:1 Profile definition for Device:1

Name Requirement

Device.ManagementServer.

UDPConnectionRequestAddress R

UDPConnectionRequestAddressNotificationLimit w
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Name Requirement
STUNEnable w

STUNServerAddress
STUNServerPort
STUNUsername
STUNPassword
STUNMaximumKeepAlivePeriod
STUNMinimumKeepAlivePeriod
NATDetected

T2 |g|2|E |
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Normative References

A list of the currently validBroadband~orum Technical Reports is published#p://www.broadband
forum.org The following documents are referenced by this specification.

(1]

(2]
(3]

[4]
[5]
(6]
[7]

(8]
9]

RFC 2119Key words for use in RFCs to Indicate Requirement Levels
http://www.ietf.org/rfc/rfc2119.txt

TR-069 Amendmen®, CPE WAN Management ProtdcBroadband-orum Technical Report

TR-098 Amendmeng, Internet Gateway Device Data Model for-DR9, Broadband-orum Technical
Report

Organizationally Unique Identifiers (OUI)ttp://standards.ieemg/fags/OUIl.html
Simple Object Access Protocol (SOAP), hifip://www.w3.0rg/TR/2000/NOTESOAPR-20000508
RFC 3066,Tags for the Identification of Languagéstp://www.ietf.org/rfc/rfc3066.txt

RFC 3513|nternet Protocol Version 6 (IPv6) Addressing Architecture
http://www.ietf.org/rfc/rfc3513.txt

RFC 3986 Uniform Resource Identifier (URI): Geric Syntaxhttp://www.ietf.org/rfc/rfc3986.txt

RFC 3489 STUN- Simple Traversal of User Datagram Protocol (UDP) Through Network Address
Translators (NATshttp://www.ietf.org/rfc/rfc3489.txt

[10] Extensible Markup Language (XML) 1.0 (Fourth Editidrp://www.w3.org/TR/REE&mI
[11]RFC 862 Echo Protocalhttp://mww.ietf.org/rfc/rfc862.txt

[12] RFC 959 File Transfer Protocqlhttp://www.ietf.org/rfc/rfc959.txt

[13]RFC 2616 Hypertext Transfer Protocdl HTTP/1.] http//www.ietf.org/rfc/rfc2616.txt
[14]RFC 2648 A URN Namespace for IETF Documettsp://www.ietf.org/rfc/rfc2648.txt

[15] TR-143.Enabling Network Throughput Performance Tests and Statistical Monitd@inegdiand

Forum Tebnical Report,

[16] XML Schema Part O: Primer Second Editibttp://www.w3.org/TR/xmlschem@
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Annex A. CWMP Data Model

Definition XML Schema

Introduction

The CWMP Data Model DefinitiorKML Schemd16], or DM Schema, is used for defining T0%9 data
models, and is specified A.3.

DM Schema instance documents can contain any or all of the following:

Data type definitions

Root Object definitions (idading profiles)
Service Object definitions (including profiles)
Component definitions

Vendor extension definitions

Normative Information

It is possible to create instance documents that conform to the DM Schema but nevertheless are not valid
data model dnitions. This is because it is not possible to specify all the normative data model definition
requirements using the XML Schema languagleerefore, the schema contains additional requirements
written using the usual normative languadrestance doaments that conform to the DM Schema and meet
these additional requirements are referred to as DM Instances.

For example, the definition of thmarameteelement includes the followingdditionalrequirements on the
name and base attributes:
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<xs:complexTy pe name="ModelParameter">
<xs:annotation>
<xs:documentation>Parameter definition andreference  .</xs:documentation>
</xs:annotation>
é
<xs:attribute name="name" type="tns:ParameterName">
<xs:annotation>
<xs:documentation>  MUST be unique within the parent object (this is checked by schema
validation ).
MUST be present if and on ly if defining a new parameter. </xs:documentation>
</xs:annotation>
</xs:attribute>
<xs:attribute name="base" type="tns:ParameterName">
<xs:annotation>
<xs:documentation>MUST be present if and only if modifying an existing
parameter.</xs:documentation>
</xs:annotation>
</xs:attribute>
é
</xs:complexType>

In some cases, a requirement that is in fact implieth&ypM Schema is emphasizetithin the schema
via the xs:documentation elemdtite uniguenesequirement on the name is an example of this).

In other cass, a schemanplied requirement is not highlighted. For example, the name and base attributes
are d type tns:ParameterName:

<IDOCTYPE cwmp datamodel [
é
<ENTITY name"( \i-[l \c-[ \.J®">
é
P
é
<xs:simpleType name="ParameterName">

<xs:annotation>
<xs:documentation>Parameter name (maximum length 256); the same as xs:NCName excep tthat
periods are not permitted. This name MUST in addition follow the vendor - specific parameter name
requirements of section 3.3.</xs:documentation>
</xs:annotation>

<xs:restriction base="xs:token">
<xs:maxLength value="256"/>
<xs:pa ttern value="&name; ">
</xs:restriction>
</xs:simpleType>

This stateghat the parameter name is a stttingt follows the following rules:

e |t is derived from xs:token, ,mehningthadnylgalingan whi t espac

whitespaceén the name will be ignored.

e |t has a maximum length of 256 characters.

e |ts first char ac\Hfer] Jma,t cteisc t hnee goras tfeamy fAidhar act er

character of an XML name, except f oaorhea pdgcltoendn,
[\]l6, which means fAany character permitted in an

o |t follows the vendorspecific parameter name requirements of se@idn

The question of the location of the defimé normative information therefore arises. The answer is as
follows:
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¢ All the normative information in the main part of the document remains normative.

e The DM Schema, and the additional requirements therein, are normatmee of these additional
requrements are duplicated (for emphasis) in this Annex.

¢ The DM Schema references additional material in this Annex. Such material is normative.

o Ifthe DM Schema conflicts with a normative requirement in the main part of the document, this is an
error intheDM Schema, and the requirement in the main part of the document takes precedence.

A.2.1 URI Conventions

The toplevel spec attribute contains the URI of the associated specification document, e.g. the BBF
Technical Report.

This URISHOULD uniquely identify the gecification. More than one DM Schema instance document
MAY reference the same specification.

The following rules apply to the value of the depel spec attribute:

e ForaBBFTechnicalReporit it MUST be of t-foramorgdrsnmi-afcyowhere br oadband
nnn is the specificationumber (including leading zes) i is the issue number, a is the amendment
number, and c is the corrigendum numbgne issue, amendment and corrigendum numbers do not
include leading zeros-or examplefi u r n : b r-forarebty:&-H061-0 0 r te TRELO6SISsue 1
Amendment ) andfi u r n : b r-faramebty:&-H061-2 0 r e f €lO6qIsstied) Am&hdment 2.
If the corrigendum number (including the preceding hyphen) is omitted, the most recent corrigendum
is assumed.

e For specifications issued by other standards organizations, or by vendors, it SHOULD be of a standard
form if one is defined.For example, RFC 26484] specifies a syntax for referencing RFCs.

* Note that processing tools aredii to assume that all files that share a spec value are related to each
other. Therefore, use of meaningful spec values is RECOMMENDED

Formally, thevalue of the spec attribute defined as follows:
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SpecURI = BBFURI
| OtherURI

BBFURI="um:br  oadband - forum -org:" BBFDoc

BBFDoc ="tr - " BBFNumber BBFIssue BBFAmendment BBFCorrigendum
BBFNumber = [DIGITK3,} /i ncluding leading zero s, eg.069
BBFIssue=" - " NolLeadingZeroPositiveNumber

BBFAmendment="- " NoLeadingZeroNumber

BBFCorrigendum =" - " NoLeadingZeroPositveNumber
™ it omitted , most recent corrigendum is assumed

NoLeadingZeroNumber = [DIGIT]
| NONZERODIGIT] [DIGIT]*

NoLeadingZeroPositiveNumber = [NONZERODIGIT] [DIGIT}*

OtherURI=< of a sta ndardform if one is defined >

Standard BBF DM Instances canderessed at the following URL:

BBFURL =" http:/Awww.broadband - forum.org/cwmp/* BBFDoc BBFSubDoc " xml"
BBFDbc = <as before>

BBFSubDoc=" -" LABEL /I distinguishing label ( not beginning with a digit)
™ /I not needed if only one DM Instance is associated with spec

For example, the DM Instance associated withIDB Amendment 2 can be accessed at
http://www.broathandforum.org/cwmp/tr106-1-2.xml. If two DM Instances had been associated with TR
106 Amendnent 2, they might perhaps have been accessihltpatiwww. broadbandorum.org/cwmpit-
106-1-2-types.xmlandhttp://www.broadbandorum.org/cwmp/tr106-1-2-objects.xml

A.2.2 Descriptions

Many elements have descriptions, and the same rubdg tapall description elenmds in the DM Schema.
A description is free text which can contain a limited amouM afiaWiki -like markup as specifieit
A.2.2.3

A.2.2.1 Character Set

For BBF standards, the character set MUST be restrictedhntable characterin theBasic LatinUnicode
block, i.e. to chareterswhose decimal ASCII representations are in the (inclusive) rdhgi@and 32126.

A.2.2.2 Pre-processing
All DM Instanceprocessing tools MUST conceptually perform the followingmacessing before
interpreing the markup:
1) Remove any leading whitespace up to and including thdifiesbreak.

2) Removethe longestommonwhitespaceorefix (i.e. that occurs at the start eferyline) from each
line. See the example below, where three lines start with fowes@nd one line starts with five
spaces, so the longest whitespace prefix that occurs at start of each line is fourlapghces.

"It can be assumed that all line breaks are represented by a single line feed, i.e. ASCI[10] sSeton
2.11.
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calculation, a tab character counts as a single chardateavoid confusion, the description SHOULD
NOT contain tab chracters.

3) Remove all trailing whitespace, includitige breaks

This preprocessing is designed to permit a reasonable variety of layout styles while still retaining
predictable behavior. For exampbmththe following:

<description>This is the first lin e.
This is the second line.

This is the indented third line.
This is the fourth line.</description>

<description>
This is the first line.
This is the second line.
This is the indented third line.
This is the fourth line.
</description>

éresult in the foll owi

ng:

This is the first line.
This is the second line.

This is the indented third line.
This is the fourth line.

A.2.2.3 Markup
Thepreprocessed description can contain the follguimarkup, which is inspired p¥ut is not identical
to, MediaWiki markup. All DM Instance processing tools SHOULD support this markup to the best of

their ability.

Table 1917 XML Description Markup

Name Markup Example Description
Italics 0 dtalic text o606 Two apostrophes on each side of some text will result in the
contained text being emphasized in italics.
Bold 0 @bold t e x B Three apostrophes on each side of some text will result in the
contained text being emphasized in bold.
Bold italics O® O+ t exdod Five apostrophes on each side of some text will result in the
contained text being emphasized in bold italics.
Paragraph This paragraph just A line break is interpreted as a paragraph break.
ended.
Bulleted lists * level one A line starting with one or more asterisks (*) denotes a bulleted list
** level two entry, whose indent depth is proportional to the number of asterisks
* level one again specified.
*% 1
* *lezl\ésletl\/gﬁr:galn If the asterisks are followed by a colon (:), the previous item at that
* level one continued level is continued, as shown.
outside of list An empty line, or a line that starts with a character other than an
asterisk, indicates the end of the list.
Numbered # level one A line starting with one or more number signs (#) denotes a
lists ## level two numbered list entry.
# level one again All other conventions defined for bulleted lists apply here (using #
## level two again . : . . ;
#it# level three rather than *), gxcept that numbered list entries are prefixed with an
#  level one continued integer decoration rather than a bullet.
outside of list
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Name

Markup Example

Description

Indented lists

: level one

:: level two

: level one again
:: level two again
i level three
outside of list

A line starting with one or more colons (:) denotes an indented list
entry.
All other conventions defined for bulleted lists apply here (using :

rather than *), except that indented list entries have no prefix
decoration, and item continuation is not needed.

{{section|table}}
{{param|Enable}}
{{enum|Error}}

Verbatim cpde example: A block of lines each of which starts with a space is to be formatted
if (something) { exactly as typed, preferably in a fixed width font.
% i *
/* do something */ This allows code fragments, simple tables etc. to be included in
}else { d ioti
/* do other */ escriptions.

} Note that the pre-processing rules of A.2.2.2 imply that it is not
possible to process an entire description as verbatim text (because
all the leading whitespace would be removed). This is not expected
to be a problem in practice.

Hyperlinks http://www.broadband URL links are specified as plain old text (no special markup).
forum.org
Templates {{bibref|1|section 2}} Text enclosed in double curly braces ({}) is a template reference,

which is replaced by template-dependent text.
A.2.2.4 specifies the standard templates.

A.2.2.4 Templates

A template mvocation is encoded as twarly braces on either side of the template nandarguments
Argumentscanfollow the template namegparated by vertical pipe (|) cheters. All whitespace is

significant. For

example:

I{{someTempIat el argl]| argldg}j é| arg |

The following standard templates are defined.

of section3.3

Table 207 XML Description Templates

Any vesgecific template names MUST obey the rules

Name Markup Definition Description

Bibliographic {{b?bref“d}} ' A bibliographic reference.

reference {{bibreflid|section}} The id argument MUST match the id attribute of one of the
current f il e 0 se §so)evehbitdiograppyor t e d
el ement 6s refeA2d.ce el ements (
The OPTIONAL section argument specifies the section number,
including any |l eading fAsecti on
Typically, the processing tool will (a) validate the id, and (b)
replace the template reference
Markup examples:
{{bibref|1}}
{{bibref|1|section 3}}
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Name

Markup Definition

Description

Section separator

{{section|category}}
{{section}}

The beginning or end of a section or category. This is a way of
splitting the description into sections.

If the category argument is present, this marks the end of the
previous section (if any), and the beginning of a section of the
specified category. The fAtabl
are reserved for the obvious purposes.

If the category argument is absent, this marks the end of the
previous section (if any).

Typically, the processing tool will (a) validate the category, and
(b) replace the template reference with a section marker.

Markup examples:

{{ section|table}}
{{section|row}}
{{section|examples}}

Parameter and
object reference

{{param|ref}}
{{param}}
{{object|ref}}
{{object}}

A reference to the specified parameter or object.

The OPTIONAL ref argument references a parameter or object.
Parameter and object names SHOULD adhere to the rules of
A.2.3.4 with object scope.

Typically, the processing tool will (a) validate the reference, and
(b) replace the template reference with the ref argument or, if it
is omitted, the current parameter or object name, possibly
rendered in a distinctive font.

Markup examples:

{{param|Enable}}
{{object|Stats.}}

Enumeration
reference

{{enum|value}}
{{enum|value|param}}
{{enum}}

A reference to the specified enumeration value.

The OPTIONAL value argument specifies one of the
enumeration values for the referenced parameter. If present, it
MUST be a valid enumeration value for that parameter.

The OPTIONAL param argument identifies the referenced
parameter. If present, it SHOULD adhere to the rules of A.2.3.4
with object scope. If omitted, the current parameter is assumed.

If the arguments are omitted, this is a hint to the processing tool
to replace the template refere
enumerations, possibly preceded by t

of : 0. This overrides the progc
behavior of listing the par ame
description.

Otherwise, typically the processing tool will (a) validate that the
enumeration value is valid, and (b) replace the template
reference with the value and/or param arguments, appropriately
formatted and with the value possibly rendered in a distinctive
font.

Markup examples:

{{enum|None}}
{{enum|None|OtherParam}}

Pattern reference {{pattern}} This is a hint to the processing tool to replace the template
reference with a |Iist of the p
preceded by Rossiblepatemns:hdo.as Tihi s
the processing tool s exmgehet ed
p ar a mepateemaster the description.

Units reference {{units}} The parameterds units string.
Typically, the processing tool will (a) check that the parameter
has a units string, and (b) substitute the value of its units string.

Boolean values {{false}} Boolean values.

{{true}}

Typically, the processing tool will substitute the value False or
True, possibly rendered in a distinctive font.
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Name Markup Definition Description

Miscellaneous {{empty}} Typically, the processing tool will render such values in a
distinctive font, possibly using standard wording, such as
<Empty> or fian empty stringbo.

A.2.2.5 HTML Example
This includes examples afostof the markup and templates.

<model name="Goo:1.1" base="Go0:1.0">
<object name="GooTop." access="readOnly" minEntries="1" maxEntries="1 ">
<parameter name="ExampleParam" access="readOnly">
<description>

{{section|Introduction}}This is an "example" parameter that illustrates many of the
"formatting™ templates. For ""example™, this references {{bibref| TR - 106 al|section
3.2}

{{section|Usage}jThis parameter is called {{object}}{{param}}. One can also reference
other parameters in the same object, such as {{param|OtherParameter}}, and indicate that the
parameter value is measured in {{units}}.

One can also include bulleted lists:

*level one

** |level two

*level one again

** level two again

*** level three

*: level one continued

and numbered lists:

#level one

## level two

# level one again

### level two again

## level three

#: level one continued

and indented lists

:level one

i level two

:level one again

i level two again

it level three

and hyperlinks such as http:/imww.google.com

and code examples:

if (something) {

/¥ do something */
}else {

/*do other */

If the parameter was Boolean, one could refer to its val ues {{false}} and {{true}}.
One can refer to its enumerations individually, e.g. {{enum|Disabled}}, or to other
parameters' enumerations, such as {{enum|Value|OtherParam}}, or can list them all. {{fenum}}
Finally, if there were any patterns they could be listed too. {{pattern}}
</description>
<syntax>
<string>
<enumeration value="A"/>
<enumeration value="B"/>
<units value="packets"/>
</string>
</syntax>
</parameter>

The resulting HTML would look something like this:
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This is an example parameter that illustrates many of the formatting templates. For example, this references [TR-106a1]
section 3.2.

This parameter is called ParentObject. ExampleFaram. One can also reference other parameters in the same object, such
as OtherParametfer, and indicate that the parameter value is measured in packets.

One can also include bulleted lists:

* |evel one
2 level two
* |evel one again
< level two again
B |evel three

level one continued
and numbered lists:

1. level one
1. level two
2. level one again
1. level two again
1. level three

level one continued
and indented lists

level one
level two
level one again
level two again
level three

and hyperlinks such as hitp2//www.google.com

and code examples:

if (=omething)

/% do something */
} else {

/% do other */
¥

If the parameter was Boolean, one could refer to its values false and frue.

Cne can refer to its enumerations indmwidually, e.g. A, or to other parameters’ enumerations. such as Value, or can list
them all. Possible values:

® [isabled
® Frabled
* Fror (OPTIONAL)

Finally, if there were any patterns they could be listed too.

A.2.3 Data Types

TR-069 data models support only theblelpr i mi ti ve data types fion the wirebo
Schema allows data types to be derived ftbeprimitive types or fromother named data types. Such
derived types can be named or anonymous.

A.2.3.1 Named Data Types

Named data types are defined using theléopl dataType elemenA DM Instance can contain zero or
more toplevel dataType elements.
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When defining a new named d&ype, the following attributes and elements are relevant (normative
requirements are specified in the schema).

Table 217 XML Named Data Types

Name Description

name The data type name.

base The base type name, i.e. name of the data type from which this data type is derived. This is used
only where the base type is itself a named data type, not a primitive type.

status The data typeds {current, deprecated, obsolete
not likely to be specified for a new data type.

description The data typeAX2.description (

size Data type facets (A.2.3.3). These are permitted only when the base type is a named data type, i.e.

pathRef when the base attribute is specified.

instanceRef

range

enumeration

enumerationRef

pattern

units

base64 Primitive data type definition. These are permitted only when the base type is primitive. There is an

boolean element for each primitive data type, and each element supports only the facets (A.2.3.3) that are

dateTime appropriate to that data type.

hexBinary

int

long

string

unsignedint

unsignedLong

For example:

<dataType name="String255">
<string>
<size maxLength="255"/>
</string>
</dataType>

<dataType name="String127" base="String255">
<size maxLength="127"/>
</dataType>

A.2.3.2 Anonymous Data Types

Anonymous data types are defined within paramstetaxelementgA.2.7.1), and can apply only to the
parameters within which they are defined. For example:

<parameter name="  Examplel " access="readOnly">
<syntax>
<string>
<size maxLength="127"/>
</string>
</syntax>
</parameter>

<paramete rname=" Example2 "access="readOnly">
<syntax>
<dataType base="String255">
<size maxLength="127"/>
</dataType>
</syntax>
</parameter>

If an anonymous data type is modified in a later version of a data model, the modifiechansmata type
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is regarded as being derived from the original anonymous data type. Therefore the base type restriction
rules ofA.2.3.8MUST be obeyed.

Data Type Facets
A facet specifies some aspect of a data type, e.gzdsrsinge or units.

Note that XML Schem§l 6] also associates facets with data types. The XML Schema and DM Schema
concepts are the same, but the set of facets is not identical.

The DM Schema defines the following facets (natire requirements are specified in the schema):

Table 227 XML Data Type Facets

Name Description

size Size ranges for the data type (applies to string, base64, hexBinary and their derived types).

Note that the size facet always refers to the actual value, not to the base64- or hexBinary-encoded
value. Prior to the definition of the DM Schema, the maximum sizes of base64 parameters referred
to the base64-encoded values. Processing tools that generate reports from DM Instances SHOULD
include explicit clarification of whether the size ranges refer to the actual or encoded values.

pathRef Details of how to reference parameters and objects via their path names (applies to string and its
derived types: A.2.3.7).

instanceRef Details of how to reference object instances (table rows) via their instance numbers (applies to int,
unsignedint and their derived types; A.2.3.7).

range Value ranges for the data type (applies to numeric data types and their derived types).

enumeration Enumerations for the data type (applies to string and its derived types).

enumerationRef | Enumerations for the data type, obtained at run-time from the value of a specified parameter (applies
to string and its derived types; A.2.3.7).

pattern Patterns for the data type (applies to string and its derived types).

units Units for the data type (applies to numeric data types and their derived types).

It is important to note thahe enumeration facet does not necessarily define all the valid values for a data
type. This is for the following reasons:

e As specified in sectio.3 vendors are allowed to add additional enumeration values.

o A future versiorof a data model may need to add additional enumerations values.

Reference Path Names

Some description templates.2.2.4), and all reference faceta.@.3.7), need to specify parameter or object

names. It is always possible to specify a full path name, but it is frequently necessary or convenient to

specify a relative path name. For example, it might be necessary to reference another parameter in the

current object. Anyinstance numbersinthepamet er 6 s f ul | path name cannot b
definition time, so this can only be done using a relative path name.

The following rules apply to all path names that are used in data model definitions for referencing
parameters or objects:

e Pathnams MAY contain A{i}o0o placehol ders, which MUST &
instance numbers, e.g. Al nternet Gat ewayDevice. WAND¢
instances.

¢ Path names MUST NOT contain instance numbers.

A path name is always saciated with a path name scope, which defines the point in the naming hierarchy
relative to which the path name applies.
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Table 237 Path Name Scope Definition

TR-106 Amendment 2

Name Description
normal This is a hybrid scope which usually gives the desired behavior:
e | f the path begins with a fADeviceo or #fAlnter
of the naming hierarchy.
« If the path begins with a dot, it is relative to the Root or Service Object (c.f. scope=model).
e Otherwise, the path is relative to the current object (c.f. scope=object).
model The path is relative to the Root or Service Object.
object The path is relative to the current object.

Formally, if the

path name scope is normal:

o |Ifthe path is empty, it MUST be regardasireferring to the top of the naming hierarchy.

e Ot her

wise, if the path begins with a fiDevi
regarded as a full path name (these are the only two possible Root Device hames).

ceo or

e Otherwise, if the path begingth a dot, it MUST be regarded as a path relative to the Root or Service
Object . For exampl e, in the DeceDeei Rebnf Obpecand. |

the DeviceServicesABCSer vi ce. 1 Ser vi c e Sé@\cgstBCSEervicdl- mean s

Devi c

el nfo. 0.

e Otherwise, it MUST be regarded as a path relative to the current object. For example, if the current
objecticcL&aNiiDev il PAddr elsAbl.tPAdireanso idDred i T®t. at s. 0 mean s

fiDevi

ce. LAN. St atest.ead. deWiitnhitn oan,pdrhaemcurr ent

object, so within the fADevice. LAN. | PLAN.Guets so def
Mas ko.

If the path name scope is model:

e |[fthe path is empty, it MUST be regarded as referrintheé Root or Service Object.

e Otherwise, it MUST be regarded as a path relative to the Root or Service Object. Any leading dot
MUST be ignored.

If the path name scope is object:

o |Ifthe path is empty, it MUST be regarded as referring to the current object.

e Otherwise, it MUST be regarded as a path relative to the current object. Any leading dot MUST be

ignored.
Note th

at the term ARoot or Service Objecto,

Object instance, the Service Objectinsae ; ot her wi se, the Root

nor mal )

which specifies targetParentds scope.

fiDevi

whi ch
Objecto.

For example, the pathRef and instanceRef fages3.7) have a targ®arent attribute which specifies the
possible parent(s) of the referenced parameter or object, and a targetParentSioose(defaulted to

| f

setting targetParentScope to model forces the referenced parameter or object to be in the same Service
Object instance. Similby, setting targetParentScope to object forces the referenced parameter or object to

be in the same

object or in a solfiject.

String parameters whose values are path names are subject to the rules 08 &stioobject nanedo
not include a trailing dot. The parameter value (or each list item if the parametevadued) always
behaves as described above for normal path name scope, regardless of the path name scope in the data
model definition. For example, inthebee e Ro ot Obj ect, a parameter val

means 0

In order to be able to use reference parameters as uniquedk2ys 1), path names in parameter values

Device. Devicelnfoo.

MUST conceptually be convertéa full path names before being compared. For example, in the Device
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