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Notice

The Broadband Forum is a npnofit corporation organized to create guidelines for broadband
network system development and deployment. This Broadband Forum Technical Report has
been approved by memisasf the Forum. This Broadband Forum Technical Report is not

binding on the Broadband Forum, any of its members, or any developer or service provider. This
Broadband Forum Technical Report is subject to change, but only with approval of members of
the Forum. This Technical Report is copyrighted by the Broadband Forum, and all rights are
reserved. Portions of this Technical Report may be copyrighted by Broadband Forum members.

This Broadband Forum Technical Report is provided AS IS, WITH ALL FAULAMSY
PERSON HOLDING A COPYRIGHT IN THIS BROADBAND FORUM TECHNICAL
REPORT, OR ANY PORTN THEREOF, DISCLAIMS TO THE FULLEST EXENT
PERMITTED BY LAW ANY REPRESENTATION OR WRRANTY, EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTY:

(A) OF ACCURACY, COMPLETENESS, MERCHANTAILITY, FITNESS FORA
PARTICULAR PURPOSENON-INFRINGEMENT, OR TITLE;

(B) THAT THE CONTENTS OFTHIS BROADBAND FORUMTECHNICAL REPORT
ARE SUITABLE FOR ANYPURPOSE, EVEN IF THA PURPOSE IS KNOWN O
THE COPYRIGHT HOLDER

(C) THAT THE IMPLEMENTATION OF THE CONTENTS OFHE TECHNICAL
REPORT WILL NOT INFRNGE ANY THIRD PARTY PATENTS, COPYRIGHTS,
TRADEMARKS OR OTHERRIGHTS.

By using this Broadband Forum Technical Report, users acknowledge that implementation may
require licenses to patents. The Braauth Forum encourages but does not require its members
to identify such patents. For a list of declarations made by Broadband Forum member
companies, please sk#p://www.broadbandorum.org No assurance given that licenses to
patents necessary to implement this Technical Report will be available for license at all or on
reasonable and natiscriminatory terms.

ANY PERSON HOLDING ACOPYRIGHT IN THIS BROADBAND FORUM TECHNICAL
REPORT, OR ANY PORT™N THEREOF, DISCLAIMS O THE FULLEST EXTENT
PERMITTED BY LAW (A) ANY LIABILITY (INCLU DING DIRECT, INDIRECT, SPECIAL,
OR CONSEQUENTIAL DAMAGES UNDER ANY LEGALTHEORY) ARISING FROMOR
RELATED TO THE USE & OR RELIANCE UPON HIS TECHNICAL REPORTAND (B)
ANY OBLIGATION TO UPDATE ORCORRECT THIS TECHNI®@L REPORT.

Broadband Forum Technical Reports may be copied, downloaded, stored on a server or
otherwise redistributed in their entirety only, and may not be modified without the advance
written permission of the ®®adband Forum.

The text of this notice must be included in all copies of this Broadband Forum Technical Report.
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Executive Summary

TR-106specifiesdata model guidelines to be followed by all-DR9-enabled?2] devices. These guidelines include
structural requirements for the data hierarchy, requirements for versioning of data models, and requirements for
defining profiles.

In addition, TR-106defines an XML Schema that as far as possible embodies these guidelines, and which is used for
defining all TR069 data models. This makes data model definitions rigorous, and helps to reduce the danger that
differert implementations will interpret data model definitions in different ways.

TR-106also defines an XML Schema that allows a device to describe its suppoHggdTdata models. This
description is both specifimd detailed, allowing an ACS to know exactly what is supported by the device,
including any vendospecific objects and parameters. Use of this Schema enhances interoperability and
significantly eases the integration of new devices with an ACS.

February2010 © The Broadband Forum. All rights reserved. 6 of 87
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Introduction

TR-069[2] defines the generic requirements of the CPE WAN Mamege Protocol (CWMP) methods which can
be applied to any TiR69-enabledCPE. It is intended to support a variety of different functionalities to manage a
collection of CPE, including the following primary capabilities:

e Auto-configuration and dynamic service provisioning
e Software/firmware image management

e Status and performance nitaming

e Diagnostics

The ability to manage the home network remotely has a number of benefits including reducing the costs associated
with activation and support of broadband services, improvingtinmarket for new products and services, and
improvingthe user experience.

The following figure places TR69 in the endo-end management architecture:

OSS/BSS

Managed LAN
Device

Scope of CPE WAN Management
Protocol (CWMP):
ACS Southbound Interface

Managed LAN
Device

Auto-Configuration Gateway Device

Server (ACS)

ACS Northbound Interface

Figure 17 Positioning in the End-to-End Architecture

The ACS is a server that resides in the network and manages deviceslinsitréber premises. It uses the

methods, or RPCs, defingd TR-069 to get and set the state of the device, initiate diagnostic tests, download and
upload files, and manage events. Some portions of this state are common across managed devices and some ar
relevant only to certain device types or services.

Specification Structure

Figure2 shows the overall specification structure for the@&®[2] family of standards (as currently defi)e
Please note that this will gradually become out of date as new documents are published.
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Device:1 Device:2 (" Service Objec@
. ( TR10
Performance test Component Objects VoiceService:lﬂ
: L : TR13
[ General purpose Component Objects | STBService:1l
; ; ( TR14
TR181i1 TR181i2 | StorageService:
Device:1 Device:2 ) =10
Data Model Data Model Data Model FAPService:1 6]
. . TR10
[ Baseline Data Model template (this document)
[ [ ] [ [ TR|
[ CWMP 00

N VAN AN j

" The Device:2 Data Model applies to all types of device, including Internet Gateway
Devices (it includes everything that is in the IGD:1 data model)

Figure 21 Specification Structure

TR-069[2] defines the generic requirements of the CWMP methods which can be appligdre-069-enabled
device. TR-106 (this document¥pecifies a baseline object structure to be suppbstethy TR069-enabled device.

It specifies how to structure and define data moddti;h are collections of objects and parametersvhich the
generic methods act to configure, diagnose, and monitor the state of specific devices and services.| Tamactua
models are defined in their own specifications.

For a particular type of device, it is expected that the baseline defimaedbicument such d8R-181[13] would be
augmented with additional objects and parameters specific to the device type. The data model used-@6any TR
enableddevice MUST follow the guidelines described in this document. These guidelines includidotivanép
aspects:

e Structural regirements for the data hierarchy
e Requirements for versioning of data models
e Requirements for defining profiles

In addition,this documentiefines two XML Schemas:

e An XML Schema that as far as possible embodies these guidelines, and which is usedifgy aléefif-
069 data models. This makes data model definitions rigorous, and helps to reduce the danger that different
implementations will interpret data model definitions in different ways.

e An XML Schema that allows a device to describe its supporte@@@Rdata models. This description is
both specific and detailed, allowing an ACS to know exactly what is supported by the device, including any
vendorspecific objects and parameters. Use of this Schema enhances interoperability and significantly
easeghe integration of new devices with an ACS.

February2010 © The Broadband Forum. All rights reserved. 8 of 87
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Terminology

TR-106 Issuel Amendment 4

The following terminology is used throughout the series of documents defining the CPE WAN Management

Protocol.
ACS

BBF

Base Supported

Data Model
CPE

Current
Supported
Data Model

Common
Object

Component

CWMP

Data Model

Device

DM Instance
DM Schema
DT Instance
DT Schema
Event

Instantiated
Data Model

Internet
Gateway
Device

February2010

Auto-Configuration Server. This is a component in the broadband network responsible for
configuration of theCPE for advanced services.

Broadband Forum.

TheData Modelthat is supported by atPE of a given make, modahnd firmware version.
This refers to th®©bjecs and/orParametes that have code support in the current firmware.

Customer Premises Equipmergfers to any TFO69-enabled?2] device andherefore covers
both Internet Gateway devices and LA&le end devices.

TheData Modelthat is currently supported by ardividual CPE, i.e. theBase Supmrted Data
Modelplus any additionaDbject and/orParametes supported by extra maoides that have beel
installed on theCPE This refers to th©bject and/orParametes that have code support in th
CPE

An Objectdefined in TR181[13]t hat can be cont ai ned e Radoth
Objector (if the Common Object is @econdary Common Objgetithin aService Object
contained within the fiServicesd object.

A named collection oDbject and/orParametes and/orProfilesthat can be included anywher
within aData Model

CPEWAN Management Protocol. Defined in TW89[2], CWMP is a communication protoca
between a\CSandCPEthat defines a mechanism for secure agnfiguration of &CPEand
otherCPE management functions in a common framework.

A hierarchical set oDbjectsand/orParameterghat define the managed objects acidsyia
TR-069]2] for a particulaiCPE

Used here as a synonym foPE

Data Model Schema instance domnt. This is an XML document that conforms to Erié
Schemand to any additional rules specified in or referenced bpMeSchema

Data Model Schema. This is the XML Schefhd] that is used for defining data models for u
with CWMP.

Device Type Schema instance document. This is an XML document that conform®io the
Schemand to any additional rules specified in or referenced bipth&chema

Device Type Shema. This is the XML Scherfibl] that is used for describingevice s
Supported Data Model

An indication that something of interest has happened that requir€®t® notify theACS

TheData Modelthat currently exists on an individu@PE. This rders to theObjectinstances
and/orParameersthat currently exist within the data modéi.can be thought of as tt@urrent

Supported DataModeti t h al |l the fi{i} o placehol der:
numbers.
For exampl e . AADBeCQ/S ecr ev. | Sce@uvént GuagoriechDatia Medelight

correspond to fADevi ce. Ser SeiviceeABCSAMCEZSE rivn ¢

Instantiated Data Model.

A CPE device, typically a broadband router, that asta gateway between the WAN and the
LAN.

© The Broadband Forum. All rights reserved. 90f 87
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MediaWiki A software application that is used by Wikipedia and other projects.
http://en.wikipedia.org/wiki/MediaWiki

Object A named collection oParametersaand/or other Objects.

Parameter A namevalue pair representing a managed®RE parameter made accessible tof@Sfor
reading and/or writing.

RPC Remote Procedure Call.

Profile A named collection of requirements relating to a giRet ObjectServie Objecor
Component

Root Object The toplevel object of &CPES Bata Modelthat contains all of the manageable objects. The

name of the Root Obj ec tGatewap e\ iti dhe latterfisDsed dnly
for the TR098(3] InternetGatewayDevice Data Model

Secondary A Common Objeadt her t han AManagement Servero or
Common contained either directlyiwt hi n t hRoot ®ljeeor withire aService Objectontained
Object within the fAServiceso object.

Service Object The topmost object associated with a specific service within whic®lhjéctsandParameters
associated with the service are contained.

Supported Refers to eitheBase Supported Data Modal Current Supported Data Modedepending on
Data Model the context.

URI Uniform Resource Identifigf7].

URL Uniform Resource Locatdr].

Document Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", 'MAY", and "OPTIONAL" in this document are to be interpreted as describgd.in

Architecture

Data Hierarchy

The data model for a TR69-enabled2] device will follow a common set of structural requirements. The detailed
structure depends on the nature of the device.

A device will always have a single Root Object, whichwillcha | | ed ei t her Gdkewapiecve &@c ecdr. Al n
The latter isused only for the TR98[3] InternetGatewayDevice datamodel

In most cases, the Root Object contains three types edleutents: the Common Objects defined inT8A[13]
(applicable only to t heentsidefmedinothed spdifications Subh asIBR{1P]and Co mp o n
TR-157[12]( appl i cabl e to both the fADeviced and fAlnternet Gat
object that contains all Service Objects associated with specific services.

If the device implementthe existing TR098[3] InternetGatewayDevicgé data modelthe Root Object will also
contain the applicatiospecific objects associated with an Internet Gateway Device.

A single device might include more than ddervice Object. For example, a device that serves both as a VolP
endpoint and a game device, might include both Wsgecific and gamspecific Service Objects.

A single device might also include more than one instance of the same type of Service Abgcample of when

this might be appropriate is a TW9-enableddevice that proxies the management functions for one or more other
devices that are not FB69-enabled In this case, the ACS would communicate directly only with theD&®R
enableddevice,which would incorporate the data models for all devices for which it is serving as a management
proxy. For example, a video device serving as a management proxy for three VolP phones would contain in its data
model a videespecific Service Object plusrée instances of a Volgpecific Service Object. Note that whether a

February2010 © The Broadband Forum. All rights reserved. 100f 87
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device is serving as a management proxy for another device or whether it has that functionality embedded in it is
generally opaque to the ACS.

Data Hierarchy Requirements

The data modegbr a TR069-enabled?2] device (other thaa device that implements the TR8[3] Internet
Gatewayevice:1 data modeMUST adhere to the following structural requirements:

1)
2)

3)
4)
5)
6)
7

8)

9)

The data model MUST contain exactly one Root Object,

If (and only if) the Root Object major version (sectif) is 1, the Root Object MUST contain the
( DEPRECATED) fADeviceSummaryo Jp7arameter as specified i

The Root Object MAY contain any of the Common Objects defined H18H13], and Components defined
in other specifications, e.g. TRA3[10] or TR-157[12], with the proviso that a Component that is defined as a
child of a Common Object can only be included if the Common Object is also included

The Root Object MUST contain exactlyofieSer vi ces o obj ect.

The AServiceso object MUST contain all of the Service
contains all of the objects and parameters for a particular service.

The AServiceso object MAY ectpeach eoiraspomling t@a distmet servioen e Ser vi
type.

The AServicesd object MAY contain more than one inste

Each Service Object instance MUST be appended with an instance number (assigned by the CPE) to allow for
the possibility of multiple instances of each. For example, if the device supports the Service Object
ABCService, the first instance of this Service Object

For each supported type of ServieeviObgeoctobjaecbr MES TP
the number of instances of that Service Object type. If a particular Service Object type is supported by the

device but there are currently no instances present, this parameter MUST still be present with a value of zero.
Thename of this parameter MUST be the name of the Seryvy
For example, for a device that contains instances of ABCService, there MUST be a corresponding parameter in

the AServicesodo objectfEmat tieds@ ABCServiceNumber O

10) Each Service Object MAY contaadditionalcopies ofSecondary Common Objects, iagy of the Common

Objects definedn TR-181[13] other than ManagementServer aBdtewaylnfo (these two Common Objects
are directly related to CWMP, and do not make sense in a Service Object).

A device that implements the T#O8[3] InterneGatewayevice:1 data mod@lUST adhere to the above
requirements with the following exceptions:

1)
2)

3)

4)

The data model MUST contain exactly one Root Object,

The(DEPRECATED)A Devi ce Summar y 0 epbsentonheirt aa mterikiGatevsay Device that
supports the InternetGatewayDevice version 1.0 data model, as defined in section 2.4@8{3]Rand no
Service Objects.

The Root Object MAY contain any of the objects specific to an Internet Gateway Device as defiRe@oid

[3], and any Components defined in other specifications, e 4 4BRL0] or TR-157[12], with the proviso that

a Component that is defined as a child of a Common Object can only be included if an Internet Gateway Device
object with the same name as the Common Qlgeadso included

The Al nternet Gat ewayDevicedo Root Object MUST NOT dir e
TR-181[13]. While TR-098][3] defines objects very similar to some of the Common Objects, they are not

! The implication of this requirement is that a-DB8[3] Internet Gateway Device that supports one or more

Service Objects (for example, the VoiceService object defined iR is REQUIRED to support version 1.1
or greater of the InternetGatewayDevice Root Object.
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identical and MUST NOT be considered the same as the Common Objects. (Service Objects within the

A8&rvicesod object MAY, as i n t he Secondan@ommoa Objeets.) Gat eway
5) The AServicesd object MAY be absent if the device surg
Formally, the top level of the data hierarchy is defined as follows:
Element =Root
| Root ".DeviceSummary"
| Root ".Services." ServiceObject "." Instance
| Root ".Services." ServiceObject "NumberOfEntries"”
| Root ".Services." ServiceObject "." Instance "." SecondaryCommonObject
| Root"." ComponentObject
| DeviceRoot "." CommonObject
| DeviceRoat "." CommonObject "." ComponentObject
| TR 098 GatewayRoot"." TR 098 GatewaySpecificObject
| TR 098 GatewayRoot "." TR 098 GatewaySpecificObject "." C omponentObject
Root = DeviceRoot
| TR 098 GatewayRoot
DeviceRoot = "Device"
TR 098 GatewayRoot = “InternetGatewayDevice"
CommonObject = // Asdefinedin TR -181 [13] ,e.g."Userinterface" or "ManagementServer"
SecondaryCommonObject=  /Common Object other than "ManagementServer*  or “"Gatewaylinfo"
TR 098 GatewaySpecificObject = // As defined in TR 098 [3]
ComponentObject=// As defined in other specs, e.g. TR -143 [10] orTR -157 [12]
Instance = NONZERODIGIT [DIGIT}*
2.1.2 Data Hierarchy Examples
Below are some examples of data hierarchies for various types of devices. (Objects are shown in bold text,
parameters arghown in plain text.)
Simple device supporting the ABCService Service Object:
Device
DeviceSummary2
Devicelnfo
ManagementServer
Services
ABCServiceNumberOfEntries = 1
ABCService.1
ABCServiceSpecificObjects
Device supporting both ABCService and XYZSern&=rvice Objects:
Device
DeviceSummary”
Devicelnfo
ManagementServer
Time
Userlinterface
Services
ABCServiceNumberOfEntries = 1
ABCService.1
ABCServiceSpecificObjects
2 The (DEPRECATED) DeviceSummary paramer appl i es only to major version
February2010 © The Broadband Forum. All rights reserved. 12 of 87
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XYZServiceNumberOfEntries = 1
XYZService.l
XYZServiceSpecificObjects

TR-098[3] Internet Gateway Device that also supports the ABCService and XYZService Service Objects:

InternetGatewayDevice
DeviceSummary
Devicelnfo
ManagementServer
Time
Userlnterface
Layer3Forwarding
LANDeviceNumberOfEntries = 1
LANDevice.1
WANDeviceNumberOfEntries = 1
WANDevice.1l
Services
ABCServiceNumberOfEntries = 1
ABCService.l
ABCServiceSpecificObjects
XYZServiceNumberOfEntries = 1
XYZService.l
XYZServiceSpecificObjects

Device supporting thABCService Service Object and proxying for two devices supporting the functionality of the
XYZService Service Object:

Device
DeviceSummary”
Devicelnfo
ManagementServer
GatewaylInfo
Time
Userlinterface
Services
ABCServiceNumberOfEntries = 1
ABCService.1
ABCServiceSpecificObjects
XYZServiceNumberOfEntries = 2
XYZService.l
Devicelnfo
XYZServiceSpecificObjects
XYZService.2
Devicelnfo
XYZServiceSpecificObjects

TR-098]3] Internet Gateway Device also serving as a management proxy for three devices supporting the
functionality of the ABCService&vice Object:

InternetGatewayDevice
DeviceSummary
Devicelnfo
ManagementServer
Time
Userlnterface
Layer3Forwarding
LANDeviceNumberOfEntries = 1
LANDevice.1
WANDeviceNumberOfEntries = 1
WANDevice.1l
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Services
ABCServiceNumberOfEntries = 3
ABCService.1

Devicelnfo

ABCServiceSpecificObjects
ABCService.2

Devicelnfo

ABCServiceSpecificObjects
ABCService.3

Devicelnfo

ABCServiceSpecificObjects

2.1.3 The Supported Data Model and the Instantiated Data Model

There is a distinction between a DR9-enabled2]devi ceds Supported Data Model and
Model.

e The Supported Data Model is thd@bjects and/or Parametehat have codsupport in the CPE
e Thelnstantiated Data Model is tho&bject instanceand/or Parameterthat currently exist.

TR-157[12] defines a SupportedDataModel Object (a-ebfect of the Devielnfo Common Object) that allows a
TR-069enableddevice to indicate its Supported Data Model to the A@8ch assists the ACS in managing that
device

The Supporte®ataviodel object has the following properties:

1) It contains a list of URE, each ofvhich allows the ACS to determine details of part of the Supported Data
Model.

2) When the Supported Data Model changes, e.g. becafts@reis loaded or unloaded, entries are addeat to
removed from this list of UR&

3) Devicelnfo is a&Secondary Common Obje (see sectiof.1.1), and so can be contained within both Root
Objects and Service Objectslowever, the SupportedDataModel object is permitted only witha@dof ect 6 s
Devicelnfo and MUST NOT be contained within a Service
the Supported Data Model for both the-DB9-enableddevice and for any devices for which it is acting as a
management proxy

2.2 Object Versioning

To allow the definition of a Service Object or Root Object to change over time, the definition of a Service Object or
Root Object MUST have an explicitly specified version.

Version numbering of Service Objects and Root Objects is defined to userdmapr version numbering

convention. The object version is defined as a pair of integers, where one integer represents the major version, and
the second integer represents the minor version. The version MUST be written with the two integers sgparated b
dot (Major.Minor).

The first version of a given object SHOULD be defined

For each subsequent version of the object, if the later version is compatible with the previous version, then the major
version SHOULD remain unchanged, and ithieor version SHOULD be incremented by one. For example, the

next compatible version after f2.17060 would be A2.180.
with an earlier version are described in secichl

For each subsequent version of the object, if the later version is not compatible with the previous version, then the
major version MUST increment by one, and the minor version MAY reskttbazero. For example, the next
incompatible version after fi2.170 might be fA3.00.
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2.2.1 Requirements for Compatible Versions

For one version of an object to be considered compatible with another version, the later version MUST be a strict
superset of thearlier version. Using major/minor versioning, this requirement applies only between minor versions
that share the same major version.

More specifically, this requires the following of the later version with respect to all earlier versions to whioh it is
be compatible:

e The later version MAY add objects and parameters not previously in any earlier version, but MUST NOT
remove objects or parameters already defined in earlier versions.

e The later version MUST NOT maodify the definition of any parameter @oblalready defined in an earlier
version (unlesghe original definition was clearly in error and has to be modified as an erratum or clarified
through a corrigendum process)

e The later version MUST NOT require any of the objects or parameters thavdmvadded since the earliest
compatible version to be explicitly operated upon by the ACS to ensure proper operation of the device (except
those functions specifically associated with functionality added in later versions). That is, the later vdrsion wil
accommodate an ACS that knows nothing of elements added in later versions.

The goal of the above definition of compatibility is intended to ensudéréictional compatibility between an ACS
and CPE. Specifically that:

e Ifan ACS supports only an earlieersion of an object as compared to the version supported by the CPE, the
ACS can successfully manage that object in the CPE as if it were the earlier version.

e If a CPE supports only an earlier version of an object as compared to the version suppanté&Cl®y; the ACS
can successfully manage that object in the CPE as if it were the later version (without support for new
components defined only in later versions).

2.2.2 Version Notation
For objects, the following notation is defined to identify specific vession

Notation Description Example

ObjectName:Major.Minor Refers to a specific version of the object. Device:1.0

ObjectName:Major Refgrs to any minor version of the object with the specified major Device:1
version.

ObjectName Refers to any version of the object. Device

Note that the version notation defined hererily/to be used for purposes of documentation and in the content of the
DeviceSummary parameter defined in sec8oh The actual names of objects and parameters in the data model
MUST NOT include version numbers.

2.3 Profiles

Note: Originally, profiles were seen as a means of limiting the variability that an ACS needs to accommodate among
various deviceghat it might manage. This feature is now provided by thel5R[12] SupportedDataModelject
(see sectio.1.3 and associated Device Type XML documents (DT Instances).

A profile is a named collection of requirements associated with a given object. A device can adhere to zero or more
profiles. Adherence to a profiteeans that the device supports all of the requirements defined by that profile. The
use of profiles gives Service Providers a shorthand means of specifying CPE data model support requirements.

The following sections define the conventions to be used whining profiles associated with T869[2] data
models.
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Scope of Profiles

A given profile is defined only in the context of a specific Service Object or Root (Qtijbca specific major
version. For each profile definition, the specific object name and major version to which the profile is to apply
MUST be explicitly identified.

A profileds name MUST be uni que amo n gersion lmfainamedIAlef i ned
be reused to define a different profile for a distinct combination of object name and major version. For example, if

we define profile AAO associated with object #AX:20 ( maj
to define a different profile for object AY: 10 or for o

A given profile is defined in association with a minimum minor version of a given object. The minimum
REQUIRED version of an object is the minimum version that includes all of the REQUéREL2Nts defined by
the profile. For each profile definition, the specific minimum version MUST be explicitly identified.

Multiple Profile Support

For a given type of Service Object or Root Object, multiple profiles MAY be defined. Profiles MA¥fined that
have either independent or overlapping requirements.

To maximize interoperability, a device that fully implemethis (DEPRECATED) DevicBummary parameter

(section3.7) MUST indicate all profiles that it supports. That is, it has to indicate all profiles whose definition is a

subset of the support provided by that device. Doing so maximizes the likelihood that an ACS will be aware of the
definitond t he indicated profiles. For example, if profile
both, by indicating suppor for both AAO0 and ABO an AC.
deviceds support for profile AAO.

[

Profile Versions

To allow the definition of a profile to change over time, the definition of every profile MUST have an associated
version number.

Version numbering of profiles is defined to use a mimoly version numbering convention. That is, for a give
profile name, each successive version MUST be compatible with all earlier versions. Any incompatible change to a
profile MUST use a different profile name.

For one version of a profile to be considered compatible with another version, the later M&¥Sidrbe a strict
superset of the earlier version. This requires the following of the later version with respect to all earlier versions to
which it is to be compatible:

e The later version MAY add requirements that were not in earlier versions of the ppotiiIMUST NOT
remove requirements.

e The later version MAY remove one or more conditions that had previously been placed on a requirement. For
example, if a previous profile REQUIRED X only if condition A was True, then the later profile might require
X unconditionally.

For profiles, the following notation is defined to identify specific versions:

Notation Description Example
ProfileName:Version Refers to a specific version of the profile. Baseline:1
ProfileName Refers to any version of the profile. Baseline

ProfileName MUST start with a letter or underscore, and subsequent characters MUST be letters, digits, underscores
or hyphens. The terms Al ett er dheXMLdpedifcatigiB]t 0 ar e as def |

Baseline Profiles

For every Service Object (and Root Object) there SHOULD be at least one profile defined. In many cases it is
desirable to define a Baseline profile that indicates thenmoimi requirements REQUIRED for any device that
supports that object. Where a Baseline profile is defined, and if the (DEPRECATED) ®.avicery parameter
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(section3.7) is fully implemented, it would normally be expected that all implementations of the corresponding
object would indicate support for the Baseline profile in addition to any other profiles supported.

2.3.5 Types of Requirements in a Profile

Because a profiless defined within the context of a single object (and major version), all of the requirements
associated with the profile MUST be specific to the data model associated with that object.

Profile requirements can include any of the following types ofrequie nt s associ ated with an o
¢ A requirement for read support of a Parameter.

¢ A requirement for write support of a Parameter.

¢ A requirement for support of a sulbject contained within the overall object.

¢ A requirement for the ability tadd or remove instances of a sultject.

e A requirement to support active notification for a Parameter.

¢ A requirement to support access control for a given Parameter.

For each of the requirement categories listed above, a profile can define the requirgsoadttionally, or can

place one or more conditions on the requirement. For example, a profile might require that a Parameter be
supported for reading only if the device supports some other parameter or object (one that is not itself REQUIRED
by the proile). Such conditions will be directly related to the data model of the overall object associated with the
profile.

Because a device has to be able to support multiple profiles, all profiles MUST be defindaasiingy are non
contradictory. As a re#typrofiles MUST only define minimum requirements to be met, and MUST NOT specify
negative requirements. That is, profiles wiiditinclude requirements that specify something that is not to be
supported by the device, or requirements that exclude a range of values.

2.4 DEPRECATED and OBSOLETED Items

The key word ADEPRECATEDO i n t08%enabledf2ladeviomisite be indrerétédni t i on
as follows: This term refers to an object, parameter or parameter value that is defined in the current version of the
standard but is meaningle inappropriate, or otherwise unnecessary. It is intended that such objects, parameters or
parameter values will be removed from the next major version of the data model. Requirements on how to interpret

or implement deprecated objects, parametersuameter values are given below. For more information on how to

interpret or implement specific deprecated objects, parameters or parameter values, refer to the definition of the

object or parameter.

The key word AOBSOLETEDO orany TiRO66enabked[23 device i$ ® be irdeepfetech i t | on |
as follows: This term refers to an object, parameter or parameter value that meets the requirements for being

deprecated, and in addition is obsolete. Such objects, parameters or parameter values can be removed from a later
minor version of a data model, or from a later version of a profile, without this being regarded as breaking

backwards compatibility rulesRequirements on how to interpret or implement obsoleted objects, parameters or

parameter values are given below. For more information on how to interpret or implement specific obsoleted

objects, parameters or parameter values, refer to the definittbe object or parameter.

2.4.1 Requirements for DEPRECATED Items

This section defines requirements that apply to all DEPRECATED objects, parameters and parameter values unless
specifically overridden by the object or parameter definition.

Data model requirements

1) The definition of a DEPRECATED parameter, object or parameter value MUST include an explanation of
why the item is deprecated.

2) The definition of a DEPRECATED parameter, object or parameter value MAY specify further
requirements relating to the item; suelquirements MAY override CPE or ACS requirements specified in
this section.
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CPE requirements:

1) A DEPRECATED parameter MUST have a value which is valid for its data type and fulfils any range (for
numeric parameters), length (for string, base64 or hexBiparameters) and enumerated value (for string
parameters) requirements.

2) Detailed behavioral requirements for a DEPRECATED parameter, e.g. that its value is a unique key, MAY
be ignored by the CPE.

3) The CPE MUST, if such operations are permitted by therdatie! definition, permit creation of
DEPRECATED objects, modification of DEPRECATED parameters, and setting of DEPRECATED
parameter values. However, it MAY choose not to apply such changes to its operational state.

4) Regardless of whether DEPRECATED changee applied to the CPE operational state, a read of a
DEPRECATED writable parameter SHOULD return the value that was last written, i.e. the CPE is
expected to store the value even if it chooses not to apply it to its operational state.

5) The CPE MAY rejectin attempt by the ACS to set any parameter to a DEPRECATED. value
ACS requirements:

1) The ACS SHOULD NOT create DEPRECATED objects, modify DEPRECATED parameters, or set
DEPRECATED parameter values.

2) The ACS SHOULD ignore DEPRECATED objects, parameters arahpser values.

3) The ACSSHOULD NOT set a DEPRECATED parameter to a value that is invalid for its data type or fails
to fulfill any range (for numeric parameters), length (for string, base64 or hexBinary parameters) or
enumerated value (for string paramsjeequirements.

4) The ACSSHOULD NOT set any parameter to a DEPRECATED value.

2.4.2 Requirements for OBSOLETED Items

3.1

This section defines requirements that apply to all OBSOLETED objects, parameters or parameter values unless
specifically overridden by the objeat parameter definition.

An OBSOLETED object, parameter or parameter value MUST meet all the requirements of the previous section. In
addition, the following data model requirements apply.

1) An OBSOLETED object, parameter or parameter value MAY be remibgeda later minor version of a
data model without this being regarded as breaking backwards compatibility rules.

2) An OBSOLETED object, parameter or parameter value MUST NOT be removed from the current version
of a profile, but MAY be removed from a latezrgion of a profile without this being regarded as breaking
backwards compatibility rules.

3) A data model definition MUST include a list of those OBSOLETED objects, parameters or parameter
values that have been removed from the data model or from its profilés is to prevent future
namespace conflicts.

Object Definitions

General Notation

Parameter names use a hierarchical form similar to a directory tree. The name of a particular Parameter is
represented by the concatenation of each successive nddeinthi er ar chy separated with
trunk of the hierarchy and leading to the leaves. When specifying a partial path, indicating an intermediate node in
the hierarchy, the trailing A.06 (dot) is always used

Paraneter names MUST be treated as case sensitive. The name of each node in the hierarchy MUST start with a
|l etter or underscore, and subsequent characters MUST
and fAdigito ar dxBaofthedX®E specificdtioi8h Appen
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I n some cases, where multiple instances of an object

use, this faceholder is to be replaced by an instance number, which MUST be a positive intEgeBécause in
some cases object instances can be deleted, instance numbers will inEmeEraontiguous.

Data Types

Parameters make use of a limited subsetefigfault SOAP data typ§s]. The complete set of data types along
with the notation used to represent these types is listédhle1.

Table 11 Data Types

Type Description

object A container for parameters and/or other objects. The full path name of a parameter is given by the parameter
name appended to the full path name of the object it is contained within.

string For strings, a minimum and maximum allowed length can be indicated using the form string(Min:Max), where Min
and Max are the minimum and maximum string length in characters. If either Min or Max are missing, this
indicates no limit, and if Min is missing the colon can also be omitted, as in string(Max). Multiple comma-
separated ranges can be specified, in which case t hge
suffix is interpreted as a 1024 (not 1000) multiplier, e.g. 32k means 32768.

For all strings a maximum length is either explicitly indicated or implied by the size of the elements composing the
string. For strings in which the content is an enumeration, the longest enumerated value determines the maximum
length. If a string does not have an explicitly indicated maximum length or is not an enumeration, the default
maximum is 16 characters.

When transporting a string value within an XML document, any characters which are special to XML MUST be
escaped as specified by the XML specification [8]. Additionally, any characters other than printable ASCII
characters, i.e. any characters whose decimal ASCII representations are outside the (inclusive) ranges 9-10 and
32-126, SHOULD be escaped as specified by the XML specification.

int Integer in the range 1 2147483648 to +2147483647, inclusive.

For some int types, a value range is given using the form int{Min:Max], where the Min and Max values are
inclusive. If either Min or Max are missing, this indicates no limit. Multiple comma-separated ranges can be

specif i ed, in which case the value MUST be in one of t
1000) multiplier, e.g. 32k means 32768.
long Long integer in the range 1 9223372036854775808 to 9223372036854775807, inclusive.

For some long types, a value range is given using the form long[Min:Max], where the Min and Max values are
inclusive. If either Min or Max are missing, this indicates no limit. Multiple comma-separated ranges can be
specified, in which case the value MUST beinoneofthe r anges. A Ako or AKOo suf
1000) multiplier, e.g. 32k means 32768.

unsignedint Unsigned integer in the range 0 to 4294967295, inclusive.

For some unsignedint types, a value range is given using the form unsignedint[Min:Max], where the Min and Max
values are inclusive. If either Min or Max are missing, this indicates no limit. Multiple comma-separated ranges

can be specified, in which case the value MUST be inr
1024 (not 1000) multiplier, e.g. 32k means 32768.

unsignedLong | Unsigned long integer in the range 0 to 18446744073709551615, inclusive.

For some unsignedLong types, a value range is given using the form unsignedLong[Min:Max], where the Min and
Max values are inclusive. If either Min or Max are missing, this indicates no limit. Multiple comma-separated

ranges can be specified, in which case the value MUF
as a 1024 (not 1000) multiplier, e.g. 32k means 32768.

boolean Bool ean, where the allowed values are fA00, ilo, ntr
interchangeable, where both equivalently represent the logical value true. Similarly, the vi{
considered interchangeable, where both equivalently represent the logical value false.

dateTime The subset of the ISO 8601 date-time format defined by the SOAP dateTime type.

All times MUST be expressed in UTC (Universal Coordinated Time) unless explicitly stated otherwise in the
definition of a parameter of this type.

If absolute time is not available to the CPE, it SHOULD instead indicate the relative time since boot, where the
boot time is assumed to be the beginning of the first day of January of year 1, or 0001-01-01T00:00:00. For
example, 2 days, 3 hours, 4 minutes and 5 seconds since boot would be expressed as 0001-01-03T03:04:05.
Relative time since boot MUST be expressed using an untimezoned representation. Any untimezoned value with
a year value less than 1000 MUST be interpreted as a relative time since boot.

If the time is unknown or not applicable, the foll oy
01-01T00:00:00Z.

Any dateTime value other than one expressing relative time since boot (as described above) MUST use timezoned
representation (that is, it MUST include a timezone suffix).
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Type Description

base64 Base64 encoded binary (no line-length limitation).
A minimum and maximum allowed length can be indicated using the form base64(Min:Max), where Min and Max
are the minimum and maximum length in characters before Base64 encoding. If either Min or Max are missing,
this indicates no limit, and if Min is missing the colon can also be omitted, as in base64(Max). Multiple comma-
separatedrangesc an be specified, in which case the |l ength |
interpreted as a 1024 (not 1000) multiplier, e.g. 32k means 32768.
Note that data models defined prior to the introduction of the DM Schema specified the length after Base64
encoding. If the length after encoding is n (which is always a multiple of 4), the length before encoding is m =
(n/4)*3, m-1 or m-2.

hexBinary Hex encoded binary.

A minimum and maximum allowed length can be indicated using the form hexBinary(Min:Max), where Min and

Max are the minimum and maximum length in characters before Hex Binary encoding. If either Min or Max are
missing, this indicates no limit, and if Min is missing the colon can also be omitted, as in hexBinary(Max). Multiple
commaseparated ranges can be specified, in which case

suffix is interpreted as a 1024 (not 1000) multiplier, e.g. 32k means 32768.

All IPv4 addresses and subnet masks are represented as strings dotfeddecimal notation. All IPv6 addresses
and subnet masks MUST be represented using any of the 3 standard textual representations as defined in RFC 3513
[6], s=ections 2.2.1, 2.2.2 and 2.2.3. Both lowase and upparase letters can be used. Use of the lexase
letters is RECOMMENDED. Examples of valid IPv6 address textual representations:

e 1080:0:0:800:ha98:3210:11aa:12dd

e 1080::800:ba98:3210:11aa:12dd

e 0:0:0:0:0:0:13.1.68.3

Unspecified or inapplicable IP addresses and subnet masks MUST be represented as empty strings unless otherwise
specified by the parameter definition.

All MAC addresses are represented as strings of 12 hexadecimal digits (digigttérs AF or af) displayed as

six pairs of digits separated by colons. Unspecified or inapplicable MAC addresses MUST be represented as empty

strings unless otherwise specified by the parameter definition.

For unsignedint parameters that are usedtédistics, e.g. for byte counters, the actual value of the statistic might be
greater than the maximum value that can be represented as an unsignedint. Such values SHOULD wrap around
throughzeroThe term fApacket o i s t onubitappiopriateto therpmtoowldayeais t h e

guestion, e.g. an IP packet or an Ethernet frame.

For strings that are defined to contain cormseparated lists, the format is defined as follows. Between every pair
of successive items in a comyeaparated listhere MUST be a separator. The separator MUST include exactly one
comma character, and MAY also include one or more space characters before or after the comma. The entire
separator, including any space characters, MUST NOT be considered part ofitbdist separates. The last item

in a commaseparated list MUST NOT be followed with a separator. Individual items in a ca®paaated list

MUST NOT include a space or comma character within them. If an item definition requires the use of spaces or
commas, that definition MUST specify the use of an escape mechanism that prevents the use of these characters.

For string parameters whose value is defined to contain the full hierarchical name of an object, the representation of

the object name MUSTNOTénl ude a trailing fAdot. o An TEOMVMBp | e
InternetGatewayDevicg data model is Intern&atewaypeviceLayerForwardingDefauliConnectioiservice. For
this parameter, the following is an example of a properly formed value:

InternetGatewayDevice. WANDevice.1.WANConnectionDevice.2. WANPPPConnection.1

Vendor-Specific Parameters
A vendor MAY extend the standardized paramdgtmith vendosspecific parameters and objects. Vendor

specific parameters and objects MAY be defined either in a separate naming hierarchy or within the standardized

naming hierarchy.
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The name of a vendapecific parameter or object not contained witanother vendespecific object MUST have
the form:

X_<VENDOR>_VendorSpecificName
In this definition <VENDOR> is a unique vendor identifier, which MAY be either an OUI or a domain name. The
OUI or domain name used for a given vendpecific parameter MBT be one that is assigned to the organization
that defined this parameter (which is not necessarily the same as the vendor of the CPE or ACS). An OUl is an
organizationally unique identifier as defined4i, which MUSTbeformatted as a stkexadecimatligit string
using all uppercase letters and including any leading zeros. A domain name MUST be upper case with each dot

(A. 0) repl heoerdndesscareh a hyp

The VendorSpecificName MUST be a valid string as defin&ldn and MUST NOT contain a
space character.

Notei the use ofthetsr i ng @A X_ 0 t o-speaifid pararaeteeimpties that modtandardized
parameter can begin with AX_o0.

The name of a vendapecific parameter or object that is contained within another vespamific object which
itself begins with the prefix degbed above need not itself include the prefix.

The full path name of a vendspecific parameter or object MUST NOT exceed 256 characters in length.

Below are some example venekpecific parameter and object names:

Device.UserInterface.X_012345_AdBanner
Device.X_EXAMPLE-COM_MyConfig.Status

When appropriate, a vendor MAY also extend the set of values of an enumeration. If this is done, the vendor

.

specified values MUST be in the form AX_<VENDOR>_Vendol

MUST NOT exceed 31 characters.

Common Object Definitions (Removed)
Common Object Definitionsmovedto TR-181[13].

Inform Requirements (Removed)
Inform Requirements movedto TR-181[13].

Notification Requirements (Removed)
Notification Requirements movedto TR-181[13].

DeviceSummary Definition

Notei the DeviceSummary parameter is DEPRECATED. This is because-tt&/TR]
SupportedDataModellject (see sectio.1.3 and associated Device Type XML doemts (DT

Il nstances) provide a more granular and scal abl e
DeviceSummary. Therefore the value of DeviceSummary MAY be an empty string if (and only if) the
SupportedDataModel object is supported.

The DevicSGummary parameter is defined to provide an explicit summary of tHewepdata model of the device,
including version and profile information. This parameter MAY be used by an ACS to discover the nature of the
device and t he AC S6ifc objectsspppdrtédtby theiddvige. wi t h s p

The DeviceSummary is defined as a list that includes the Root Object followed by all Service Object instances (or
support for a Service Object type if no instances are currently present). For each of thesdtabjects,
DeviceSummary specifies the version of the object, the associated instance number used to identify the specific
object instance, and a list of the supported profiles for that object.

The syntax of the DeviceSummary parameter is defined formally asvioll
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DeviceSummary = RootObject [*, " ServiceObject]*

RootObject = ObjectName ":" ObjectVersion '[|(" ProfileList )"

ServiceObject = ObjectName ™" ObjectVersion "[* [Instance] "|(" ProfileList *)"
ObjectVersion = MajorVersion “." Minor\ersion

Profle  List=[Profile ["," Profile]*]

Profile = ProfleName ":" ProfileVersion

MajorVersion = Integer

MinorVersion = Integer

ProfileVersion = Integer

Integer = DIGIT*

Instance = ["+'] NONZERODIGIT [DIGIT]*

For each object instance, the ObjectVergtament MUST indicate the major and minor versions of the object
supported by the device.

The ObjectVersion for all objects for which explicit major and minor version numbers have not been defined is 1.0.
Future updates to these objects will specify ddtversion numbers.

Instance is the instance number of the particular object instance. If the device supports an object type, but no
instances are currently present, a single entry for this object MUST be listed in the DeviceSummary, and the
instancenumber MUST be empty[(* ). In this case, the device need not list support for specific profiles since the
profile list might be dependent on the specific instance when it is instantiated.

If the instance number for an object might change (for exanffifes instances represent physically separate
devices, being managed by proxy, that can be connected or disconnected), the instance number MUST be prefixed
with a fA+0 character. Lack of a fA+0 chaananchasged.i ndi cat

For each object (Root Object and Service Objects), a device MUST list all profiles that it supports in the ProfileList

el ement . That is, it MUST Ilist all profiles for which
the ProfileList MUST include the ProfileName and the ProfileVersion. The ProfileVersion is a single integer

representing the minor version of the profile.

Vendokspecific objects and profiles MAY be included in this list, and if so MUST begin with X_<VEBRS |,
where <VENDOR> MUST be as defined in sect®8

3.7.1 DeviceSummary Examples

Below are some examples of the DeviceSummary parameter. (Thedinspkes correspond directly to the
examples given in sectichl.2)

Simple device supporting the ABCService Service Object:
AfDevice:1.0[](Baselildé(BprpseAB@8enyioce: 1. 0]

Device supporting both ABCService and XYZService Service Objects:
AfDevice:1.0[](Baseline:1), ABCService:1.0[1](Baseline:1),

TR-098[3] Internet Gateway Device that also supports the ABCService and XYZService Service Objects:
Al nternet Gat ewayDevice:1.0[](Baseline:1), ABCService:1.0[1
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Device supporting the ABCService Servidbject and proxying for two devices supporting the functionality of the
XYZService Service Object:

AfDevice:1.0[] (Base
(

( ine: 1), ABCService:2.17[1](Baseline: 1),
XYZService: 1.2[ 2]

I

Baseline: 2, AnotherProfile:3)0
TR-098]3] Internet Gateway Device also serving as a management proxy for three devices supporting the
functionality of the ABCService Service Object:

I nternet Gat ewayDevice: 1. 0[] (Baseline:1), ABCService:1.0[1
BCService:1.0[3](Baseline:1, AnotherProfile:1l)0

> o

TR-098]3] Internet Gateway Device with no additional service objects supported:

Ailnternet Gat ewayDevice:1.0[](Baseline:1)0

Device supporting the ability to proxy for devices supporting the functionality of the ABCService Service Object,
but with no current instanseof that object:

AfDevice:1.0[](Baseline:1), ABCService:2.17[]()©o

Device supporting the ABCService Service Object with the baseline and a \sgaabific profile:
AfDevice:1.0[](Baseline:1), ABCServCONR:RyR7¢fl]I(BaBrdi ne: 1,

Device supporting the ABCService Service Object, but with no profiles:
AfDevice:1.0[](Baseline:1), ABCService:2.17[1]1()¢o

Profile Definitions (Removed)
Profile Definitions movedto TR-181[13].

February2010 © The Broadband Forum. All rights reserved. 230f 87



Data Model Template for TR69-Enabled Devices TR-106 Issuel Amendment 4

Normative References

A list of the currently valiBroadband=orum Technical Reports is publishechép://www.broadbandorum.org
The following documents are referenced by Hpecification.

[1]
(2]
(3]
[4]
[5]
[6]
[7]
(8]
9]

RFC 2119Key words for use in RFCs to Indicate Requirement Leivefs//www.ietf.org/rfc/rfc2119.txt
TR-069 Amendment 2ZZPE WAN Management Proto¢c®roadband Forum Technical Report
TR-098 Amendment 2nternet Gateway Device Data Model for-DR9, Broadband Forum Technical Report

Organizationally Unique Identifiers (OUIshttp://standards.ieee.org/fags/OUl.html

Simple Object Accesg@®ocol (SOAP) 1.1http://www.w3.0rg/TR/2000/NOTESOAP20000508

RFC 3513]nternet Protocol Version 6 (IPv6) Addressing Architectintép://www.ietf.org/rfc/rfc3513.txt
RFC 3986 Uniform Resource Identifier (URI): Generic Synthaip://www.ietf.org/rfc/rfc3986.txt
Extensible Markup Language (XML) 1.0 (Fourth Editidmtjp://www.w3.0rg/TR/REE&mI

RFC 2648 A URN Namespace for IETF Documetisp://www.ietf.org/rfc/rfc2648.txt

[10] TR-143 Corrigendum IEnabling Network Throughput Performance Tests Statistical Monitoring

Broadband Forum Téaical Report

[11] XML Schema Part 0: Primer Second Editibitp://www.w3.org/TR/xmlschem@
[12] TR-157 Amendment IComponent Objects for CWMBroadband Forum TechnicakRort
[13] TR-181 Issue 1, TH 81 Issue 2DeviceData Model for TR069, Broadband Forum Technical Report
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Annex A. CWMP Data Model
Definition XML Schema

Introduction

The CWMP Data Model Definition XML Schenfal], or DM Schema, is used for defining T89[2] data
models, and is specified k3.

DM Schema instance documents can contain any or all of the following:
o Data type definitions

e Root Object definitions (including profiles)

e Service Object definitions (including pris)

e Component definitions

e Vendor extension definitions

Normative Information

It is possible to create instance documents that conform to the DM Schema but nevertheless are not valid data model
definitions. This is because it is not possible to specifthalnormative data model definition requirements using

the XML Schema language. Therefore, the schema contains additional requirements written using the usual
normative language. Instance documents that conform to the DM Schema and meet thesd aelglilicamae nts

are referred to as DM Instances.

For example, the definition of the parameter element includes the following additional requirements on the name
and base attributes:

<xs:complexType name="ModelParameter">
<xs:annotation>
<xs.documentation>Parameter definition andreference  .</xs:documentation>
</xs:annotation>
é
<xs:attribute name="name" type="tns:ParameterName">

<xs:annotation>
<xs:documentation>MUST be unique within the parent object (thisis chec ked by schema
validation ).
MUST be present if and on ly if defining a new parameter. </xs:documentation>
</xs:annotation>
</xs:attribute>
<xs:attribute name="base" type="tns:ParameterName">
<xs:annotation>

<xs:documentation>  MUST be present if and only if modifying an existing
parameter.</xs:documentation>
</xs:annotation>
</xs:attribute>
é
</xs:complexType>

In some cases, a requirement that is in fact implied by the DM Schema is emphasized within the isdema v
xs:documentation element (the uniqueness requirement on the name is an example of this).
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In other cases, a schesimaplied requirement is not highlighted. For example, the name and base attributes are of
type tns:ParameterName:

<IDOCTYPE cwmp datamo del [
é
<ENTITY name"( \i-[[ \c-[ \.IH™>
é
>
é
<xs:simpleType name="ParameterName">

<xs:annotation>
<xs:documentation>Parameter name (maximum length 256); the same as xs:NCName except that periods
are not permitted. This name MU ST in addition follow the vendor - specific
parameter name requirements of section 3.3.</xs:documentation>
</xs:annotation>

<xs:restriction base="xs:token">
<xs:maxLength value="256"/>
<xs:pattern value="&name;"/>
</xsrestriction>
</xs:simpleType>

This states that the parameter name is a string that follows the following rules:

e It is derived from xs:token, which has a whitespace
the name will be ignored.

¢ It has a maximuntength of 256 characters.

e |ts first charactfer] mat cwleisch hme prag t mamy Aigdhar acter
XML name, except for a colono, and\c[daldy, swhbiscehgq uneenan sc
character permitted in an XML name, except for a col

o |t follows the vendoispecific parameter name requirements of se@i8n
The question of the lodan of the definitive normative information therefore arises. The answer is as follows:
e All the normative information in the main part of the document remains normative.

e The DM Schema, and the additional requirements therein, are normative. Some afltiteeal
requirements are duplicated (for emphasis) in this Annex.

e The DM Schema references additional material in this Annex. Such material is normative.
e If the DM Schema conflicts with a normative requirement in the main part of the documentathirisr in
the DM Schema, and the requirement in the main part of the document takes precedence.

Importing DM Instances

DM Instances are imported using the-tepel import element. The DM Schema specifies that the DM Instance is
located via the file éibute if it is present, and otherwise via the spec attribute (although both attributes are optional,
they cannot both be omitted).

When the file attribute is present, the rules governing its value and its use for locating the DM Instance are as
follows:

e |t MUST be a URL adhering to RFC 3984 .
e |Ifthe URL includes a scheme, it MUST be http, https or ftp.
e |fthe URL includes an authority, it MUST NOT include cratals.

e For standard BBF DM Instances, the rules that apply to the filename paftdith segment) of the2.1.1
BBFURL MUST be applied to the filename parttbis URL. This means that the corrigendum number can be
omitted in order to refer to the latest corrigendum.

e |Ifthe URL is a relative reference, processing tools MUST apply their own logic, e.g. apply a search path.
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When the file attribute is absent, thées governing the value and use of the spec attribute for locating the DM
Instance are as follows:

e | f it begins with-forumer gt oingt i MUSTbbeard2ilB Bi@MicRI as def
case the DM Instance can be accessed at the BBFURL that is also defin2d ifh

e Otherwise, it can be used to &e the DM Instance only if processing tools understand thestamidard URI
format.

The above rules suggest the following recommendations:

e For accessing DM Instances that are BBF standards, the file attribute SHOULD NOT be specified, implying
that the spe attribute will be specified and will be used to locate the standard BBF DM Instance. For example:

<import spec="ur:broadband -forum -orgitr  -157-1-0">
<model name="Device:1.3'/>
<fimport>

e For accessing DM Instances that are not BBF standardiethéribute SHOULD be specified, implying that
it will be used to locate the nestandard DM Instance. For example:

<import file="http:/example.com/device - 1- Oxml™>
<model name="X_EXAMPLE_Device:1.0"/>
<fimport>

A.2.1.1 URI Conventions

The toplevel spec attribute contains the URI of the associated specification document, e.g. the BBF Technical
Report.

This URI SHOULD uniquely identify the specification. More than one DM Schema instance document MAY
reference the same specification.

The following ruks apply to the value of the tégwel spec attribute:

e For a BBF Technical Report , Hdaumgrgteihnifaeo of whéeéeef onm s
specification number (including leading zeros), i is the issue number, a is the amendnizt andhc is the
corrigendum numberThe issue, amendment and corrigendum numbers do not include leadingFmros.
examplefi ur n: b rforareokya-h06-1-0 0 r te TRELO6YIssue 1 Amendment,ndi ur n: brroadband
forumrorg:tr106-1-2 0 r e TRel06gIsstiedl) Amendment 2. If the corrigendum number (including the
preceding hyphen) is omitted, the most recent corrigendum is assumed.

e For specifications issued by other standards organizations, or by vendors, it SHOULD be of a standard form if
oneis defined. For example, RFC 26[8 specifies a syntax for referencing RFCs.

¢ Note that processing tools are likely to assume that all files that share a spearealelated to each other.
Therefore, use of meaningful spec values is RECOMMENDED

Formally, thevalue of the spec attribuie defined as follows:
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SpecURI =BBFURI
| OtherURI

BBFURI = "um:broadband - forum - org:" BBFDoc
BBFDoc="tr - "BBFNumber BBFIssue BBFAmendment BBFCorrigendum

BBFNumber = [DIGITK3} /including leading zeros, e.g. 069

BBFIssue=" - "NoLeadingZeroPositveNumber
BBFAmendment="- " NoLeadingZeroNumber
BBFCorrigendum=" - " NolLeadingZeroPositiveNumber

| /I if omitted, most recent corrigendum is assumed

NoLeadingZeroNumber = [DIGIT]
| NONZERODIGIT] [DIGIT}*

NoLeadingZeroPositiveNumber = [NONZERODIGIT] [DIGIT]*

OtherURI = <of a standard form if one is defined>

Standard BBF DM Irtsnces can be accessed at the following URL:

BBFURL = "http:/Amww.broadband - forum.org/cwmp/* BBFDoc BBFSubDoc ".xml"
BBFDoc = <as before>

BBFSubDoc=" -"LABEL /I distinguishing label (not beginning with a digit)
™ /I not needed if only one DM Instance is associated with spec

For example, the DM Instance associated witRIDB Amendment 2 can be accesselltgt//www.broadband
forum.org/cwmp/tr106-1-2.xml. If two DM Instances had been associated with TS Amenanent 2, they might
have been accessiblettp://www.broadbandorum.org/cwmp/tr106-1-2-types.xmlandhttp://www.broadband
forum.org/cwmp/tr106-1-2-objects.xml

A.2.2 Descriptions

Many elements have descriptionsgdahe same rules apply to all description elements in the DM Schema. A
description is free text which can contain a limited amount of Mediali¥&imarkup as specified ih.2.2.3

A.2.2.1 Character Set

For BBF standards, the character set MUST be restricted to printable characters in the Basic Latin Unicode block,
i.e. to characters whose decimal ASCII representations are in the (inclusive) rdithas®32126.

A.2.2.2 Pre-processing
All DM Instance processing tools MUST conceptually perform the followingppoeessing before interpreting the
markup:
1) Remove any leading whitespace up to and including the first line‘break

2) Remove the longest common whitespace prefix i@ occurs at the start of every line) from each line. See the
example below, where three lines start with four spaces and one line starts with five spaces, so the longest
whitespace prefix that occurs at start of each line is four spaces. In thigtalc a tab character counts as a
single character. To avoid confusion, the description SHOULD NOT contain tab characters.

3) Remove all trailing whitespace, including line breaks.

3t can be assumed that all line breaks are represented by a single line feed, i.e. ASCII[@DseBéen 2.11.
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This preprocessing is designed to permit a reasonable variety of |atydes s/hile still retaining predictable

behavior. For example, both the following:

<description>This is the first line.
This is the second line.

This is the indented third line.
This is the fourth line.</description>

<description>
This is the first
This is the second line.
This is the indented third line.
This is the fourth line.
</description>

line.

esul t in the foll

owi

ng:

This is the first line.
This is the second line.

This is the indented third line.
This is the fourth line.

Markup

The preprocessed description can contain the following markup, which is inspired by, but is not identical to,
MediaWiki markup. All DM Instance processing tools SHOULD support this markup to the best of their ability.

Table 27 XML Description Markup

* level one again

** |evel two again

*** level three

*: level one continued
outside of list

Name Markup Example Description
Italics 0 dtalic text 66 Two apostrophes on each side of some text will result in the contained
text being emphasized in italics.
Bold 60 ®boltde x 680 Three apostrophes on each side of some text will result in the contained
text being emphasized in bold.
Bold italics O®O6Obtiexdod Five apostrophes on each side of some text will result in the contained
text being emphasized in bold italics.
Paragraph This paragraph just A line break is interpreted as a paragraph break.
ended.
Bulleted lists * level one A line starting with one or more asterisks (*) denotes a bulleted list entry,
** level two whose indent depth is proportional to the number of asterisks specified.

If the asterisks are followed by a colon (:), the previous item at that level is
continued, as shown.

An empty line, or a line that starts with a character other than an asterisk,
indicates the end of the list.

# level one

## level two

# level one again

#i# level two again
### level three

#: level one continued
outside of list

Numbered lists

A line starting with one or more number signs (#) denotes a numbered list
entry.

All other conventions defined for bulleted lists apply here (using # rather
than *), except that numbered list entries are prefixed with an integer
decoration rather than a bullet.

: level one

. level two

: level one again
ilev el two again
.. level three
outside of list

Indented lists

A line starting with one or more colons (:) denotes an indented list entry.
All other conventions defined for bulleted lists apply here (using : rather
than *), except that indented list entries have no prefix decoration, and
item continuation is not needed.
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Name Markup Example Description
Verbatim code example: A block of lines each of which starts with a space is to be formatted
if (something) { _ exactly as typed, preferably in a fixed width font.
/* do something */ This allows code fragments, simple tables etc. to be included in

}else { descriptions.

/* do other */ . . . .

} Note that the pre-processing rules of A.2.2.2 imply that it is not possible to
process an entire description as verbatim text (because all the leading
whitespace would be removed). This is not expected to be a problem in
practice.

Hyperlinks http://www.broadband - URL links are specified as plain old text (no special markup).
forum.org
Templates {{bibref|1|section 2}} Text enclosed in double curly braces ({}) is a template reference, which is
{{section|table}} replaced by template-dependent text.
{{param|Enable}} A.2.2.4 specifies the standard templates.
{{enum|Error}}

A.2.2.4 Templates

A template nvocation is encoded as twarly braces on either side of the template namearguments
Argumentscanfollow the template namegparated by vertical pipe (]) characters. All whitespace is significant.

For example:

| ffsomeTemplat e | ar gl arg2| é| ar gN}} |

In some cases, one template can impact the behavior of another template, e.g. the definitions of botimi}je

and the{{hidden}}

, SO an autmaically-generated list of

enumeration values would be placed before an automatipatigrated explarian that the parameter value is

hidden.

The following standard templates are defined. Any vewsgpecific template names MUST obey the rules of section

3.3

Table 317 XML Description Templates

templates state that the template expansion can be automatically placed after the rest of the
description, which raises the question of which template expansion would come first. This ambiguity is resolved by
stating that processing tools SHOULD genegateh automatic text in the same order that the templates are defined

below. In the above examplgenum }} is defined before{{hidden}}

Name Markup Definition Description
Bibliographic {{b!brefl!d}} ‘ A bibliographic reference.
reference {{bibreflid|section}} The id argument MUST match the id attribute of one of the

current fiinhpeodrst e(do-tdveldiviography t o p
el ement 6s refekZXdhce el ement s
The OPTIONAL section argument specifies the section number,
including any leadingfisecti ond, fAannexo
Typically, processing tools will (a) validate the id, and (b)
replace the template referenc
sectiono.

Markup examples:

{{bibref|1}}
{{bibref|1|section 3}}

q
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Name

Markup Definition

Description

Section separator

{{section|category}}
{{section}}

The beginning or end of a section or category. This is a way of
splitting the description into sections.

If the category argument is present, this marks the end of the
previous section (if any), and the beginning of a section of the
specified category. The #ftab
categories are reserved for the obvious purposes.

If the category argument is absent, this marks the end of the
previous section (if any).

Typically, processing tools will (a) validate the category, and (b)
replace the template reference with a section marker.

Markup examples:

{{section|table}}

{{section|row}}

{{section|examples}}

Parameter and
object reference

{{param|ref}}
{{param|ref|scope}}

{param}}

{{object|ref}}
{{object|ref|scope}}
{{object}}

A reference to the specified parameter or object.

The OPTIONAL ref and scope arguments reference a
parameter or object. Scope defaults to normal. Parameter and
object names SHOULD adhere to the rules of A.2.3.4.
Typically, processing tools will (a) validate the reference, and
(b) replace the template reference with the ref argument or, if it
is omitted, the current parameter or object name, possibly
rendered in a distinctive font. Processing tools can use the
scope to convert a relative path into an absolute path in order,
for example, to generate a hyperlink.

Markup examples:

{{param|Enable}}
{{object|Stats.}}

List description

{{list}}
{{listjarg}}

{{nolist}}

A description of the current
This template SHOULD only be used within the description of a
list-valued parameter (A.2.7.1).

This is a hint to processing tools to replace the template
reference with a description
This overrides processing too
(unless suppressed by {{n olist }} ) of describing the list
attributes before the rest of the description.

The OPTIONAL argument specifies a fragment of text that
describes the list and SHOULD be incorporated into the
template expansion.

Typically processing tools will generate text of the form

fi C o mivaparated list of <dataType> . 0 Or -sép&atead nj
l'ist of <dataType>, <arg>.o0.

Reference
description

{{reference}}
{{reference|arg}}

{{noreference}}

A description of the object or parameter that is referenced by
the current parameter.

This template SHOULD only be used within the description of a
reference parameter (A.2.3.7).

This is a hint to processing tools to replace the template
reference with a descriptei on
attributes. This overrides p
behavior (unless suppressed by {{n oref er ence}} ) of
describing the reference attributes after the list attributes (for a
list-valued parameter) or before the rest of the description
(otherwise).

The OPTIONAL argument is relevant only for a pathRef; it
specifies a fragment of text that describes the referenced item
and SHOULD be incorporated into the template expansion.
Typically processing tool s wi
vaueMUSThe t he fulll path name o
generated text can be expected to be sensitive to whether or
not the parameter is list-valued.
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{{enum|value|param|scope}}

{{enum}}

{{noenum}}

Name Markup Definition Description
Enumeration {{enum|value}} A reference to the specified enumeration value.
reference {{enum|value|param}}

The OPTIONAL value argument specifies one of the
enumeration values for the referenced parameter. If present, it
MUST be a valid enumeration value for that parameter.

The OPTIONAL param and scope arguments identify the
referenced parameter. Scope defaults to normal. If present,
param SHOULD adhere to the rules of A.2.3.4. If omitted, the
current parameter is assumed.

If the arguments are omitted, this is a hint to processing tools to
replace the template referenc
enumer ations, possibly preced
of : 0. This overrides procesrs
(unless suppressed by {{noenum}} ) of | i sting
enumerations after the rest of the description.

Otherwise, typically processing tools will (a) validate that the
enumeration value is valid, and (b) replace the template
reference with the value and/or param arguments, appropriately
formatted and with the value possibly rendered in a distinctive
font. Processing tools can use the scope to convert a relative
path into an absolute path in order, for example, to generate a
hyperlink.

Markup examples:

{{enum|None}}
{{enum|None|OtherParam}}

Pattern reference

{{pattern|value}}
{{pattern|value|param}}
{{pattern|value|param|scope}}
{{pattern}}

{{nopattern}}

A reference to the specified pattern value.

The OPTIONAL value argument specifies one of the pattern
values for the referenced parameter. If present, it MUST be a
valid pattern value for that parameter.

The OPTIONAL param and scope arguments identify the
referenced parameter. Scope defaults to normal. If present,
param SHOULD adhere to the rules of A.2.3.4. If omitted, the
current parameter is assumed.

If the arguments are omitted, this is a hint to processing tools to

replace the template referencewi t h a 1 i st of
patterns, possibly preceded b
patterns: 0. This overrides p

behavior (unless suppressed by {{n opattern }} ) of listing the
parametero6s patternsrigtént er t h
Otherwise, typically processing tools will (a) validate that the
pattern value is valid, and (b) replace the template reference
with the value and/or param arguments, appropriately formatted
and with the value possibly rendered in a distinctive font.
Processing tools can use the scope to convert a relative path
into an absolute path in order, for example, to generate a
hyperlink.

Markup examples:

{{pattern|None}}
{{pattern|None|OtherParam}}
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Name

Markup Definition

Description

Hidden value

{{hidden}}
{{hidden|value}}

{{nohidden}}

Text explaining that the value of the current parameter is
hidden and cannot be read.

This template SHOULD only be used within the description of a
hidden parameter (A.2.7.1).

This is a hint to processing tools to replace the template
reference with text explaining that the value of the current
parameter is hidden and cannot be read. This overrides
processing toolsdé expected de
by {{n ohidden }} ) of placing this text after the rest of the
description.

The OPTIONAL argument indicates the value that is returned
when the current parameter is read. If omitted this defaults to
the expansion of the {{null}} template.

Typically, processingto ol s wi | | gener arhen

read, this parameter returns <arg>, regardless of the actual
value.o .

Factory default
value

{{factory}}

{{nofactory}}

Text listing the factory default for the current parameter.

This template SHOULD only be used within the description of a
parameter that has a factory default value.

This is a hint to processing tools to replace the template
reference with text listing the factory default value. This
overrides processing tool sd e
suppressed by {{nofactory}}) of placing this text after the rest of
the description.
Typically,
factory default

processing tools w
value MUST be

Unique keys
description

{{keys}}
{{nokeys}}

A descriptionofthecur r ent obj ect és uniq
This template SHOULD only be used within the description of a
multi-instance (table) object that defines one or more unique
keys (A.2.8.1).

This is a hint to processing tools to replace the template
reference with a description
overrides processing tool sd e
suppressed by {{nokeys}} ) of describing the unique keys

after the description.

Units reference

{{units}}

The parameterds units string.

Typically, processing tools will (a) check that the parameter has
a units string, and (b) substitute the value of its units string.

Boolean values

{{false}}
{{true}}

Boolean values.

Typically, processing tools will substitute the value False or
True, possibly rendered in a distinctive font.

Miscellaneous

{{empty}}

Typically, processing tools will render such values in a
distinctive font, possibly using standard wording, such as
<Empty> or fian empty stringo.

{{null}}

Expands to the appropriate null value for the current
parameter 6s enptg}} t,¥{fplee}} eorO..

A.2.25 HTML Example

This includes examples of most of the markup and templates.
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<model name="Goo:1.1" base="G00:1.0">
<object name="GooTop." access="readOnly" minEntries="1" maxEntries="1">
<parameter name="ExampleParam" access="readOnly">
<description>

{{section|Introduction}} This is an "example” parameter th at ilustrates many of the
"“formatting" templates. For ""example™, this references {{bibref[TR -
106al|section 3.2}}.

{{section|Usage}} This parameter is called {{objectfH{{param}}. One can also reference other
parameters in the same obje ct, such as {{param|OtherParameter}}, and indicate
that the parameter value is measured in {{units}}.

One can also include bulleted lists:

*level one

** level two

*level one again

** level two again

ey elthree

*: level one continued

and numbered lists:

#level one

## level two

#level one again

## level two again

i level three

#: level one continued

and indented lists

:le velone

= level two

:level one again

= level two again

2 level three

and hyperlinks such as hitp:/Awwv.google.com

and code examples:

if (something) {

* do something */
}else{

*do other */

If the parameter was Boolean, one could refer to its values {{false}} and {{true}}.
One can refer to its enumerations individually, e.g. {{enum|Disabled}}, or to other parameters'
enumerations, such as {{enum|Value|OtherParam}}, or can list them all. {{fenum}}
Finally, if there were any patterns they could be listed too. {{pattem}}
</description>
<syntax>
<string>
<enumeration value="A"/>
<enumeration value="B"/>
<units value="packets"/>
<Jstring>
<Jsyntax>
</parameter>

The resulting HTML would look something like this:
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This is an example parameter that illustrates many of the formatting templates. For example, this references [TR-106a1]
section 3.2.

This parameter is called FParentObject. ExampleFaram. One can also reference other parameters in the same object, such
as OtherParametfer, and indicate that the parameter value is measured in packets.

One can also include bulleted lists:

* |evel one
2 level two
* |evel one again
2 level two again
B |evel three

level one continued
and numbered lists:

1. level one
1. level two
2. level one again
1. level two again
1. level three

level one continued
and indented lists

level one
level twa
level one again
level two again
level three

and hyperlinks such as http://www google com

and code examples:

if (=something)

/* do something =/
} else {

/* do other =/
}

If the parameter was Boolean, one could refer to its values false and true.

One can refer to its enumerations individually, e.g. A, or to other parameters’ enumerations, such as Value, or can list
them all. Possible values:

* [Disabled
* Fnabled
* Error (OPTIOMAL)

Finally, if there were any patterns they could be listed too.

A.2.3 Data Types

TR-069[2] data models support only theblelpr i mi ti ve data types fAon the wirebo.
allows data types to be derived from thiamitive types or from other named data types. Such derived types can be
named or anonymous.

A.2.3.1 Named Data Types

Named data types are defined using theléopl dataType element. A DM Instance can contain zero or more top
level dataType elements.
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Whendefining a new named data type, the following attributes and elements are relevant (normative requirements
are specified in the schema).

Table 47 XML Named Data Types

Name Description

name The data type name.

base The base type name, i.e. name of the data type from which this data type is derived. This is used only where
the base type is itself a named data type, not a primitive type.

status The data typeds {current, depr e deatltstocurremtbandsb is motlikely ¢
to be specified for a new data type.

description The data typef2®2). description (

size Data type facets (A.2.3.3). These are permitted only when the base type is a named data type, i.e. when the

pathRef base attribute is specified.

instanceRef

range

enumeration

enumerationRef

pattern

units

base64 Primitive data type definition. These are permitted only when the base type is primitive. There is an element

boolean for each primitive data type, and each element supports only the facets (A.2.3.3) that are appropriate to that

dateTime data type.

hexBinary

int

long

string

unsignedint

unsignedLong

For example:

<dataType name="String255">
<string>
<size maxLength="255"/>
</string>
</dataType>

<dataType name="String127" base="String255'">
<size maxLength="127"/>
</dataType>

A.2.3.2 Anonymous Data Types

Anonymous data typesre defined within parameter syntax elemeAt.(7.1), and can apply only to the parameters
within which they are defined. For example:

<parameter name="Exampl  el1" access="readOnly">
<syntax>
<sfring>
<size maxLength="127"/>
</string>
</syntax>

</parameter>

<parameter name="Example2" access="readOnly">
<syntax>
<dataType base="String255">
<size maxLength="127"/>
</dataType>
</syntax>
</parameter>

If an anonymous data type is modified in a later version of a data model, the modified anonymous data type is

February2010 © The Broadband Forum. All rights reserved. 36 of 87



A.2.3.3

A.2.3.4

Data Model Template for TR69-Enabled Devices TR-106 Issuel Amendment 4

regarded as being derived from the original anonymous data type. Therefore the base typmradagof
A.2.3.8MUST be obeyed.

Data Type Facets
A facet specifies some aspect of a data type, e.g. its size, range or units.

Note that XML Schem§l1] also associates facets with data types. The XML Schema and DM Schema concepts
are the same, but the set of facets is not identical.

The DM Schema defines the followingcés (normative requirements are specified in the schema):
Table 517 XML Data Type Facets

Name Description

size Size ranges for the data type (applies to string, base64, hexBinary and their derived types).

Note that the size facet always refers to the actual value, not to the base64- or hexBinary-encoded value.
Prior to the definition of the DM Schema, the maximum sizes of base64 parameters referred to the base64-
encoded values. Processing tools that generate reports from DM Instances SHOULD include explicit
clarification of whether the size ranges refer to the actual or encoded values.

pathRef Details of how to reference parameters and objects via their path names (applies to string and its derived
types: A.2.3.7).

instanceRef Details of how to reference object instances (table rows) via their instance numbers (applies to int, unsignedint
and their derived types; A.2.3.7).

range Value ranges for the data type (applies to numeric data types and their derived types).

enumeration Enumerations for the data type (applies to string and its derived types).

enumerationRef Enumerations for the data type, obtained at run-time from the value of a specified parameter (applies to string
and its derived types; A.2.3.7).

pattern Patterns for the data type (applies to string and its derived types).

units Units for the data type (applies to numeric data types and their derived types).

It is important to note that the enumeration facet doesewdssarily define all the valid values for a data type. This
is for the following reasons:

e As specified in sectioB.3, vendors are allowed to add additional entatien values.

e A future version of a data model may need to add additional enumerations values.

Reference Path Names

Some description template&.R.2.4), and all eference facetg)(2.3.7), need to specify parameter or object names.

It is always possible to specify a full path name, but it is frequently necessary or cahtesigecify a relative path

name. For example, it might be necessary to reference another parameter in the current object. Any instance
numbers in the parameterds full path name cannot be kn
udgng a relative path name.

The following rules apply to all path names that are used in data model definitions for referencing parameters or
objects:

e Path names MAY contain A{i}o6 placeholders, which MUST

nunbers, e. g. il nternet Gat ewayDevice. WANDevice. {i}.0
e Path names MUST NOT contain instance numbers.

A path name is always associated with a path name scope, which defines the point in the naming hierarchy relative
to whichthe path name applies.
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Table 6 1 Path Name Scope Definition

Name Description

normal This is a hybrid scope which usually gives the desired behavior:

e | f the path begins with a fADeviceo oativeifolthatopoftineet G
naming hierarchy.

e If the path begins with a dot, it is relative to the Root or Service Object (c.f. scope=model).

e Otherwise, the path is relative to the current object (c.f. scope=object).

model The path is relative to the Root or Service Object.

object The path is relative to the current object.

Formally, if the path name scope is normal:
e |If the path is empty, it MUST be regarded as referring to the top of the naming hierarchy.

e Otherwise, i f the patnh elrengeitnGsatveiwahy De vii eewi cceodmpoorn efnlt
a full path name (these are the only two possible Root Device names).

e Otherwise, if the path begins with a dofi ,.itdJST be regarded as a path relative to the Root or Service
Object. Forexample i n t he Device Root Olicecevi die |IDrefvo ce, nd od o0i m
DeviceServicesABCSer vi ce. 1 Ser vi c e SerbidesABCSenicéelDme anel nbevidce.

e Otherwise, it MUST be regarded as a path relative to the currgrtoB ny | eading hash char ac!

cause it to be relative to the parent of the current
For example, if tibek ANuor efit PA jde e 6ANOPAddEEENsS t D esv. idC e .

means fDevi cadil#ANDeyti &ated . nd o. 0 means fADevice. Devicelnf
examples)

If the path name scope is model:
e If the path is empty, it MUST be regarded as referring to the Root or Service Object.

e Otherwise, it MUSTbe regarded as a path relative to the Root or Service Object. Any leading dot MUST be
ignored. Leading hash characters are not permitted.

If the path name scope is object:
e If the path is empty, it MUST be regarded as referring to the current object.

e Otherwise, it MUST be regarded as a path relative to the current object. Any leading dot MUST be ignored.
Leading hash characters are not permitted.

As mentioned above, if the path name scope is normal, a leading hash character causes the path totbehelativ
parent of the current object. Additional hash charact
NOT be used to reference beyond the Root or Service Ob]
multi-i nst ance (dkajbd etd&s ) p ar einstancaobjéch(talde).t han t he mul t i

In addition, within a component definition, items that are defined outside the component MUST NOT be referenced
via relative paths. This is because components can be included anywherndheittiata model tree.

For example, if the current object is fADevice.LAN. DHCP

#. 0 means fADevice.LAN. O (the tablebds parent, not t he

=13

#. DHCPOption. 6 means fADevice.LAN. DHCPOption. o6 (the t

=13

#. Stats. o means ADevice. LAN. Stats. 0.

=13

[ )
e fi#tats. Total BytesSento means fADevice.LAN. Stats. Total By

The following examplesvould beinvalid if LAN was defined within a component:
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##. 0 means nDevice. 0.

ot

##. Devicelnfo. 0 means nAnDevice. Devicelnfo. o.

=t

e A##. Devicelnfo. Manuf actlinrfeor. Mamadms tiuDewidoce. Devi c

The final example can never be valid:

e fA###. 0 is not permitted (references beyond the Root (
Note that the term fiRoot or Service Objecto, which is
instance, the Servieb j ect i nstance; otherwise, the Root Objecto.

For example, the pathRef and instanceRef fade ¥.7) have a targ&tarent attribute which specifies the possible

parent(s) of the referenced parameter or object, and a targetParentScope attribute (defaulted to normal) which
specifies targetParentdés scope. I f the current object
model forces the referead parameter or object to be in the same Service Object instance. Similarly, setting
targetParentScope to object forces the referenced parameter or object to be in the same object-objech sub

String parameters whose values are path names apetstdhjhe rules of secti®12, so object names do not include

a trailing dot. The parameter value (or each list item if the parametervaligd)MUST always le a full path

name, with the single exception that a path that begins with a dot is relative to the Root or ServiceFObject

example, in the Device Root Object, a parameter value ¢

In order to be able tose reference parameters as unique k&yxs§.1), path names in parameter vald&dST
conceptually be converted full path names before being compared. For example, in the Device Root Object,

i. Devicelnfo. d and ddmpare asequd.elfairetricedarameter-gaieed,li.e. itis a

list of path names or instance numbers, the parameter value MUST conceptually be regarded as a set when being
compared, i.e. the comparison has to ignore the item order and aaytrepel i t e ms . For exampl e,
would compare as equal because both reference instances 1 and 2.

A.2.3.5 Null References

A null reference indicates that a reference parameter is not currently referencing anything. The value that indicates a
nulr ef erence depends on the reference parameterds base ¢

e string: a null reference MUST be indicated by an empty string.
e unsignedInt: a null reference MUST be indicated by the value 0.

e int: a null reference MUST be indicated by the vallie
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A.2.3.6 Reference Types
A reference to another parameter or object can be weak or strong:

e weak it doesndt necessarily reference an existing par ;
or object is deleted, the value of the reference parameter miggéhopdated.

e strong: it always either references a valid parameter or object, or else is a null refé&eh8esy. If the
referenced parameter or object isadedl, the value of the reference parameter is always set to a null reference.

The following requirements relate to reference typabthe associated CPE behavior.
e All read-only reference parameters MUST be declared as strong references.

e A CPE MUST rejectin attempt to set a strong reference parameter if the new value does not reference an
existing parameter or object.

e A CPE MUST NOT reject an attempt to set a weak reference parameter because the new value does not
reference an existing parameter or object.

e A CPE MUST change the value of a Hist-valued strong reference parameter to a null reference when a
referenced parameter or object is deleted.

e A CPE MUST remove the corresponding list item from avatied strong reference parameter when a
referencegarameter or object is deleted.

e A CPE MUST NOT change the value of a weak reference parameter when a referenced parameter or object is
deleted.

A.2.3.7 Reference Facets
A reference facet specifies how a parameter can reference another parameter or objeete e sorts of
reference:

o Path reference references another parameter or object via its path name. Details are specified via the pathRef
facet, which applies to string and its derived types.

e Instance reference references an object instance (tabl)rgia its instance number. Details are specified via
the instanceRef facet, which applies to int, unsignedint and their derived types.

e Enumeration reference references a listalued parameteria its path name. Thaurrent valueof the
referenced paraeterindicates the valid enumerations for this parameter. Details are specified via the
enumerationRef facet, which applies to string and its derived types.

When defining a path reference, the following attributes and elements are relevant (normaitiemesqs are
specified in the schema).

Table 77 PathRef Facet Definition

Name Description

targetParent An XML list of path names that can restrict the set of parameters and objects that can be referenced. If the
list is empty (the default), then anything can be referenced. Otherwise, only the immediate children of one

of the specified objects can be referenced,

A A{i}o placeholder in a path name acWANDevise{iAWAMi |
ConnectionDevice {WANPPPConnection. 0. Path names cannot

targetParentScope Specifies the point in the naming hierarchy relative to which targetParent applies (A.2.3.4): normal
(default), model or object.

targetType Specifies what types of item can be referenced:

e any: any parameter or object can be referenced (default)

e parameter: any parameter can be referenced

e object: any object can be referenced

e single: any single-instance object can be referenced

e table: any multi-instance object (table) can be referenced

e row: any multi-instance object (table) instance (row) can be referenced

February2010 © The Broadband Forum. All rights reserved. 400f 87



Data Model Template for TR69-Enabled Devices

TR-106 Issuel Amendment 4

Name Description
targetDataType Specifies the valid data types for the referenced parameter. Is relevant only when targetType is any or
parameter.
Possible values are as follows:
e any: a parameter of any data type can be referenced (default)
e base64: only a base64 parameter can be referenced
e boolean: only a boolean parameter can be referenced
e dateTime: only a dateTime parameter can be referenced
e hexBinary: only a hexBinary parameter can be referenced
e integer: only an integer (int, long, unsignedint or unsignedLong) parameter can be referenced
e int: only an int parameter can be referenced
e long: only a long (or int) parameter can be referenced
e string: only a string parameter can be referenced
e unsignedInt: only an unsignedint parameter can be referenced
e unsignedLong: only an unsignedLong (or unsignedint) parameter can be referenced
e <named data type>: only a parameter of the named data type can be referenced
In addition, a parameter whose data type is derived from the specified data type can be referenced. The
built-in type hierarchy (a simplified version of the XML Schema type hierarchy) is as follows:
any
base64
boolean
dateTime
hexBinary
integer
long
int
unsignedLong
unsignedint
string
Note that any and integerar e not valid parameter data types.
reference any data typeod and fican reference any
refType Specifies the reference type (0): weak or strong.

When defining an instance reference, the following attributes and elements are relevant (normative requirements are
specified in the schema).

Table 81 InstanceRef Facet Definition

Name Description

targetParent Specifies the path name of the multi-instance object (table) of which an instance (row) is being referenced.
A{i}o placeholders and explicit instance numbers
can be used to specify path names relative to the Root or Service Object or the current object.

targetParentScope Specifies the point in the naming hierarchy relative to which targetParent applies (A.2.3.4): normal
(default), model or object.

refType Specifies the reference type (0): weak or strong.

When defining an enumeration reference, the following attributes and elements are relevant (normative requirements
are specified in the schema).

Table 917 EnumerationRef Facet Definition

Name Description
targetParam Specifies the path name of the list-valued parameter whose current value indicates the valid enumerations
for this parameter.
targetParamScope Specifies the point in the naming hierarchy relative to which targetParam applies (A.2.3.4): normal
(default), model or object.
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Name Description

apply (if not specified, no such value is designated).

Note that if this parameter is list-valued then nullValue is not relevant, because this condition will be
indicated by an empty list.

nullValue Specifies the parameter value that indicates that none of the values of the referenced parameter currently

The following examples illustrate the various possible types of reference.

<object name="Perio dicStatistics. SampleSet. {i}.Parameter.{i}." é>
é
<parameter name="Reference" access="readWrite">
<description>Reference to the parameter that is associated with this object instance.
This MUST be the parameter's full path name.</descrip tion>
<syntax>
<sfring>
<size maxLength="256"/>
<pathRef targetType="parameter" refType="weak'/>
</string>
<default type="object" value=""/>
</syntax>
</parameter>
<object name="StorageService.{i}.StorageArray.{i}." é>
e
<parameter name="PhysicalMediumReference" access="readWrite">
<description>Acomma - separated list of Physical Medium references. Each Physical Medium
referenced by this parameter MUST exist within the same StorageService instance.
A Physical Medium MUST only be referenced by one Storage Array instance. Each
reference can be either in the form of ".PhysicalMedium.{i}" or a fully
qualified object nameé</description>
<syntax>
<list>
<size maxLength="1024">
<llist>
<sfring>
<pathRef targetParent=".PhysicalMedium." targetParentScope="model" targetType="row"
refType="strong"/>
</string>
</syntax>
<lpara meter>
<object name="IntemetGatewayDevice.QueueManagement.Classification.{i}." access="read\Wite"
minEntries="0" maxEntries="unbounded"
entriesParameter="ClassificationNumberOfEntries">
<description>Classification table.</description>
<parameter name="ClassQueuge" access="readWrite">
<description>Classification result. I nstance number é</ d
<syntax>
<int>
<instanceRef targetParent=".QueueManagement.Queue." refType="strong"/>
<fint>
</syntax>
</parameter>

escriptio
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<object name="STBService. {i}.Components. FrontEnd. {i}.IP.Inbound. {i}
é
<parameter name="StreamingControlProtocol" access="readOnly">
<description> Network protocol currently used for controlling streaming of the source content, or
an empty string if the content is not being streamed or is being streamed but is
not being controlled.

Ifnon - empty, the string MUST be one of the .Capabiliies.FrontEnd.IP .StreamingControlProtocols
values.</description>
<syntax>
<sfring>
<enumerationRef targetParam=".Capabiliies.FrontEnd.IP.Str eamingControlProtocols"
null  Value=""/>
</string>
</syntax>
</parameter>

<parameter name="StreamingTransportProtocol" access="readOnly">
<description>Network protocol currently used for streaming the source content, or an empty
string if the content is not being streamed.

Ifnon - empty, the string MUST be one of the .C apabilities.FrontEnd.IP.Streaming TransportProtocols
values.</description>
<syntax>
<sfring>
<enumerationRef targetParam=".Capabiliies.FrontEnd.IP.Strea mingTransportProtocols”
null Value=""/>
<string/>
</synta x>
</parameter>
<object name="Internet Gat ewayDevice. LANDevice.{i}.WLANConfiguration
é
<parameter name="ConfigMethodsEnabled" access="readWite">
<description>Comma - separated list of the WPS configuration methods enabled on the device. Each
entry in the list MUST be a member of the list reported by the
ConfigMet hodsSupported parameteré</description>
<syntax>
<list/>
<sfring>
<enumerationRef targetParam="ConfigMethodsSupported'/>
<Jstring>
</syntax>
</parameter>

A.2.3.8 Base Type Restriction

A new data type MUST always be a restriction of its base type, meaning that a valid value of the new data type will
alwaysbe a valid value for its base type. This is the case for the exam@#e&.®fl, which involve three different
data types:

e string of unlimited length
e string of maximum length 255
e string of maximum length 127

Clearly a string of length 100 is valid for all three data types, but a string of length 200 is only valid for the first two
data types.

The examples oA.2.3.1considered only the size facet, but in general all facets that are applicable to the data type
have to be considered. The base type restriction requirements for each facet are as follows:

Table 107 XML Facet Inheritance Rules

Facet Requirements

size The derived data type can define sizes in any way, provided that the new sizes do not permit any values that
are not valid for the base type.
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Facet Requirements
pathRef The derived data type can modify the data type in the following ways:
e By fipromotingd status to a fAhighero value, wher ¢

obsoleted, deleted. For example, current can be changed to deprecated, and obsoleted can be changed
to deleted, butde | et ed candét be changed back to obsolete
obsoletion and deletion rules of section 2.4 MUST be obeyed.

e By changing targetParent to narrow the set of possible parent objects.
e By changing targetType to narrow the set of possible target types.
e By changing targetDataType to narrow the set of possible target data types.

instanceRef The derived data type can modify the data type in the following ways:
e By fipromotingd status to a Ahighero value, as d
e By changing targetParent to narrow the set of possible parent objects.

range The derived data type can define ranges in any way, provided that the new ranges do not permit any values
that are not valid for the base type.

enumeration The derived data type can modify existing enumeration values in the following ways:
e By fipromotingd access from readOnly to readWrit ¢
e By fipromotingodo status tbhedfoapath®ef gher o value, as d

e By fipromotingd optional from False to True.
e By adding a code, if none was previously specified.

e By using the action attribute to extend or replace the description (see below).

The derived data type can add new enumeration values.

enumerationRef The derived data type can modify the data type in the following ways:
e By fipromotingodo status to a Ahighero value, as d

pattern The derived data type can modify existing pattern values by changing access, status, optional and description
exactly as for enumerations.

The derived data type can add new patterns and/or replace existing patterns with new patterns, provided that
the new patterns do not permit any values that are not valid for the base type.

For example asinglepatter n A[ AB] 0 coul d be replaced with AAd 4

units The derived data type can add wunits if the base t

Most of the above requirements are smammative, because it has to be possible to correct erfforsexample, if

the base type supports a range-df4095] but the values 0 and 4095 were included in error, it would be permissible
for a derived type to support ranges-df.{1] and [1:4094]. Processing tools SHOULD be able to detect and warn
about sgh cases.

When defining a new data type, if a facet is omitted, the new data type will inherit that facet from its base type. If a
facet is present, it MUST be fully specified (except that special rules apply to descriptions; see betow).

example, tts means that a derived type that adds additional enumeration values has atkertarecthe

enumeration values of the base type.

For example, in the following, the derived type inherits the units facet from its parent but it does not inherit the
rangefacet, so the PacketCounter range is [10:] and the PacketCounter2 range is [15:20].

<dataType name="PacketCounter">
<unsignedLong>
<range mininclusive="10"/>
<units value="packets">
</unsignedLong>
</dataType>

<dataType name=" PacketCounter2" base="PacketCounter">
<range mininclusive="15" maxInclusive="20"/>
</dataType>

Similarly, in the following, the enumeration values for ABCD are not A, B, C and D, but are just C and D. This is
an error (because the derived type camamove enumeration values), and processing tools SHOULD detect and
warn about such cases.
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<dataType name="AB">
<sfring>
<enumeration value="A"/>
<enumeration value="B"/>
</string>
</dataType>

<dataType name="ABCD" base="AB">
<string>
<enumeration value="C'/>
<enumeration value="D"/>
</string>
</dataType>

A derived data type and any of its facets that support descriptions will inherit those descriptions from the base type.
Facet descriptions are inhexi regardless of whether the facet is present in the derived type. For any descriptions
that are explicitly specified in the derived type, the action attribute controls whether they will be extended or

replaced.

For example, in the following, the descrist of Y (which is not changed) does not have to be repeated.

<dataType name="XY">
<description>This is XY.</description>
<string>
<enumeration value="X">
<description>This is X.</description>
<lenumeration>
<enumeration value="Y">
<description>This is Y.</description>
<lenumeration>
</string>
</dataType>

<dataType name="XY2" base="XY">
<description action="replace">This is all about XY .</description>
<enumeration value="X">
<description action="append">This is more about X.</description>
</enumeration>
<enumeration value="Y"/>
</dataType>

A.2.4 Bibliography

The bibliography is defined using the ttgvel bibliography element, which can contain zero or more

(bibliographc) reference elements.

When defining a new bibliographic reference, the following attributes and elements are relevant (normative

requirements are specified in the schema).
Table 117 XML Bibliographic References

Name Description

id The bibliographic reference ID.

name The name by which the referenced document is usually known.

title The document title.

organization The organization that published the referenced document, e.g. BBF, IEEE, IETF.
category The document category, e.g. TR (BBF), RFC (IETF).

date The publication date.

hyperlink Hyperlink(s) to the document.

The bibliographic reference ID is intended to uniquely identify this reference across all instance documents.
Therefore, for instance documents that areipbbd by the BBF, IDs MUST obey the following rules:
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e ForaBBFTechnicalReport it MUST be-nnfnitxhaey cfzadr,mwh®eR e TR is the |
Technical Repomiumber (including leading zeros), i, a and c are literal letters, and X, y, and z are the issue,
amendment and corrigendum numbers respectively. The issue nuxhlieoitted if it is issue 1 antthe
amendment number (ay) is dtad if itis amendmer0. For e x a rlp0d 6ea 2 o TrRel®6elssse 1Y o TR
Amendment 2.If the corrigendurmumber (cz) is omitted, the most recent corrigendum is assumed.

e For an | ETF RFC, it MUST be of the form ARFCnnno, W h e
number (no leading zeros).

e For an | EEE specification,ddddadSHONNED eb ennonf. m hies ftohrem If
spec letter(s), and dddd i s t2h0eO4pou.bl i cation year. F c
e For an ETSI specification (which includesD¥Bp eci fi cati ons), it SHOULD be of
where TT is the specification type, usually ATS0 (Tec

and a.b.c is the version number.

e For specifications issued by other standards orgdions, or by vendors, it SHOULD be of a standard form if
one is defined.

Processing tools SHOULD be lenient when comparing bibliographic reference IDs. Specifically, they SHOULD
ignore all whitespace, punctuation, leading zeros in numbers, and upperd r c a s e . So, for examg
and ARFC123406 would be rega0@le®d arsdtmMmER&%AMe | D, as woul

Processing tools SHOULD detect and report inconsistent bibliographic references, e.g. a reference with the same ID
(i.e. an ID that compas as equal) as one that was encountered in a different file, but with a different name or
hyperlink.

Formally, bibliographic reference IDs in instance documents that are published by tleen@Bfe other
organizations mentioned aboaee defined as fdws:
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ReferencelD = BBFID
| RFCID
| IEEEID
| ETSIID
| OtherlD

BBFID="TR - "BBFNumber BBFIssue BBFAmendment BBFCorrigendum
BBFNumber = [DIGITK3} /including leading zeros, e.g. 069

BBFlssue ="i"< number greater than one>
™ /lempty  means Issue 1

BBFAmendment ="a" <number greater than zero>
™ /lempty  means AmendmentO

BBFCorrigendum ="c" <number greater than zero>
| ™ I/l empty means the most recent Corrigendum

RFCID ="RFC" RFCNumber

RFCNumber = NONZERODIGIT [DIGIT]  *
/o leading zeros, e.g. 123

IEEEID = IEEEGroup IEEESpec IEEEDate
| <for other IEEE specifications, of a standard form if one is defined>

IEEEGroup = <group num  ber>"." <group sub - number>
Ile.g.802.1
IEEESpec = <spec letter(s)> /leg.D
IEEEDate=" -"<public  ationyear>
Ieg. - 2004
[™ /I can be empty
ETSIID = ETSISpecType ETSINumber ETSIVersion
| <for other ETSI specific ations, of a standard form if one is defined>
ETSISpecType ="TR" /I Technical Report
|"TS" /I Technical Specification
|"ES" /I ETSI Specification
| "EN" /I European Standard
ETSINumber = [DIGITK6} /le.g. 102034

ETSIVersion ="v* <version number as specified by ETSI>
|™ /I can be empty

OtherURI = <of a standard form if one is defined>

A.2.5 Components

A component is a way of defining a named set of parameters, objects and/or prafdasser wherever such a
group is needed in more than one place (or just to structure the definitions). A DM Instance can contain zero or
more toplevel component elements.

When defining a new component, the following attributes and elements are réferamitive requirements are
specified in the schema).

Table 127 XML Component Definition

Name Description

name The component name.

description The component AR2descri ption (
component The other components that are referenced (included) by this component.
parameter The c omp o nlevel patametdr defnitions (A.2.7).
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Name Description
object The componentds AB§.ect definitions (
profile The componentds pProfile definitions (

Referencing (including) a component can be thought of as textual substitution. A component has no version number
and isné6t tied to a particular Root or Service Object

The following is a simple example of component definition and reference.

<component name="ByteStats">
<parameter name="BytesSent" access="readOnly">
<description>Number of bytes sent.</description>
<syntax><unsignedint/></syntax>
</pa rameter>
<parameter name="BytesReceived" access="readOnly">
<description>Number of bytes received.</description>
<syntax><unsignedint/></syntax>
</parameter>
</component>

<model name="InteretGatewayDevice:1.4">
<objectname="I  ntemetGatewayDevice." access="readOnly" minEntries="1" maxEntries="1">
é
<component ref="ByteStats"/>
é
</object>
é
</model>

Here the component is referenced from within an object definition. Components can be referengathinom
component, model and object definitions. Parameter, object and profile definitions within components are relative
to the point of inclusion unless overridden using the path attribute.

A.2.6 Root and Service Objects

Root and Service Objects are definaihg the model element and an associatedetogl object element. A DM
Instance can contain zero or more-tepel model elements.

When defining a new model, the following attributes and elements are relevant (normative requirements are
specified in theschema).

Table 1317 XML Root and Service Objects

Name Description

name The model name, including its major and minor version numbers (3.7).

base The name of the previous version of the model (for use when the model version is greater than 1.0).

isService Whet her itds a Service Object. ttechfor RootdObjécs.u | t s t o F
description The model 6s A@Bscription (

component The components that are referenced (included) by the model.

parameter T h e motdpeldved garameter definitions (A.2.7).

object The mo d eddvaé and dtherpbject definitions (A.2.8).

profile The model 6s pr@file definitions (

Once a given version has been defined, it cabaohodified; instead, a new version of the object has to be defined.
For example, the following example defines v1.0 and v1.1 of a notional Service Object.
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<model name="DemoService:1.0" isService="true">
<parameter name="DemoServiceNumberOfEntries" access="readOnly"/>
<object name="DemoService {i}." access="readOnly" minEntries="0" maxEntries="unbounded"
entriesParameter="DemoServiceNumberOfEntries’/>
</model>

<model name="DemoService:1.1" base="DemoService:1.0" isService="true">
<object base="DemoService.{i}." access="readOnly" minEntries="0" maxEntries="unbounded"/>
</model>

A.2.7 Parameters

Parameters are defined using the parameter element, which can dbaucamnponent, model and object elements.
When defining a new parameter, the following attributes and elements are relevant (normative requirements are

A2.7.1

specified in the schema).
Table 147 XML Parameter Definition

Name Description

name The parameter name (3.1).

access Whether the parameter can be writable (readWrite) or not (readOnly).

status The parametero6s {current, deprecated, obsol et etkelytd
be specified for a new parameter.

activeNotify The parameterds {normal, forceEnabled, ForceDef aul

normal, and so is not often specified for a new parameter.

forcedInform The par saForeed mford status. This defaults to False, and so is not often specified for a new
parameter.

description The parameter A82.description (

syntax The paramet ARDY. syntax (

Parameter Syntax
Parameter syntax is defined using siyatax element, which can occur only within parameter elements. When

defining a new parameter, the following attributes and elements are relevant (normative requirements are specified
in the schema).

Table 157 XML Parameter Syntax

Name Description

hidden Whether the value is hidden on readback. This defaults to False, and so is not often specified for a new
parameter.

list If the parameter is list-valued, details of the list value (3.2). This allows specification of the maximum and
minimum number of items in the list, and also supports a size facet for the list (A.2.3.3).
Note that a list-valued parameter is always a string as far as TR-069 [2] is concerned. For a list, the rest of the
syntax specification refers to the individual list items, not to the parameter value.

base64 If the parameter is of a primitive data type, specifies a primitive data type reference, e.g. <int/>.

boolee_an If the parameter data type is derived from a primitive data type, specifies an anonymous primitive data type

dateTime definition (A.2.3.2), e.g. <int><rangema x| ncl usi ve=A2550/ ></i nt >.

hexBinary

int

long

string

unsignedint

unsignedLong

dataType If the parameter is of a named data type, specifies a named data type (A.2.3.1) reference, e.g. <dataType
ref=fAl PAddresso/ >.
If the parameter data type is derived from a named data type, specifies an anonymous named data type
(A232) definition, e.gqg. <dat aTyprgthhsfeESd/PAd/dd &tsad Dy
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Objects are defined using the object element, which can occur within component and model elements. When

defining a new object, the following attributes and elements are relevant (normative requirements are specified in

the schema).

Table 16 1 XML Object Definition

Name Description

name The object name, specified as a partial path (3.1).

access Whether object instances can be Added or Deleted (readWrite) or not (readOnly). Adding or deleting instances
is meaningful only for a multi-instance (table) object.

minEntries The minimum number of instances of this object (always less than or equal to maxEntries).

maxEntries The maxi mum number of instances of this obj e clowthe a
object to be placed into one of three categories:
e minEntries=0, maxEntries=1: single-instance object which might not be allowed to exist, e.g. because

only one of it and another object can exist at the same time.

e minEntries=1, maxEntries=1: single-instance object that is always allowed to exist.
e All other cases: multi-instance (table) object (A.2.8.1).

status The objectds {current, deprecated, obs aldsdisendt|ikeldtehlee
specified for a new object.

description The objectdod2escription (

component The components that are referenced (included) by the object.

parameter The objectds parlipter definitions (

A.2.8.1 Tables

If an object is a table, several other attributes and elements are relevant (normative requirements are specified in the

schema).

Table 1717 XML Table Definition

Name Description
name Forat abl e, the |l ast part 34)f the name has to be fa{i
entriesParameter The name of the parameter (in the parent object) that contains the number of entries in the table. Such a

parameter is needed whenever there is a variable number of entries, i.e. whenever maxEntries is
unbounded or is greater than minEntries.

enableParameter

The name of the parameter (in each table entry) that enables and disables that table entry. Such a
parameter is needed whenever access is readWrite (so the ACS might be able to create entries) and at least
one uniqueKey element that defines a functional key is present.

uniqueKey

An element that specifies a unique key by referencing those parameters that constitute the unique key. For
a non-functional key, or if the table has no enableParameter, the uniqueness requirement always applies.
For a functional key, and if the table has an enableParameter, the uniqueness requirement applies only to
enabled table entries.

Each unique key is either functional or Ammctional:

e A functional key references at least one parameter that relates to the purpose (or function) of the table, e.g. a

DHCP option tag in a DHCP option table, or an extepoat number in a port mapping table.

e A nonfunctional key references only parameters that do not relate to the purpose (or function) of the table, e.g.
an Alias or Name parameter.

A unique key is assumed to be functional unless explicitly marked akinont i o n a | by setti
functional attribute to false.

As can be seen from the descriptiomable17, nonfunctional keys are always required to be unique, regardless of

whether the table has an enableParameter, or is enabled or disabled.
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Profiles
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Profiles are defined using the profile elethevhich can occur within component and model elements. When

defining a new profile, the following attributes and elements are always relevant (normative requirements are

specified in the schema).
Table 18 1 XML Profile Definition

Name Description
name The profile name, including its version number (2.3.3).
base The name of the previous version of the profile (for use when the profile version is greater than 1).
extends A list of the names of the profiles that this profile extends.
description The profile®&f2description (
parameter Theprofil ebs parameter requirements, which can incl
and the parameter access requirement.
object The profileds object requirements, which canonithec| u
object access requirements, and requirements for t
Modifications
New data types, components, models and profiles
existing item.
Parameters, objectsapdr of i | es can be modified Ain placeodo, i

parameter, object and profile elements, and is indicated by using the base, rather than the name, attribute. The base

attribute specifies the name of the existitegn that is to be modified.

can

e

The syntax for modifying an item is the same as for creating an item, but there are rules. These rules are not
specified in the DM Schema.

Parameter Modifications
The following rules govern parameter modifications.

Table 1917 XML Parameter Modification

Name Description

access Can be fAipromotedd from readOnly to readWrite.

status Can be fipromotedd to a fAhighero value, where the
obsoleted, deleted. For example, current can be changed to deprecated, and obsoleted can be changed to
del et ed, but del et ed c aeted.t Whenepromdiireg stgtes,dhe deprecatiot, o o b's
obsoletion and deletion rules of section 2.4 MUST be obeyed.

activeNotify Can be changed from forceEnabled to forceDefaultEnabled. No other changes are permitted.

forcedinform

Cannot be changed.

description Can be extended or replaced via use of the action attribute. When changing the description, behavioral
backwards compatibility MUST be preserved.

syntax/hidden Cannot be changed.

syntax/list Can add or modify the list element in the following ways:

e Can convert a non-list string parameter to a list provided that an empty string was already a valid value
with the appropriate meaning.

e Can adjust limits on numbers of items, and on the list size, provided that the new rules do not permit any
values that were not valid for the previous version of the parameter.

syntax/int etc
syntax/dataType

Can make any change that follows the base type restriction rules of A.2.3.8, e.g. can add enumerations.

syntax/default

A default can be added if the parameter didndt al

Most of the above requirements are mmmative because it has to be possible to correct errors in a previous
version of a parameter. Processing tools SHOULD be able to detect and warn when a parameter is modified in a
way that contravenes the above rules.
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A.2.10.2 Object Modifications
The following rules gover object modifications.

Table 207 XML Object Modification

Name Description

access Can be fipromotedd from readOnly to readWrite.
minEntries Cannot be changed.

maxEntries Cannot be changed.

entriesParameter Cannot be changed, unless was previously missing, in which case can be added.

enableParameter Cannot be changed, unless was previously missing, in which case can be added.

status Can be fipromotedd to a Ahighero value, wheated ¢t he
obsoleted, deleted. For example, current can be changed to deprecated, and obsoleted can be changed to
del et ed, but deleted candét be changed back to obs
obsoletion and deletion rules of section 2.4 MUST be obeyed.

description Can be extended or replaced via use of the action attribute. When changing the description, behavioral
backwards compatibility MUST be preserved.

uniqueKey Cannot be changed.

component Can reference (include) new components.

parameter Can add new parameters.

Most of the above requirements are fmmmative, because it has to be possible to correct errors in a previous
version of arobject. Processing tools SHOULD be able to detect and warn when an object is modified in a way that
contravenes the above rules.

A.2.10.3 Profile Modifications

The following rules govern profile modifications. They applytteprofile element, and to its nestpdrameter and
object elements.

Table 217 XML Profile Modification

Name Description

status Can be fipromotedodo to a fAhigherodo value, where the
obsoleted, deleted. For example, current can be changed to deprecated, and obsoleted can be changed to
del eted, but deleted candét be changed back to ob

obsoletion and deletion rules of section 2.4 MUST be obeyed.

description Can be extended or replaced via use of the action attribute. When changing the description, behavioral
backwards compatibility MUST be preserved.

Most of the aboveequirements are nemormative, because it has to be possible to correct errors in a profile.
Indeed, since profiles are immutable, the only valid reason for changing a profile is to correct errors. Processing
tools SHOULD be able to detect and warn wherofile is modified in a way that contravenes the above rules.

A.3 DM Schema

The DM Schema is specified below. The normative version can be fohtig:Atvww.broadband
forum.org/cwnp/cwmp-datamodefl-1.xsd Please be aware thanhew version of the DM Schema midpet
publishedat any timein which case the version fhis documentvould becomeout of date Any conflict MUST be
resolved in favor of the normative version on the web site.
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<?xml version="1.0" encoding="UTF -8"?>

<l --
TR- 069 Data Model Definition Schema (DM Schema) v1. 2
Notice:

The Broadband Forum is a non - profit corporation organized to create
guidelines for broadband network system development and deployment. This

XML Schema has been approved by members of the Forum. This document is

not binding on the Broadband Forum, any of its members, or any developer
or service provider. This document is subject to change, but only with

approval of members of the Forum.

This document is provided “as is," with all faults. Any person holding a

copyright in this document, or any portion thereof, disclaims to the fullest

extent permitted by law any representation or warranty, express or implied,

including, but not limited to,

(a) any warranty of merchantability, fitness for a particular pu
non- infringement, or title;

(b) any warranty that the contents of the document are suitable for any
purpose, even if that purpose is known to the copyright holder;

(c) any warranty that the implementation of the contents of the docum
will not infringe any third party patents, copyrights, trademarks or
other rights.

This publication may incorporate intellectual property. The Broadband Forum

rpose,

TR-106 Issuel Amendment 4

entation

encourages but does not require declaration of such intellectual proper ty.
For a list of declarations made by Broadband Forum member companies,
please see http://www.broadband - forum.org.
Copyright The Broadband Forum. All Rights Reserved.
Broadband Forum XML Schemas may be copied, downloaded, stored on a server or
otherwise re - distributed in their entirety only. The text of this
notice must be included in all copies.
Summary:
TR- 069 Data Model Definition Schema (DM Schema). DM Instances define TR - 069
data models. Within the schema, elements are grouped b y category (simple
types, complex types etc), and are in alphabetical order within each
category.
Version History:
November 2008: cwmp - datamodel - 1-0.xsd, corresponds to TR - 106 Amendment 2
September 2009: cwmp - datamodel - 1- 1.xsd, corresponds to TR - 106 Amendment 3
- made import/@file aURland optional (in line with
DT Schema)
- added RangeFacet step attribute
March 2010:  cwmp - dat amodel - 1- 2.xsd, corresponds to TR - 106 Amendment 4
- added uniqueKey/@functional attribute
- supported #.A relative path syntax (parent)
- >
<IDOCTYPE cwmp datamodel [
<IENTITY colon ":">
<IENTITY hash "#">
<IENTITY dot" \.">
<IENTITY inst "( i\
<IENTITY name"([ \i-[][ \c-[: \.]JM)">
<IENTITY Name "([ \i-[a-z]][ \c-[: \.JM)">
<IENTITY num “( \ d+)">
1>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" xmIns:tns="urn:broadband - forum -
org:cwmp:data model - 1- 2" targetNamespace="urn:broadband - forum -

org:cwmp:datamodel - 1- 2" elementFormDefault="unqualified"
attributeFormDefault="unqualified">
<! --  Simple types - >
<xs:simpleType name="ActiveNotify">
<xs:annotation>
<xs:.documentation>Parameter
</xs:annotation>
<xs:restriction base="xs:token">
<xs:enumeration value="normal"/>

active notify support.</xs:documentation>
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<xs:enumeration value="forceEnabled"/>
<xs:enumeration value="forceDefaultEnabled"/>
<xs:enumeration value="canDeny"/>
</xs:restriction>
<Ixs:simpleType>
<xs:simpleType name="AnyTypeName">
<xs:annotation>

<xs:documentation>Built - in or derived type name.</xs:documentation>
</xs:annotation>
<xs:union memberTypes="tns :BuiltinTypeName tns:DataTypeName"/>

</xs:simpleType>
<xs:simpleType name="Bibrefld">
<xs:annotation>
<xs:documentation>Bibliographic reference ID; SHOULD uniquely identify this reference
across all instance documents.

For BBF DM Instances, t he bibliographic reference ID rules specified in A.2.4 MUST be used. For
example, to reference TR - 106 Issue 1 Amendment 2, the value of this
attribute would be TR - 106a2.</xs:documentation>

</xs:annotation>
<xs:restriction base="xs:token"/>

<Ixs: simpleType>

<xs:simpleType name="BuiltinTypeName">
<xs:annotation>

<xs:documentation>Built - in type name.
The type hierarchy is as for XML Schema, with "any" and "base64" mapping to the "anySimpleType"
and "base64Binary" XML Schema types respect ively.</xs:documentation>

</xs:annotation>
<xs:restriction base="xs:token">
<xs:enumeration value="any"/>
<xs:enumeration value="base64"/>
<xs:enumeration value="boolean"/>
<xs:enumeration value="dateTime"/>
<xs:enumeration value="hexBinary"/>
<xs:enumeration value="integer"/>
<xs:enumeration value="int"/>
<xs:enumeration value="long"/>
<xs:enumeration value="string"/>
<xs:enumeration value="unsignedInt"/>
<xs:enumeration val ue="unsignedLong"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="ComponentName">
<xs:annotation>
<xs:documentation>Component name; the same as xs:NCName except that dots are not
permitted.</xs:documentation>
</xs:annotation >
<xs:restriction base="xs:token">
<xs:pattern value="&name;"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="DataTypeName">
<xs:annotation>
<xs:documentation>Data type name; the same as xs:NCName except that cannot st art with
lower - case letter (to avoid conflict with built - in data type names) and
dots are not permitted.</xs:documentation>
</xs:annotation>
<xs:restriction base="xs:token">
<xs:pattern value="&Name;"/>
</xs:restriction>
</xs:simpleType >
<xs:simpleType name="DefaultType">
<xs:annotation>
<xs:documentation>Type of default.</xs:documentation>
</xs:annotation>
<xs:restriction base="xs:token">
<xs:enumeration value="factory">
<xs:annotation>
<xs:documentation>Default from standard, e.g. RFC. Also applies on object
creation.</xs:documentation>
</xs:annotation>
</xs:enumeration>
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143 <xs:enumeration value="object">

144 <xs:annotation>

145 <xs:documentation>Default on obj ect creation.</xs:documentation>

146 </xs:annotation>

147 </xs:enumeration>

148 </xs:restriction>

149 </xs:simpleType>

150 <xs:simpleType name="DescriptionAction">

151 <xs:annotation>

152 <xs:documentation>Description action.</xs:documentation>

153 </x s:annotation>

154 <xs:restriction base="xs:token">

155 <xs:enumeration value="create"/>

156 <xs:enumeration value="append"/>

157 <xs:enumeration value="replace"/>

158 </xs:restriction>

159 </xs:simpleType>

160 <xs:simpleType name="MaxEntries">

161 <xs:an notation>

162 <xs:documentation>Positive integer or "unbounded".</xs:documentation>

163 </xs:annotation>

164 <xs:union memberTypes="xs:positivelnteger">

165 <xs:simpleType>

166 <xs:restriction base="xs:token">

167 <xs:enumeration value="unbounded"/>

168 </xs:restriction>

169 </xs:simpleType>

170 </xs:union>

171 </xs:simpleType>

172 <xs:simpleType name="ModelName">

173 <xs:annotation>

174 <xs:documentation>Model name, including major and minor versions. The name part is the
175 same as xs:NCName except that dots are not permitted.</xs:documentation>
176 </xs:annotation>

177 <xs:restriction base="xs:token">

178 <xs:pattern value="&name;&colon;&num;&dot;&num;"/>

179 </xs:restriction>

180 </xs:simpleType>

181 <xs:simpleTyp e name="ObjectName">

182 <xs:annotation>

183 <xs:documentation>0Object name (maximum length 256). Each component is the same as
184 xs:NCName except that dots are not permitted. This name MUST in addition
185 follow the vendor - specific object name requirements of section
186 3.3.</xs:documentation>

187 </xs:annotation>

188 <xs:restriction base="xs:token">

189 <xs:maxLength value="256"/>

190 <xs:pattern value="(&name;&dot;(&inst;&dot;)?)+"/>

191 </xs:restriction>

192 </xs:simpleType>

193 <xs:simpleType name="0ObjectRe ference">

194 <xs:annotation>

195 <xs:documentation>Object path that cannot contain "{i}" placeholders and that therefore
196 references a single object. The path MUST follow the requirements of
197 A.2.3.4 (its scope will typically be specified via an attribut e of type
198 PathScope).</xs:documentation>

199 </xs:annotation>

200 <xs:restriction base="xs:token">

201 <xs:pattern value=" &hash;* &dot;?(&name;&dot;)*"/>

202 </xs:restriction>

203 </xs:simpleType>

204 <xs:simpleType name="ObjectReferencePattern">

205 <xs:annotation>

206 <xs:documentation>Object path that can contain "{i}" placeholders and that can therefore
207 references multiple objects. The path MUST follow the requirements of
208 A.2.3.4 (its scope will typically be specified via an attribute of type
209 Pat hScope).</xs:documentation>

210 </xs:annotation>

211 <xs:restriction base="xs:token">

212 <xs:pattern value=" &hash;* &dot;?(&name;&dot;(&inst;&dot;)?)*"/>

213 </xs:restriction>
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214 </xs:simpleType>

215 <xs:simpleType name="0ObjectReferencePatterns">

216 <xs:an notation>

217 <xs:documentation>List of object paths, each of which can contain "{i}"

218 placeholders.</xs:documentation>

219 </xs:annotation>

220 <xs:list itemType="tns:ObjectReferencePattern"/>

221 </xs:simpleType>

222 <xs:simpleType name="Opaquel|D">

223 <xs: annotation>

224 <xs:documentation>Opaque ID.</xs:documentation>

225 </xs:annotation>

226 <xs:restriction base="xs:token">

227 <xs:maxLength value="256"/>

228 </xs:restriction>

229 </xs:simpleType>

230 <xs:simpleType name="ParameterName">

231 <xs:annotation >

232 <xs:documentation>Parameter name (maximum length 256); the same as xs:NCName except that
233 dots are not permitted. This name MUST in addition follow the vendor -
234 specific parameter name requirements of section 3.3.</xs:documentation>
235 </xs:annotation>

236 <xs:restriction base="xs:token">

237 <xs:maxLength value="256"/>

238 <xs:pattern value="&name;"/>

239 </xs:restriction>

240 </xs:simpleType>

241 <xs:simpleType name="ParameterReference">

242 <xs:annotation>

243 <xs:documentation>Param eter path that cannot contain "{i}" placeholders and that therefore
244 references a single parameter. The path MUST follow the requirements of
245 A.2.3.4 (its scope will typically be specified via an attribute of type
246 PathScope).</xs:documentation>

247 </xs:ann otation>

248 <xs:restriction base="xs:token">

249 <xs:pattern value=" &hash;* &dot;?(&name;&dot;)*&name;"/>

250 </xs:restriction>

251 </xs:simpleType>

252 <xs:simpleType name="PathScope">

253 <xs:annotation>

254 <xs:documentation>Object / parameter path name scope (A.2.3.4).</xs:documentation>
255 </xs:annotation>

256 <xs:restriction base="xs:token">

257 <xs:enumeration value="normal"/>

258 <xs:enumeration value="model"/>

259 <xs:enumeration value="object"/>

260 </xs:restriction>

261 </xs:simpleType>

262 <xs:simpleType name="ProfileName">

263 <xs:annotation>

264 <xs:documentation>Profile name, including version. The name part is the same as xs:NCName
265 except that dots are not permitted.</xs:documentation>

266 </xs:annotation>

267 <xs:restriction base="xs:t oken">

268 <xs:pattern value="&name;&colon;&num;"/>

269 </xs:restriction>

270 </xs:simpleType>

271 <xs:simpleType name="ProfileNames">

272 <xs:annotation>

273 <xs:documentation>List of profile names.</xs:documentation>

274 </xs:annotation>

275 <xs:list itemType="tns:ProfileName"/>

276 </xs:simpleType>

277 <xs:simpleType name="ProfileObjectAccess">

278 <xs:annotation>

279 <xs:documentation>Object access (within profile).</xs:documentation>

280 </xs:annotation>

281 <xs:restriction base="xs:token">

282 <xs:enumeration value="notSpecified"/>

283 <xs:enumeration value="present"/>

284 <xs:enumeration value="create"/>
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