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"#$%&'()$F&++,-. !

This Technical Reportefines version 2 of the FB69 [2] Device data model (Device:2)he
Device:2 data modelpplies to all types of TR63enabled devices, including End Devices,
Residential Gatewaysnd other Network Infrastructure Devices. It represemisxa generation
evolutionthat supesedes bottevice:1landInternetGatewayDevice:1.

The evolution to Deice:2 was necessary in order resolve some fundamental limitations in the
InternetGatewayDevicé data modelwhich proved to beinflexible and caused problems
representingcomplex device configurations However, in defining thisnext generatiordata

model, care has been taken to ensure that all InternetGatewayDevice:1 and Device:l
functionality has been covered Legacy installationscan continue to make use of the
InternetGatewayDevice:1 and Device:1 data moaehschare stillvalid.

The Device:2 da model defined in thiFechnical Reportonsists of a set of data objects
covering things like basic device information, thmeday configuration, network interface and
protocol stack configuration, routing andidging management, throughput statistics, and
diagnostic testdt also defines a baseline profile that specifies a minimum level of data model
support.

The cornerstone of the Devicedata model is the interface stacking mechanism. Network

interfaces ad protocollayers are modeled as independent data objbetiscan bestacked, one
on top of the other, into whatever configuration a device might support.

February2011 © The Broadband Forumll rights reserved 8 0f 88
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1 Purposeand Scope

1.1 Purpose

This Technical Reportefinesversion 2 of the TFRO69 [2] Device data model (Device:2)he
Device:2 data model applies to all types of-069-enabled devices, including End Devices,
Residential Gatewaysnd other Network Infrastructure Devices. It repnes@next generation
evolutionthat supesedesboth Device:1landInternetGatewayDevice:1.

The evolution to Device:2 was necessary in order resolve some fundamental limitations in the
InternetGatewayDevice:1 data model, which proved to be inflexible ansed problems in
representing complex device configurations. However, in defining this next generation data
model, care has been taken to ensure that all InternetGatewayDevice:1 and Device:l
functionality has beencovered Legacy installationscan continle to make use of the
InternetGatewayDevice:1 and Device:1 data moaehschare still valid

1.2 Scope

The Device:2 data model defined in thigchnical Reportonsists of a set of data objects
covering things like asic device information, timef-day configuration, network interface and
protocol stack configuration, routing and bridging management, throughput statistics, and
diagnostic testdt also defines a baseline profile that specifies a minimum level ofnoladke!
support.

The cornerstone of the Devicedata model is the interface stacking mechanism. Network
interfaces and protocddyers are modeled as independent data objecksa. interface objects)
that can bestacked, one on top of the other, into wevar configuration a device might support.

Figurel illustrates the togpeevel Device:2 data model structufggure 2, Figure 3, andFigure4
illustrate the data model structure in greater defak Sectio® for the complete list of objects.

¥ Interface objects are indicated bpdashediackground pattern.
¥ Objects that reference interface objects are indicateddunjogdCbackground pattern.

February2011 © The Broadband Forumll rights reserved 90of 88
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Device.
777777777777777777777777777777777777777777777777777777777 Device Level  ----oommmmm
Devicelnfo. LANConfigSecurity. SoftwareModules.
ManagementServer. SmartCardReaders. Users.
Gatewaylnfo. PeriodicStatistics. Hosts.
Userlnterface. SelfTestDiagnostics. Services.
e S e e
InterfaceStack {i}. HomePlug. PTM.
DSL. UPA. PPP.
Ethernet. USB. IP.
HPNA. WiFi.
MoCA. ATM.
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Applcations and Proocols
Routing. NAT. DHCPv6
Bridging. DLNA. NeighborDiscovery.
QoS. UPnP. RouterAdvertisement.
Firewall. Time. IPv6rd.
IEEE8021x. DNS. DSLite.
CaptivePortal. DHCPv4

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 1 BDevice:2 Data Model StructureDOverview
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Device.
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Device Level
Devicelnfo. ManagementServer. Userlnterface.
I SupportedDataModel {i}. | I ManageableDevice {i}. I I RemoteAccess. |
I VendorConfigFile {i}. | AutonomousTransfer- I LocalDisplay. |
CompletePolicy.
I VendorLogFile {i}. | SmartCardRoaders
- |DUStateChangeCompIPolicy. | s
I Processor {i}. | SmartCardReader {i}.
ProcossStats. DownloadAvailability. | SmartCard.{i}. |
- | Announcement. |
| Process {i}. |
| Query. | SoftwareModules.
TemperatureStatus. I ExecEnv{i} |
| TemperatureSensor {i}. | -
LB ST I DeploymentUnit {i}. |
NetworkProperties. - _—
I | PeriodicStatistics. I ExecutionUnit {i}. |
| MomoryStas. | SampleSet {i}
| Parameter {i}. | RIZEE
Gateway|nfo. Host {i}.
: : [ 1Pv4Address ). |
Servi SelfTestDiagnostics.
ervices. [ 1Pv6Address {i} |
<<Service Objects defined
in other specifications>> Users.
[ user (iy. |

Figure 2 BDevice:2 Data Model StructureDDevicel evel
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Device. ert . .
—————————————————————————————————————————— terface Stac etwc el o
InterfaceStack {i}. HPNA. MoCA.
Interface {i}. Interface.{i}.
DSL. [ stats. | [ stats. |
Line {i}.
| Stats. I QoS. | I QoS. |
| TestParams. | AssociatedDevice {i}. | |AssociatedDevice.{i}, |
Channel {i}. Diagnostics. WiFi
| Stats. | PHYThroughput. | o
Radio {i}.
- - PerformanceMonitoring. I Stats. |
BondingGroup {i}. | T |
| BondedChannel (i) : SSID{i).
Channels.
[ stats. | | | stats. |
| EINETILL AccessPoint {i}.
UPA. -
- - ] Security. |
Diagnostics. Interface.{i}.
[ ADSLLineTest {i}. [ stats. | [ wes. |
| AssociatedDevice {i}. | I LD Sl |
ATM.
Tk, | ActiveNoteh.i). | EndPoint.{i}.
[ stats. [ BridgeFor i} | | Stats. |
| QoS. I Security. |
Diagnostics. I Profile {i}. |
Diagnostics. | InterfaceMeasurement. | I PS I
| F5Loopback. .
USB. 5
PTM. - -
o Interface {i}- Interface.{i}.
Link {i}. I Stats | -
v : ] IPv4Address {i}. |
| Port{i}. | [ 1PvBAddress {i}. |
Ethernet. — [ 1Pv6Prefix.{i. |
Interface {i}. osts.
[ stats Host {i}. | stats. |
| Device {i}. |
Lk, [ ActivePort {i}.
| Stats. Diagnostics.
FEE | 1PPing |
VLANTermination {i}. Interface {i}. :
| Stats. I Stats. | | TraceRoute. |
I PPPOA. | I DownloadDiagnostics. |
HomePlug. - g
: | PPPOE. | | UploadDiagnostics. |
Interface.{i}.
[ stats. [1Pcp. | | UDPEchoConfig. |
[ AssociatedDevice.{i}. [ 1PvecP. |

Figure 3 DDevice:2 Data Model Structure DInterface Stack and Networking Technologies
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Device.
77777777777777777777777777777777777777777777777777 Applications and Protocols - oo
Routing. Firewall. DHCPv4.
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Figure 4 BDevice:2 Data Model StructureDApplications and Protocols
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2 References and Terminology

2.1 Conventions

In this Technical Reportseveral words are used to signify the requirements of the specification.
These words aralwayscapitalized More information can be found be in RFC 211P

MUST This word, or the termTREQUIRED) means that the definition ian
absolute requirement of the specification.

MUST NOT This phrase means that the definition is an absolute prohibition o
specification.

SHOULD This word, or the adjectiv€RECOMMENDEDQ means that thereould
exist valid reasons in particular awmstances to ignore this item, but the f
implicationsneed tobe understood and carefully weighed before choosi
different course.

SHOULD NOT This phrase, or the phra@8OT RECOMMENDEDOmeans that thereould
exist valid reasons in particular cirogtances when the particular behay
is acceptable or even useful, but the full implicatineed tobe understooc
and the case carefully weighed before implementing any behavior des
with this label.

MAY This word, or the adjectiv@DPTIONALQ meais that this item is one of &
allowed set of alternatives. An implementation that does not include
option MUST be prepared to inteperate with another implementation tt
does include the option.

The key wordsDEPRECATEDD and OOBSOLETEDO in thigechnical Reportare to be
interpreted as defined IFR-106[3].
2.2 References

The following references are of relevance to thechnical ReportAt the time of publication,
the editions indicated were valid. All references are subject to revision; users Déc¢hisical
Reportare therefore encouraged to investigate the possibility of applying the roest eglition
of the references listed below.

A list of currently validBroadband-orum Technical Reports is publishedhatw.broadband
forum.org

[1] RFC 2119Key words for use in RFCs to Indicate Requirement LeNeEl$, 1997

[2] TR-069 Amendmen8, CPE WAN Management Protoc@roadband Forup2010

[8] TR-106 Amendmenb, Data Model Template for FR69-Enabled DevicesBroadband
Forum 2010

[4] RFC 3986 Uniform Resource ldentifier (URI): Genc SyntaxIETF, 2005
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[5]
[6]
[7]

[8]

[9]

[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]

[20]
[21]
[22]
[23]
[24]
[25]

[26]
[27]

[28]

[29]
[30]

[31]
[32]

XML Schema Part O: Primer Second Editig3C, 2004
RFC 2863 The Interfaces Group MIBETF, 2000

X.200, Information technology Open Systems InterconnectioBasic Reference Model:
The basic modelTU-T, 1994

802.132004 Media Access Qarol (MAC) Bridges, IEEE, 2004

802.1Q2005 Virtual Bridged Local Area Networks, IEEE, 2006

RFC 2597 Assured Forwarding PHBroup, IETF, 1999

RFC 3246 An Expedited Forwarding PHB (Relop Behavior), IETF, 2002
RFC 3261 SIP: Session Initiation Protocol, IETF, 2002

RFC 3435 Media Gateway Control Protocol (MGCPYersion 1.0, IETF, 2003
RFC 4566 SDP: Session Description Protocol, IETF, 2006

RFC 2453 RIP Version 2, IETF, 1998

RFC 2460Internet Protocol Version 6RV6) Specification, IETF, 1998

RFC 2464 Transmission offv6 Packets over Ethernet Networks, IETF, 1998
RFC 3315Dynamic Host Configuration Protocol fdPd6 (DHCPV6), IETF, 2003

RFC 36331Pv6 Prefix Options for Dgamic Host Cofiguration Protocol (DHCP) version
6, IETF, 2003

RFC 4191 Default Router Preferences and M@&@pecific Routes, IETF, 2005
RFC 4193 Unique Local IPv6 Unicast Addresses, IETF, 2005

RFC 4861 Neighbor Discovery for IP version &46), IETF, 2007

RFC 48621Pv6 Stateless Address AutoconfiguratidETF, 2007

RFC 5072IP Version 6 over PPP, IETF, 2007

RFC 5969 1Pv6 Rapid Deployment on IPv4 Infrastructures (@&yotocol Specification,
IETF, 2010

RFC 61®, IPv6 Router Advertisement Options for DNS Configuration, IETF, 2010

draftietf-softwire-duatstacklite, DualStak Lite Broadband Deployments Following
IPv4 Exhaustion, IETF, 2010

draftietf-softwire-dslite-tunnetoption Dynamic Host Configuration Protocol for IPv6
(DHCPv6) Optios for DuatStack Lite, IETF, 2010

TR-101, Migration to Ethernet Based DSL Aggregation, Broadband Fo2006

TR-124 Issue 2Functional Requirements for Broadband Residential Gateway Devices,
Broadband Forum, 2010

TR-177, 1Pv6 in the context of TRO1, Broadband Forum@010
TR-187, IPv6 for PPP Broadband Access, Broadband Forum, 2010
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[33] ICSA Baseline Modular Firewall Certifation Criteria Baseline modul®version 4.1,
ICSA Labs, 2008

[34] ICSA Residential Modular Firewall Certification CriterlRequired Services Security
Policy DResidential Categomnodulebversion 4.1, ICSA Labs, 2008
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2.3 Definitions
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The following terminology is used throughout thischnical Report

ACS

CPE

Component

CWMP

Data Model

Device
DM Instance

DM Schema

Downstream
Interface

Interface Object

Object
Parameter

Path Reference

Upstream
Interface

February2011

Auto-Configuration Server. This is a component in the broadband ne
responsible for ao-configuration of the CPE for advanced services.

Customer Premises Equipment; refds any TR-069-enabled [2] device and
therefore coverfkesidential Gateway+AN-side End Devices and other Networ
Infrastructure Devdes

A named collection ofObjects and/or Parametersand/or Profilesthat can be
included anywhere within Bata Model

CPE WAN Management Protocol.Defined in TRO069 [2], CWMP is &
communication protocol between aACS and CPE that defines a mechanism 1
secure auteonfiguration of aCPE and otherCPE management functions in
common framework.

A hierarchical set ofObjectsand/or Parametersthat define the managed obje
accessile via TR069 for a particulaCPE

Used here as a synonym fOPE

Data Model Schema instance documédiis is an XML document that conforms
the DM Schemaand to any additional rules specified in or referenced byDike
Schema

Data Model Schemarhis is the XML Schemd5] that is used for defining da
models for use witiCWMP.

A physical interfacebjectwhose Upstream parameter is sefaise or aninterface
that is associated with such a physical interface via the InterfaceStack. For exe
downstream IP Interface is an IP.Interface object that is associated w
Upstream=false physicdyerinterface.

A type of Object that models a network interface or protocol layer. Commi
referred to as an interface. They can be stacked, one on top of the otheRatki
Referencesn order to dynamically define the relationships between interfaces.

A named collection oParametersand/or othe©Objects

A namevalue pair representing a manageabRE parameter made accessible to
ACSfor reading and/or writing.

Describeshow a parameter can reference another parameter or object via i
name(Section A.2.3.4TR-106[3]). Such a reference can be weak or strdsegijon
A.2.3.6TR-106[3]).

A physical interfaceobjectwhose Upstream parameter is setrtge, or aninterface
that is associated with such a physical interface via the InterfaceStack. For e
an upstream IP Interface is an IP.Interface object that is associated w
Upstream=true physicédyerinterface
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2.4 Abbreviations

This Technical Reporisesthe following abbreviations:

ATM
DHCP
DSL
P
osl
PPP
PTM
RG
RPC
SSID
UR]
URL

February2011

Asynchronous Transfer Mode
Dynamic Host Configuration Protocol
Digital Subscriber Line.
Internet Protocol.

Open Systems Interconnection.
Pointto-Point Protaol.

Packet Transfer Mode.
Residential Gateway

Remote Procedure Call.
Service Set Identifier.

Uniform Resource ldentifige].
Uniform Resource Locatg4].
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3 Technical Reportimpact

3.1 Energy Efficiency
TR-181Issue2 Amendment Zas no impact on Engy Efficiency.

3.2 IPv6
TR-181Issue2 Amendment 2lefines IPv6 extension'sto the Device:2 data model

3.3 Security
TR-181Issue2 Amendment Zas no impact on Security.

Y Introdued inlssue 2Amendment 2
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4  Architecture

4.1 Interface Layers

This Technical Reportmodels network interfaces andprotocol layers as independent data
objects, generally referred to as interface obj@mténterfaces)Interface objects can be stacked,
one on top of the other, using path references in order to dynamieéie dhe relationships
between interface

The interface object and interface stack are concepts inspilRBE®Y8636].

Within the Device:2 data model, interface objects are arbitrarily restricteléfioitions that
opeateat orbelow thelP network layer(i.e. layers 1 through 3 of the OSI mogi#l). However,
vendorspecific interface objesMAY be definedwhich fall outside thigestrictedscope.

Figure5 lists the interface objects defined in the Device:2 data model. The indicated OSI layer is
nonnormative; it serves as a guide only, illustratgvhat levein the stack an interface object

is expected to appedtiowever, a CPE need not suppor useall interfaces which means that

the figure does not refleetl possible stacking combinations and restrictions. For exarop&

CPE stackmight excludeDSL Bonding while another CPE stack mightclude DSL Bonding

but exclude Bridging, while still another might include VLANTermination under PPR or
VLANTermination under IP with no PPP, or even Etherngnk under IP with no
VLANTermination and no PPP

NOTE D Throughout thisTechnical Reportobject nanes are often abbreviated in order to improve
readability. For examplé)evice.Ethernet.VLANTermination.{is thefull name of a Device:2 object, but
might casually be referred to as Ethernet.VLANTerminatiofif or VLANTermination.{i} or
VLANTermination just so long as the abbreviation is unambigubugh respect to similarly named
objectsdefined elsewhere within the data mqgdel
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OSI Layers:
3 [P.Interface
24+ PPP.Interface
2+ Ethernet. VLANTermination
2 Ethernet.Link
2- Bridging.Bridge.{i}.Port
2. ATM. | PTM. WiFi.
Link | Link SSID
@ o
e = | 2| E | €| 2| ¢
Bonding = = - 3z ] =
-~ 2 v v = t t
Group L = = = S =
]—o— - — - =14 (=4 =
- - - = = -
DSL. £ 7 O = < 2| WiFi
Channel = ; § = - - Radio
= =
1 DSL.Line
e ——- e

Figure 5DOSI Layers and Interface Objects®

4.2 Interface objects

An interface object is a typef network interface or protocol layer. Each type of interface is
modeled bya Device:2 data modéhble, with a row per interface instan@eg. IP.Interface.{i}

for IP Interfaces)

Each interface object contaia core set of parameters and objectsctvisierves as the template
for defining interface objects within the data model. Interface objects can also contain other

parameters and swdbjects specific to the type of interface.

2 Note that, because new minor versions of the Device:2 data model can be defined wifhdlishéng this

Technical Reportthe figure is not necessarily -tqp-date.
% The Bridge.{i}.Port.{i} object models bottimanagemenfupwards facing)Bridge Ports anchonmanagement
(downwards facingBridge Ports, where each instance is configured as one or the other. Management Bridge Ports

are stacked abovenmanagemenBridge Ports.
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The core set of parameters consists of:

¥

¥

Enable
Status

Alias

Name
LastChange

LowerLayers

The administrative statf the interface (i.e. boolean indicatiagabled
or disable(l

Theoperational statef the interfacdi.e. Up, Down, Unknown,
Dormant, NotPresent, LowerLayerDown, Error)

An alternate name used to identify the interface, whiclsssgned m
initial valueby the CPEbut canlater bechosen by the ACS

The textual namased to identifithe interfacewhich ischosen by the
CPE

Theaccumulatedime in seconds sincehe interface entered its current
operational state

A list of pathreferences tinterface objects that are stacked
immediately belowthe interface

Also, acore set oftatisticsparameterss contained within a Stats sudbject The definition of
these parameters MAY be customized for each intetigume The coreset ofparametersvithin
the Statsub-objectconsists of:

¥

¥

BytesSent The total number of bytasansmitted out ofhe interface,
including framing characters.

BytesReceived The total number of bytes received on the interf:
including framing characters.

PacketsSent The total number of packets transmitted out of
interface.

PacketsReceived The total number of packets received omitherface.
ErrorsSent The total number of outbound packets that could no
transmitted because ofrers.

ErrorsReceived The total number of inbound packets that contained e
preventing them from being deliveréo a highedayer
protocol

UnicastPacketsSent The total number of packets requested for transmis
which were not addressed to a mw@st or broadcas
addressat this layer including those that were discard
or not sent.

UnicastPacketsReceived The total number of received packetielivered by this

layer to a higher layenvhich were not addressed to
multicast or broadcast addregghis layer

DiscardPacketsSent The total number of outbound packets which were chu

February2011

to be discarded even though no errors had been del
to prevent their being transmitted.
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¥ DiscardPacketsReceived The total number of inbound packets which were ehc
to be discarded even though no errors had been del
to prevent their being delivede

¥ MulticastPacketsSent The total number of packetbat highedayer protocols
requested for transmissi@mdwhich were addressed to
multicast addresat this lger, including those that wer
discarded or not sent.

¥ MulticastPacketsReceived The total number of received packetielivered by this
layer to a higher layerwhich were addressed to
multicast addresat this layer

¥ BroadcastPacketsSent  The total numbr of packetshat higherlevel protocols
requested for transmissi@amdwhich were addressed to
broadcast addres# this layey including those that wer
discarded or not sent.

¥ BroadcastPacketsReceive The total number of received packetielivered iy this
layer to a higher layerwhich were adressed to
broadcast addresd this layer

¥ UnknownProtoPackets The total number of packets received via the interf
Received which were discarded because of an unknown
unsupported protocol.

NOTE D The CPE MUST reset ainterface's Stats parametgimless otherwise stated in individual
object or parameter descriptions) either when the interface becomes operationally down due to a previous
administrative down (i.e. the interface's Status parametegititars toa downstateafter the inteface is
disabled) or when the interface becomes administratively up (i.e. the interface's Enable parameter
transitions fronfalseto true). Administrative and operationatatus is discussed ire&ion4.2.2

4.2.1 Lower Layers

Each interface object can be stacked on top of zero or more other interface obhjettMUST
be specified using its LowerLayers parameter. By having each interface object, in turn, reference
the interface objects in itswer layer, a logical hierarchy of all interface relationships is built up.

The LowerLayers parameter is a comgegparated list opath references to interface objects
Each item in the list represents an interface object that is stacked immediataly thel
referencing interfacelf a referencedinterface is deleted, the CPE MUST remove the
corresponding item from this list (i.e. items in the LowerLaparemeteare strong references).

These relationshipsetween interface objeatan either be séty management action, in order to
specify new interface configurations, or be-pomfigured within the CPE.

A CPE MUST reject any attempt to set LowerLayers values that would result in an invalid or
unsupported configuratiofhe correspondinfault respnsefrom the CPEMUST indicate this
usingan Invalid Parameter Valugault code(9007). SeeSection A.3.2.1ITR-069 [2] for further
detailson SetParameterValues fault responses
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The lowest layer in a fully configured and oponal stack iggenerallythe physical interface
(e.g. DSL Line instance representing RSL physical link). Within these physical interface
objects the LowerLayers parameter will be an empty listesssome lower layer vender
specific interface objectare defined and presermdigher layer mterface objects MAY operate
without a physical layer being modeledowever this is a local matter to the CPE.

Figure 6 illustrates theuse ofthe LowerLayers parametek, B, C, and D repesent interface

objects. Interface AOs LowerlLayers parameter references interfaces B and C. Interface BOs
LowerLayers parameter references interface D. Intesf@cand D have no interface references
specified in their LowerLayers parameters. In this waymultilayered interface stack is
configured. If the ACS were to delete interface B, then the CPE would update interface AOs
LowerLayers parameter to no longer reference interface B (and interface D would be stranded,
no longer referenced by the now detkinterface B).

A
S
B C
v
D

Figure 6 DInterface LowerLayers

4.2.2 Administrative and Operational Status

NOTE BMany of the requirements outlined in this section wagsvedfrom Section 3.113RFC 2863
[6].

An interface objectOs Enable and Status parameters specify the current administrative and
operational status of the interface, respectively. Valid values for the Status pararadthy,
Down, Unknown, Dormant, NotPresent, LowerLayerDown, and Error

The CPE MUST deeverything possiblén order to follow the operational state transitions as
described below. In soe cases thesequirementsare defined as SHOULDthis is not an
indication thatthey areoptional Thesetransitions and the relationship between the Enable
parameter aththe Status parameter, aeqjuired behaviobit is simply the timing of how long
these state transitions take that is implementation specific.

When the Enable pameter isfalse the StatusparameterSHOULD normally be Down (or
NotPresent or Error if there is a fault condition on the interfadédte that when the Enable
parameter transitions false it is possible that the Status parameterOs transitiDovio might

occur after a small time lag if the CPE needs to first complete certain operations (e.g. finish
transmitting a packet).
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When the Enable parameter is changedue the Status SHOULD do one of the following:

¥ Change tdJpif and only ifthe interfaceas ableto transmit and receive network traffic.

¥ Change toDormantif and only ifthe interface is operable, but is waiting for external
actions before itantransmit and receive network traffic.

¥ Change td_owerLayerDownif and only if the interface isrpvented from entering the
Up state because one or more of the interfaces beneath it is down.

¥ Remain in theError stateif there is @ error or otheffault condition detected on the
interface

¥ Remain in theNotPresentstate if the interface has missing f(ically hardware)
components.

¥ Change tdJnknownif the stae of the interface can not be determined for some reason.

The Dormantstate indicates that the interfaceofgerable, but it is waiting for external events to
occur before it caransmit/receivdraffic. When such evestoccur, and the interface is then
able to transmit/receive traffithe Status SHOULD change to tte state. Notahat loth the
Up andDormantstates are considered healthy states.

The Down, NotPresent LowerLayerDown and Error states all indicate that the interface is
down. TheNotPresenstate indicates that the interface is down specifically because of a missing
(typically hardware)component. The_owerLayerDownstate indicates that the interface is
stacked on top of one or meoother interfaces, and that this interface is down specifically
because one or more of these lovester interfaces is down.

The Error state indicates thdlhe interface is down becaua® error or othefault condition was
detected on the interface

4.2.3 Stacking and Operational Status
NOTE DThe requirements outlined in this section weeeivedfrom Section 3.1.1/RFC 28636].

When an interface object is stacked on top of lelager interfaces (i.e. is not lzottommost
layer in the stack), then:
¥ The interface SHOULD bup if it is ableto transmit/receive traffic due to one or more
interfaces lower down in the stack beibp, irrespective of whether other interfaces
below it are in a noftUp state (i.e. the terface is functioning in conjunction with at least
some of its lowetayered interfaces).
¥ The interface MAY beJp or Dormantif one or more interfaces lower down in the stack
areDormantand all other interfaces below it are in a Admstate.
¥ The interf&e is expected to HeowerLayerDownwhile all interfaces lower down in the
stack are eithedown, NotPresentLowerLayerDownor Error.

4.2.4 Vendor-specific Interface Objects

Vendorspecific interface objects MAY be defined and used. If such objects areieghdnjf
vendors, they MUST be preceded By <VENDOR>_and follow the syntax for vendor
extensionssedfor parameter namgasdefined inSection 3.3TR-106[3]).
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If the ACS encounters an unknown vendpecific interface objecwithin a CPEOs interface

stack, rather than responding with a fault, the ACS MUST proceed as if this objectayepper
interfaces were directly linked to its lowkayer interfaces. This applies whether the ACS
encounters such an object via the IrteefStackable (Section4.3) or via an interface objectOs

LowerLayersparameter

Figure7 illustrates a stacked vendspecific interface object beirgypassedby the ACS where
there igustone obgct below the vendespecific object

IP.Interface.1

'

X _00256D_AB.
Interface.1

'

Ethernet.Link.1

IP.Interface.1

- - === ——--d

Ethernet.Link.1

Figure 7 BIgnoring a Vendor-specific Interface Object in the Stack

Figure8 illustrates a stacked vendspecific interface object beirgypassedy the ACS whee
there are multiple objects below the vendpecific object

Bridging.Bridge.1 Bridging.Bridge.1

.Port.1 .Port.1
[ManagementPort =true] [ManagementPort =true]

v N
X_00256D_AB. > ;PN
Bridge.1 f
! \
>\ vy Yy

Bridging.Bridge.1
.Port.2
[ManagementPort =false]

Bridging.Bridge.1
.Port.3

[ManagementPort =false]

Bridging.Bridge.1
.Port.1
[ManagementPort =false]

Bridging.Bridge.1
.Port.2

[ManagementPort =false]

Figure 8 Blgnoring a Vendor-specific Interface Object in the Stackmultiple sub-objects)

4.3 InterfaceStack Table

Although the interface stack can be traversed viadrbayers parameters (as described in
Section4.2.1Lower Layer}, an alternate mechanism is provided to aid in visualizing the overall
stacking relationships and to quickly access abjwithin the stack.

TheInterfacé&tack table is a Device:2 dataodelobject, namel\Device.InterfaceStadk}. This

is a reaebnly table whose rowareautogenerated by the CPE based on the current relationships
that are cofigured between interfacebjects (via each interface instance@swerlLayes
parameter Each table row represents @GinkO between a highdayer inerface object
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(referenced by itsligherLayer parameter) and a loweyer inerface object (referenced by its
LowerLayer parameter)This means that an InterfaceStack table row@kerLayer and
LowerLayer parametemsill always both be nomull.

NOTE DAs a consequence, interface instances that have been stranded will not be represented within the
InterfaceStack tabfe It is also lilely that multiple, disjoint groups of stacked interface objexits

coexist within the table (for example, each IP interface will be the root of a disjoint group; unused
OfragmentsO, e.g. a secondary DSL channel with a configured ATM PVC that isnét tttankithing

above, will linger if they remain interconnected; and finally, partially configured OfragmentsO can be
present when an interface stack is being set up).

A CPE MUSTautonomouslyadd or remove rows in the InterfaceStack table in resporbe to
following circumstances:
¥ An interfaceOs LowerLayers parameter was updated to remove a reference to another
interface (i.e. a OlinkO is being removed from the staeko a SetParameterValues
requesk
¥ An interfaceOs LowerLayers parameter was updateddd a reference to another
interface (i.e. a OlinkO is being added to the diseto a SetParameterValues reqjest
¥ An interface was deleted that had referenced, or been referenced by, one other interface
(i.e. a OlinkO is being removed from the staigito a DeleteObject request
¥ An interface was deleted that had referenced, or been referenced by, multiple interfaces
(i.e. multiple OlinksO are being removed from the stack dubeteteObject requgst

Once the CPE issues the SetParameterValuesRespor the DeleteObjectResponse, all
autonomous InterfaceStack table changes associated with the corresponding request (as
described in the preceding paragraph) MUST be available for subsequent commands to operate
on, regardless of whether or not thesanges have been applied by the CPE (se®d@¥R2]

Sections A.3.2.1 and A.3.2.7 for background on these RPC methods)

As anexample,Table 1 lists an InterfaceStack table configurationaginedfor a fictitious,
simple router Each row in this table corresponds to a row in the InterfaceStack Tide.
specifiedobjects andnstance numbers are manufactured for the sake of this example; real world
configurations will likely differ.

Table 1 BSimple Router Example (InterfaceStack table)

Row/Instance | Higher Layer Interface Lower Layer Interface
1 IP.Interface.1 PPPRInterfacel

2 PPP.Interface.1 Ethernet.Link.1

3 Ethernet.Link.1 ATM.Link.1

4 ATM.Link.1 DSL.Channel.1

5 DSL.Chanel.1 DSL.Line.1

6 IP.Interface.2 Ethernet.Link.2

* An interface insince is consideredtrandedwhen it has no lower layer references to or from other interface
instances Strandedinterface instancewill be omitted from the InterfaceStack table until such time as they are
stackedabove or below another interface instgnga aLowerLayers parameteeference.
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Row/Instance | Higher Layer Interface Lower Layer Interface

7 Ethernet.Link.2 ATM.Link.2

8 ATM.Link.2 DSL.Channel.1

9 IP.Interface.3 Ethernet.Link.3

10 Ethernet.Link.3 Bridging.Bridge.1.Port.1
11 Bridging.Bridge.1.Port.1 Bridging.Bridge.1.Port.2
12 Bridging Bridge.1.Port.2 Ethernet.Interface.1

13 Bridging.Bridge.1.Port.1 Bridging.Bridge.1.Port.3
14 Bridging.Bridge.1.Port.3 Ethernet.Interface.2

15 Bridging.Bridge.1.Port.1 Bridging.Bridge.1.Port.4
16 Bridging.Bridge.1.Port.4 WiFi.SSID.1

17 WiFi.SSID.1 WiFi.Radio.1

By looking atthe rows from theexamplelnterfaceStack table as a wholee can visualize the
overall stack configurationkigure 9 shows how this information can be pictured. Interface
instances are represented by cetbboxes, while InterfaceStack instances are represented by
numbered circles.

1"#$%! Interface Object
10%! _\ XXX
/ @ InterfaceStack
t
)- IP.Interface.1 IP.Interface.2 IP.Interface.3 o
(&)
)+, PPP.Interface.1
0% ®, @y
Ethernet.Link.1 Ethernet.Link.2 Ethernet.Link.3
(&9y
Bridging.Bridge.1.Port.1
[ManagementPort=true]
)+
Bridging.Bridge.1 Bridging.Bridge.1 Bridging.Bridge.1
.Port.2 .Port.3 .Port.4
[ManagementPort=false] [ManagementPort=false] [ManagementPort=false]
O} <l @) )y (@3,
ATM.Link.1 ATM.Link.2 WiFi.SSID.1
Ethernet.Interface.1| |Ethernet.Interface.2
DSL.Channel.1 [Upstream=false] [Upstream=false]
* WiFi.Radio.1
) <(> ¢ [Upstream=false]
DSL.Line.1
[Upstream=true]

&( ) Y( )

Figure 9 BDSimple Router Example(Interfaces Visualized)
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Finally, Table 2 completes th example by listing each interfacestance and its corresponding
LowerLayers parameter value.

Table 2 DSimple Router Example (Interface LowerLayers)

Interface LowerlLayersvalue
IP.Interface.1 PPP.Interface.1
IP.Interface.2 Ethernet.Link.2
IP.Interface.3 EthernetLink.3
PPP.Interface.1 Ethernet.Link.1
Ethernet.Link.1 ATM.Link.1
Ethernet.Link.2 ATM.Link.2
Ethernet.Link.3 Bridging.Bridge.1.Port.1

Bridging.Bridge.1.Port.1 | Bridging.Bridge.1.Port.2, Bridging.Bridge.1.Port.3, Bridging.Bridge.1.Por,
Bridging.Bridge.1.Port.2 | Ethernet.Interface.1

Bridging.Bridge.1.Port.3 | Ethernet.Interface.2

Bridging.Bridge.1.Port.4 | WiFi.SSID.1

ATM.Link.1 DSL.Channel.1
ATM.Link.2 DSL.Channel.1
DSL.Channel.1 DSL.Line.1
DSL.Line.1

Ethernet.Interface.1

Ethernet.Interface.2
WiFi.SSID.1 WiFi.Radio.1
WiFi.Radio.1
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5 Parameter Definitions

The normative definition of the Device:2 data model is split between several DM Instance
documents (see TFRO6 [3] Annex A). Table 3 lists the Device:2 data model versions and DM
Instances that had been defined at the time of writinglso indicates the corresponding
Technical Reports and gives links to the associated XML and HTML Flasa giverrevision

of the data model, the cosondingTR-181 Issue XML document defines the Device:2 model
itself and imports additional components froine other XMLdocuments listedeachTR-181

Issue 2HTML document is aeportgenerated from the XML fileandlists a consolidated view

of theDevice:2 data modéh humanreadable form

Note that, because new minor versions of the Device:2 data model can be defined without re
publishing thisTechnical Reportthe table is not necessarily-tgpdate.An up-to-date version of
this informationcan always be found attp://www.broadbandorum.org/cwmp

Table 3 BDevice:2 Data Model Versions

Version DM Instance Technical XML and HTML ®
Report

http://broadbandorum.org/cwmp/t¥181-2-0.xml

tr-181-2-0.xml TR-181 Issue 2

http://broadbandorum.org/cwmp/t¥181-2-0.html
2.0 tr-143-1-0.xmP | TR-143 http://broadbandorum.org/cwmp/tr143-1-0.xml

TR-157 .
tr-157-1-2.xml Amendment 2 http://broalbandforum.org/cwmp/tf157-1-2.xml

http://broadbandorum.org/cwmp/t¥181-2-1.xml

TR-181 Issue 2

tr-181-2-1.xml http://broadbandorum.org/cwmp/t¥181-2-1.html
Amendment 1
21 http://broadbandorum.org/cwmp/tr181-2-1-last.html
tr-157-1-3.xml TR-157 http://broadbandorum.org/cwmp/tfr157-1-3.xml

Amendment 3

http://broadbandorum.org/cwmp/t¥181-2-2.xml
TR-181 Issue 2

2.2 tr-181-2-2.xml Amendment 2 http://broadbandorum.org/cwmp/t¥181-2-2.html

http://broadbandorum.org/cwmp/tf181-2-2-last.html

® The HTML with a name of the far tr-xxx-i-a.html, e.g. #181-2-1.html, lists the entire data mod&he HTML

with a name of the form #xxx-i-a-last.html, e.g. #181-2-1-last.html, lists only the changes sinte previous
version.

® The minimum valid version of the-r43-1-0.xml document is corrigendum 2. Earlier versions are not supported
by the Device:2 data model.
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Annex A: Bridging and Queuing

A.1 Queuing ard Bridging Model

Figure 10 shows the queuing and bridging model for a device. This model relates to the QoS
object as well as the Bridging and Routing objects. The elements of this model are described in
the following sections.

NOTE bthe queuing model described in this Annex is meant strictly as a model to clarify the intended
behavior of the related data objects. There is no implication intended that an implementation has to be
structured to conform to this meld

Other Other
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Interfaces Interfaces
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. —_—
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Ingress Class 2 —p Policer 1 —1_>
@] (%]
Interface/ oy & | Egress
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2 c @
= @ = @ X N
S | Class4 » —N] R :> =) :> N :> 7 > ED > 3
» [os] Q [os] =2
 E— 3. = 3. D
8 2 ) 3
S @ =1 =
«Q a «Q
: m
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Class N —p! App protocol E
(. handler 1 %:_ +4—» BE /v (I—
S
Flow Type 1 Class X =
Flow Type 2 Class Y . Policer 1
Default Flow | <%%%
_ Other Other
Non-bridgeable [N [ Non-bridgeatle
Ingress Egress
Interfaces E— Interfaces

Figure 10D Queuing Model of a Device

A.1.1 Packet Classification

The Classification table within the QoS object specifies the assignment of each packet arriving at
an ingress interface to a specific im@rclass. This classification can be based on a number of
matching criteria, such as destination and source IP address, destination and source port, and
protocol.

Each entry in the Classification table includes a series of parameters, each indidaged to
Classification Criterion. Each classification criterion can be set to a specified value, or can be set
to a value that indicates that criterion is not to be used. A packet is defined to match the
classification criteria for that table entry onlytlife packet matcheal of the specified criteria.

That is, a logical AND operation is applied across all classification criteria within a given
Classification table entry.
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NOTE bto apply a logical OR to sets of classification criteria, multiple entnieké Classification table
can be created that specify the same resulting queuing behavior.

For each classification criterion, the Classification table also includes a corresponding OexcludeO
flag. This flag can be used to invert the sense of the as=mbciassification criterion. That is, if

this flag isfalse for a given criterion, the classifier is to include only packets that meet the
specified criterion (as well as all others). If this flagrige for a given criterion, the classifier is

to include all packets except those that meet the associated criterion (in addition to meeting all
other criteria).

For a given entry in the Classification table, the classification is to apply only to the interface
specified by the Interface parameter. Thigapgeter can specify a particular ingress interface or
all sources. Depending on the particular interface, not all classification criteria will be
applicable. For example, Ethernet layer classification criteria would not apply to packets
arriving on a nofbridged ATM VC.

Packet classification is modeled to include all ingress packets regardless of whether they
ultimately will be bridged or routed through the device.

A.1.1.1 Classification Order

The class assigned to a given packet corresponds to the first rertrg Classification table
(given the specified order of the entries in the table) whose matching criteria match the packet.
If there is no entry that matches the packet, the packet is assigned to a default class.

Classification rules are sensitive teetbrder in which they are applied because certain traffic
might meet the criteria of more than one Classification table entry. The Order parameter is
responsible for identifying the order in which the Classification entries are to be applied.

The following rules apply to the use and setting of the Order parameter:

I Order goes in order from 1 to n, where n is equal to the number of entries in the
Classification table. 1 is the highest precedence, and n the lowest. For example, if entries
with Order of 4 and@ both have rules that match some particular traffic, the traffic will be
classified according to the entry with the 4.

I The CPE is responsible for ensuring that all Order values are unique and sequential.

o If an entry is added (number of entries becomes,rand the value specified for
Order is greater than n+1, then the CPE will set Order to n+1.

o If an entry is added (number of entries becomes n+1), and the value specified for
Order is less than n+1, then the CPE will create the entry with that speailiieq
and increment the Order value of all existing entries with Order equal to or greater
than the specified value.

o If an entry is deleted, the CPE will decrement the Order value of all remaining entries
with Order greater than the value of the deletaidye

o If the Order value of an entry is changed, then the value will also be changed for other
entries greater than or equal to the lower of the old and new values, and less than the
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larger of the old and new values. If the new value is less than thbehdthese other
entries will all have Order incremented. If the new value is greater than the old, then
the other entries will have Order decremented and the changed entry will be given a
value of <new valuex. For example, an entry is changed from B.t®he existing 5

goes to 6, 6 to 7, and 7 to 8. If the entry goes from 5 to 8, then 6 goes to 5, 7 to 6, and
the changed entry is 7. This is consistent with the behavior that would occur if the
change were considered to be an Add of a new entry withetheralue, followed by

a Delete of the entry with the old value.

A.1.1.2 Dynamic Application Specific Classification

In some situations, traffic to be classified cannot be identified by a static set of classification
criteria. Instead, identification of trafficaoilvs might require explicit application awareness. The
model accommodates such situations via the App and Flow tables in the QoS object.

Each entry in the App table is associated with an applicapesific protocol handler, identified

by the Protocolldetifier, which contains a URN. For a particular CPE, the AvailableAppList
parameter indicates which protocol handlers that CPE is capable of supporting, if any. A list of
standard protocol handlers and their associated URNSs is speciftedtionA.3, though a CPE

can also support vendspecific protocol handlers as well. Multiple App table entries can refer
to the same Protocolldentifier.

The role of the protocol handler is to identify and classify floasel on application awareness.

For example, a SIP protocol handler might identify a-catitrol flow, an audio flow, and a
video flow. The App and Flow tables are used to specify the classification outcome associated
with each such flow.

For each Appable entry there can be one or more associated Flow table entries. Each flow table
entry identifies a type of flow associated with the protocol handler. The Type parameter is used
to identify the specific type of flow associated with each entry. Fanpba a Flow table entry

for a SIP protocol handler might refer only to the audio flows associated with that protocol
handler. A list of standard flow type values is giverSection A.3, though a CPE can also
support vendespecific flow types.

A protocol handler can be defined as being fed from the output of a Classification table entry.
That is, a Classification entry can be used to single out control traffic to be passed to the protocol
handler, which thesubsequently identifies associated flows. Doing so allows more than one
instance of a protocol handler associated with distinct traffic. For example, one could define two
App table entries associated with SIP protocol handlers. If the classifiegdistiad control

traffic to feed into each handler based on the destination IP address of the SIP server, this could
be used to separately classify traffic for different SIP service providers. In this case, each
instance of the protocol handler would idgnbnly those flows associated with a given service.

Note that the Classification table entry that feeds each protocol handler wouldnOt encompass all
of the flows; only the traffic needed by the protocol handler to determine theNfitywically

only thecontrol traffic.
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A.1.1.3 Classification Outcome

Each Classification entry specifies a tuple composed of either:
¥ A TrafficClass and (optionally) a Policer, or

¥ An App table entry

Each entry also specifies:
¥ Outgoing DiffServ and Ethernet priority marking behavior

¥ A ForwardingPolicy tag that can be referenced in the Routing table to affect packet
routing (note that the ForwardingPolicy tag affects only routed traffic)

Note that the information associated with the classification outcome is modeled as being carried
alongwith each packet as it flows through the system.

If a packet does not match any Classification table entry, the DefaultTrafficClass,
DefaultPolicer, default markings, and default ForwardingPolicy are used.

If a TrafficClass/Policer tuple is specifiedassification is complete. If, however, an App is
specified, the packet is passed to the protocol handler specified by the Protocolldentifier in the
specified App table entry for additional classification (Seetion A.1.1.2. If any of the
identified flows match the Type specified in any Flow table entry corresponding to the given
App table entry (this correspondence is indicated by the App identifier), the specified tuple and
markings for that Flow table ewmtis used for packets in that flow. Other flows associated with
the application, but not explicitly identified, use the default tuple and markings specified for
that App table entry.

A.1.2 Policing

The Policer table defines the policing parameters for ingoasgets identified by either a
Classification table entry (or the default classification) or a dynamic flow identified by a protocol
handler identified in the App table.

Each Policer table entry specifies the packet handling characteristics, includingtehe
requirements and behavior when these requirements are exceeded.

A.1.3 Queuing and Scheduling

The Queue table specifies the number and types of queues, queue parameters, shaping behavior,
and scheduling algorithm to use. Each Queue table entry spedi€safificClasses with which

it is associated, and a set of egress interfaces for which a queue with the corresponding
characteristics needs to exist.

NOTE b If the CPE can determine that among the interfaces specified for a queue to exist, packets
classified into that queue cannot egress to a subset of those interfaces (from knowledge of the current
routing and bridging configuration), the CPE can choose not to instantiate the queue on those interfaces.

NOTE bPackets classified into a queue that exit tgioan interface for which the queue is not specified
to exist, will instead use the default queuing behavior. The default queue itself will exist on all egress
interfaces.
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The model defined here is not intended to restrict where the queuing is implénmeateactual
implementation. In particular, it is up to the particular implementation to determine at what
protocol layer it is most appropriate to implement the queuing behavior (IP layer, Ethernet MAC
layer, ATM layer, etc.). In some cases, howethex,QoS configuration would restrict the choice

of layer where queueing can be implemented. For example, if a queue is specified to carry
traffic that is bridged, then it could not be implemented as dayi# queue.

NOTE b care needs to be taken to aVvdiaving multiple priority queues multiplexed onto a single
connection that is rate shaped. In such cases, the possibility exists that high priority traffic can be held
back due to rate limits of the overall connection exceeded by lower priority tréffire possible, each

priority queue will be shaped independently using the shaping parameters in the Queue and Shaping table.

The scheduling parameters defined in the Queue table apply to the first level of what might be a
more general scheduling hierbyc This specification does not specify the rules that an
implementation needs to apply to determine the most appropriate scheduling hierarchy given the
scheduling parameters defined in the Queue table.

As an example, take a situation where the outpédwfdistinct queues is to be multiplexed into

a single connection, and two entries share one set of scheduling parameters while the other two
entries share a different set of scheduling parameters. In this case, it might be appropriate to
implement thisas a scheduling hierarchy with the first two queues multiplexed with a scheduler
defined by the first pair, and the second two queues being multiplexed with a scheduler defined
by the second pair. The lower layers of this scheduling hierarchy cannioéetiéy dletermined

from the content of the Queue table.

A.1.4 Bridging

NOTE bfrom the point of view of a bridge, packets arriving into the bridge from the local router (either
upstream or downstregmare treated as ingress packets, even though the same patihetsjust left the

router, are treated as egress from the point of view of the router. For example, a Filter table entry might
admit packets on ingress to the bridge from a particular IP interface, which means that it admits packets
on their way out othe router over this layer 3 cosetion.

For each interface, the output of the classifier is modeled to feed a set of $RaB802.1Q

[9] layer 2 bridges as spified by the Bridging object. Each bridge specifies layer 2
connectivity between one or more layed@vnstreanand/orupstreaminterfaces, and optionally
one or more layer 3 connections to the local router.

Each bridge corresponds to a single entrsheBridge table of the Bridging object. The Bridge
table contains the following stthbles:
¥ Port table: models the Bridge ports, which are either management pootdef{inglayer
3 connections to the local router) or Am@Nagement portsnodelingconnetions to
layer 2 interfaces). Bridge ports are stackable interface objects (see 8&dtion

¥ VLAN table: models the Bridge VLANS (relevant only to 802.1Q bridges).

¥ VLANPort table : for each VLAN, defines thegpts that comprise its member set
(relevant only to 802.1Q bridges).
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A.1.4.1 Filtering

Traffic from a given interface (or set of interfaces) can be selectively admitted to a given Bridge,
rather than bridging all traffic from that interface. Each entry in thierRéble includes a series

of classification criteria. Each classification criterion can be set to a specified value, or can be
set to a value that indicates that criterion is not to be used. A packet is admitted to the Bridge
only if the packet matcheall of the specified criteria. That is, a logical AND operation is
applied across all classification criteria within a given Filter table entry.

NOTE bto apply a logical OR to sets of classification criteria, multiple entries in the Filter table can be
created that refer to the same interfaces and the same Bridge table entry.

NOTE b a consequence of the above rule is that, if a packet does not match the criteria of any of the
enabled Filter table entries, then it will not be admitted to any bridgest wél be dropped. As a
specific example of this, if none of the enabled Filter table entries reference a given interface, then all
packets arriving on that interface will be dropped.

For each classification criterion, the Filter table also includesreesponding OexcludeO flag.
This flag can be used to invert the sense of the associated classification criterion. That is, if this
flag is false for a given criterion, the Bridge will admit only packets that meet the specified
criterion (as well as albther criteria). If this flag isrue for a given criterion, the Bridge will

admit all packets except those that meet the associated criterion (in addition to meeting all other
criteria).

Note that because the classification criteria are based on 2apacket information, if the
selected port for a given Filter table entry is a layer 3 connection from the local router, the layer
2 classification criteria do not apply.

A.1.4.2 Filter Order

Any packet that matches the filter criteria of one or more filters mittatl to the Bridge
associated with the first entry in the Filter table (relative to the specified Order).

The following rules apply to the use and setting of the Order parameter:
I The Order goes in order from 1 to n, where n is equal to the numbeer. il is the highest
precedence, and n the lowest.

I The CPE is responsible for ensuring that all Order values among filters are unique and
sequential.

o If afilter is added (number of filters becomes n+1), and the value specified for Order
is greater than+1, then the CPE will set Order to n+1.

o If afilter is added (number of entries becomes n+1, and the value specified for Order
is less than n+1, then the CPE will create the entry with that specified value, and
increment the Order value of all existinfidrs with Order equal to or greater than the
specified value.

o If afilter is deleted, the CPE will decrement the Order value of all remaining filters
with Order greater than the value of the deleted entry.
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o If the Order value of a filter is changed, thae value will also be changed for other
filters greater than or equal to the lower of the old and new values, and less than the
larger of the old and new values. If the new value is less than the old, then these other
entries will all have Order incrementdf the new value is greater than the old, then
the other entries will have Order decremented and the changed entry will be given a
value of <new valuex. For example, an entry is changed from 8 to 5. The existing 5
goes to 6, 6 to 7, and 7 to 8. If thetry goes from 5 to 8, then 6 goes to 5, 7 to 6, and
the changed entry is 7. This is consistent with the behavior that would occur if the
change were considered to be an Add of a new filter with the new value, followed by
a Delete of the filter with theld value.

A.2 Default Layer 2/3 QoS Mapping

Table 4 presents a OdefaultO mapping between layer 2 and layer 3 QoS. In practice, it is a
guideline for automatic marking of DSCP (layer 3) based upon Ethernet Priaygy @) and the

other way around. Please refer to the QoS Classification tableOs DSCPMark and
EthernetPriorityMark parameters (and related parameters) for configuration of a default
automatic DSCP / Ethernet Priority mapping.

Automatic marking of DSCP dEthernet Priority is likely only in the following cases:
¥ WAN " LAN: to map DSCP (layer 3) to Ethernet Priority (layer 2)

¥ LAN " WAN: to map Ethernet Priority (layer 2) to DSCP (layer 3)

Automatic marking in the LAN' LAN case is unlikely, since LAN QoS ikkely to be
supported only at layer 2, and LAN DSCP values, if used, will probably be a direct
representation of Ethernet Priority, e.g. Ethernet Priority shifted left by three bits.

In the table, grayed and bolded items are added to allowvayomappng between layer 2 and
layer 3 QoS (where the mapping is ambiguous, the grayed values SHOULD be ignored and the
bolded values SHOULD be used). If, when mapping from layer 3 to layer 2 QoS, the DSCP
value is not present in the table, the mapping SHOULDased only on the first three bits of
the DSCP value, i.e. on DSCP & 111000.

Table 4 BDefault Layer 2/3 QoS Mapping

Layer 2 Layer 3
Ethernet Priority Designation DSCP Per Hop Behavior

001 (1) BK

010 (2) spare
000000 (0x00) Default

000 (0) BE 000000 (0X00) CS0
001110 (Ox0e) AF13
001100 (0x0c) AF12

011 (3) EE 001010 (0x0a) AF11
001000 (0x08) Cs1
010110 (0x16) AF23
010100 (0x14) AF22

100 (4) cL 010010 (0x12) AF21
010000 (0x10) Cs2
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011110 (OxLe) AF33
011100 (0Ox1c) AF32
101 (5) \4 011010 (0x1a) AF31
011000 (0x18) cs3
100110 (0x26) AF43
100100 (0x24) AF42
100010 (0x22) AF41
100000 (0x20) csa
101110 (Ox2e) EF
110 (6) Vo 101000 (0x28) Cs5
110000 (0x30) cs6
111 (7) NC 111000 (0x38) Cs7

A.3 URN Definitions for App and Flow Tables

A.3.1 App Protocolldentifier

Table5 lists the URNs defined for the QoS App tableOs Protocolldentifier parameter. Additional
standard or vendespecific URNs can be definedlifmwving the standard syntax for forming
URNS.

Table 5 BProtocolldentifer URNSs

URN Description

urn:dslforum-org:sip Session Initiation Protocol (SIP) as defined by RFC 3261 [12]
urn:dslforum-org:h.323 ITU-T Recommendation H.323

urn:dslforum-org:h.248 ITU-T Recommendation H.248 (MEGACO)

urn:dslforum-org:mgcp Media Gateway Control Protocol (MGCP) as defined by RFC 3435 [13]
urn:dslforum-org:pppoe Bridged sessions of PPPoE

A.3.2 Flow Type

A syntax for forming URNSs for the QoS Flow tableOs Type parameter is defined for the Session
Description Protocol (SDP) as defined by RFC 4%64]. Additional standard or vendor
specific URNs canddefined following the standard syntax for forming URNSs.

A URN to specify an SDP flow is formed as follows:
urn:dslforum - org:sdp - [MediaType] - [Transport]

[MediaType] corresponds to the OmediaCfisiof the OmO field of an SDP session description.
[Transport] corresponds to the Otransportdisidbof the OmO field of an SDP session description.
Non-alphanumeric characters in either field are removed (e.g., Ortp/avpO becomes OrtpavpO).

For example, the following would be valid URNs referring to SIoR/g:

urn:dslforum - org:sdp - audio - rtpavp
urn:dslforum - org:sdp -video - rtpavp
urn:dslforum - org:sdp - data - udp

For flow type URNs following this convention, there is no defined use for TypeParameters,
which SHOULD be left empty.
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For the Protocolldentifier urnstforumorg:pppoe, a single flow type is defined referring to the

entire PPPoOE session. The URL for this flow type is:
urn:dslforum - org:pppoe

A.3.3 Flow TypeParameters
For the flow type urn:dslforurorg:pppoeTable6 specifies the defined TypeParameter values.

Table 6 DFlow TypeParameters values for flow type urn:dslforumorg:pppoe
Name Description of Value

ServiceName The PPPOE service name.

If specified, only bridged PPPOE sessions designated for the named service
would be considered part of this flow.

If this parameter is not specified, or is empty, bridged PPPoE associated with
any service considered part of this flow.

ACName The PPPOE access concentrator name.

If specified, only bridged PPPOE sessions designated for the named access
concentrator would be considered part of this flow.

If this parameter is not specified, or is empty, bridged PPPoE associated with
any access concentrator considered part of this flow.

PPPDomain The domain part of the PPP username.

If specified, only bridged PPPOE sessions in which the domain portion of the
PPP username matches this value are considered part of this flow.

If this parameter is not specified, or is empty, all bridged PPPOE sessions are
considered part of this flow.
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Appendix I:  Example RG Queuing Architecture (from TR -
059)

The queuing and scheduling discipline envisioned upstream for the RG is shienguariil 1.

There are multiple access sessions supported imibiiel, however, all traffic is classified and
scheduled in a monolithic system. So, while it might appear at first that the Diffserv queuing and
scheduling might apply only to {&ware acces® in fact all access, IP, Ethernet, or PPP is
managed by theasne system that adheres to the Diffserv model.

For example, at the bottom of the figure, BE treatment is given to théPrmmare access
sessions (PPPoE started behind the RG or delivered to an L2TP tunnel delivery model). This
queue might be repeate@éveral times in order to support fairness among multiple PPPoE
accesse® or it can be a monolithic queue with separate rate limiters applied to the various
access sessions.

The PTA access is a single block of queues. This is done because NSP accabs wyqrks
with a single default route to the NSP, and managing more than one simultaneously at the RG
would be perilous. The ! rate limiter would limit the overall access traffic for a service provider.

Rate limiters are also shown within the EF ands&Fvice classes because the definition of those
Diffserv types is based on treating the traffic differently when it falls into various rates.

Finally, at the top of the diagram is the ASP access block of queues. In phase 1A, these queues
are provisiond and provide aggregate treatment of traffic mapped to them. In phase 1B, it will
become possible to assign AF queues to applications to give them specific treatment instead of
aggregate treatment. The EF service class can also require a high degadinhtton among

the applications that make use of it so that its maximum value is not exceeded.

Notable in this architecture is that all the outputs of the EF, AF, and BE queues are sent to a
scheduler $) that pulls traffic from them in a strict pridyifashion. In this configuration EF

traffic is, obviously, given highest precedence and BE is given the lowest. The AF service
classes fall irbetween.

Note that there is significant interest in being able to provide a service arrangement that would
adlow general Internet access to have priority over other (bulk rate) sefvicgsch an
arrangement would be accomplished by assigning the bulk rate service class to BE and by
assigning the default service class (Internet access) as AF with little ommoitted information

rate.

Given this arrangement, the precedence of traffic shown in the figure is arranged as:
1. EFbred dotted line

" This Obulk rateO service class would typically be used for background downloads andlypéoemtéerto-peer
applications as an alternative to blocking them entirely.
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2. AF bblue dashed line (with various precedence among AF classes as described in RFC
2597[10])

3. BE bblack solid line

as per RFC 2598

00 OGOOPOIPOOIPOIOIPOIOPIPOPEPOPPOEOPOITOPTOCTITOTTTS

as per RFC 2597

LA RN BN IR 4

.%0000000000000000000000.

Figure 11BDQueuing and Scheduling Example for RG

In Figurellthe following abbreviations apply:
ASPDApplication Service Provider
PTADPPP Erminated Aggregation
PPPBPointto-Point Protocol
EF DExpedited Forwardin®as defined in RFC 32481]
AF DAssured Forwardin@as defined in RFC 25910]
BE DBest Effort forwarding
RL DRate Limiter
IRL BSumming Rate Limiter (limits multiple flows)
SPBScheduler
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Appendix Il: Use ofBridging Objects for VLAN Tagging

In the case of an Ethernepstreaminterface or a VDSL2ipstreaminterface based on PTM
EFM, 802.1Q Tagging can be used to tag egtedfic. This choice enables a mu{tLAN
architecture in order to deploy a meggrvice configuration (high speed Internet, VolP, Video
Phone, IPTV, etc.), where one VLAN or a group of VLANs are associated with each service. If
802.1Q tagging on thapdreaminterface is used, it is necessary to have a way to associate
incoming upstream802.1Q tagged or untagged traffic or internally generated traffic (PPPOE,
IPOE connections) to the egress (and wieesa). The solution is to apply coherent bridging
rules.

Regarding different traffic bridging rules, the possible cases are characterized as follows:
¥ Tagged LAN to tagged WAN traffic (pure VLAN bridging), with VLAN ID translation
as a special case
¥ Untagged LAN to tagged WAN traffic
¥ Internally generated ttagged WAN traffic

To better understand the different cases, reféigore12 and to the following examples.

I"#$ %"#$

VLANID =x | gy ,"\ |"#$% @. VLANID . E..“().;"_i_" .....
D 27 [TV — SR o
=___-Ir__+_#f_)_,_: ......
- VLANID =z ‘27/$% .#$% ) VLANID =y (/) .......
+#) ......
VIANID =k | greeeeeesmeeeses ' '\I,#$%,3 N6 VLANID
B Bk, -0 27 / '$% 3 .................... D > 012
T
e (456$1 78.9"),$% &.
': +++)|\‘,

Figure 12 DExamples of VLAN configuration based on Bridging and VLAN Termination
objects
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1.1  Tagged LAN to Tagged WAN Traffic (VLAN Bridging)

Ethernet port 1 (instance Device.Ethernet.Interface.2) might be dedicated to VoIP service,
receiving VLAN ID x tagged traffic from a VolP phone, and this port would be included in the
same Dbridge dediced to VoIlP service on theupstream interface (instance
Device.Ethernet.Interface.1), identified with the same VLAN ID x.

To achieve this, an interfad®sed bridge would be created using the Bridging object. A Bridge
table entry would be created with ee$ for Ethernet port 1 and thistreamnterface and for
the VLAN ID x associated with VolIP.

The Bridging model is depicted Figure13, while the configuration rules for this situation are
summarized iMable7.

WAN LAN 1
Figure 13DBridge 1 model

Table 7 BTagged LAN to tagged WAN onfiguration
Description Bridging TR-069 Configuration
[Define VLANX]

Bridge between WAN and LAN Device.Bridging.Bridge.1.VLAN.1 =
interfaces with VLANID= Name VLANX

VLANID X
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[Define Ingress Port3 B Create an entry for thepstreamand downstrear|
port]:

Device.Bridging. Bridge.1.Port.2 -

PVID X
Name Port2
AcceptableFrameTypes AdmitOnlyVLANTagged

Device.Bridging. Bridge.1.Port.3 -

PVID X
Name Port3
AcceptableFrameTypes AdmitOnlyVLANTagged

[Associate Egress Por2to VLANX - Create an entry for thepstreamand
downstreanport]

Device.Bridging.Bridge.1.VLANPort.1 -

VLAN VLANX
Port Port2
Untagged false

Device.Bridging.Bridge.1.VLANPort.2 -

VLAN VLANX
Port Port3
Untagged false

.2 Tagged LAN to Tagged WAN Traffic (Special Case with VLAN ID
Translation)

Ethernet port 2 (instance Device.Ethernet.Interface.3) might be dedicated to Video Phone
service, receiving VLAN ID y tagged traffic from a Video phone, and this port would be
included in the same bridge dedicated to Video Phone service apdtieaninterface (instance
Device.Ethernet.Interface.l), identified by a different VLAN ID (VLAN H). In this case a
VLAN translation needs to be performed.

To achieve this, a bridge would be created using the Bridging object. A Bridge table entry would
be created along with two associated Filter object entries for {Ethernet port 2/VLAN ID z} and
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{upstreaminterface/VLAN ID y}. The Filter identifies the ingressterfaceand causeshe
ingress frame® bebridged to the egress VLAN, permitting VLAND translation.

The Bridging model is depicted Figure 14, while the confyuration rules for this situation are
summarized iMable8.

WAN LAN 2
Figure 14 BBridge 2 model

Table 8 BTagged LAN to tagged WAN onfiguration (VLAN ID translation)
Description Brid ging TR-069 Configuration
Define VLANy and VLANZ]

Device.Bridging.Bridge.2.VLAN.1
Name VLANy

Tagged LAN 2 to tagged WAN
traffic (and vice versa) (special || VLANID y
case with VLAN ID translation)
upstreamVLAN -ID=z
downstreanVLAN -ID=y

Device.Bridghg.Bridge.2.VLAN.2
Name VLANz
VLANID z
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Define Ingress Port® Create an entry farpstreanport]:

Device.Bridging.Bridge.2.Port.2

PVID Z
Name Port2
AcceptableFrameTypes AdmitOnlyVLANTagged

Define Ingress Port® Create an entry for thdownstreanport]:

Device.Bridging.Bridge.2.Port.3

PVID y
Name Port3
AcceptableFrameTypes AdmitOnlyVLANTagged

[Associate Egress Port2 to VLANZLreate an entry fanpstreanport]
Device.Bridging.Bridge.2.VLANPort.1 -

VLAN VLANz

Port Port2

Untagged false
[Associate Egress Port3 to VLANyCreate an entry for eadtownstrearn
ort]

Device.Bridging.Bridge.2.VLANPort.2 -

VLAN VLANy

Port Port3

Untagged false

Define filter onupstreamingress from Port 2 is associated with VLANYy]

Device.Bidging.Filter.1. -
Bridge VLANy

Interface Port2

[Define filter ondownstreamingress from Port 3 is associated with VLAN

Device.Bridging.Filter.2. -
Bridge VLANz

Interface Port3
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1.3 Untagged LAN to Tagged WAN Traffic

Ethernet port 3 (instancBevice.Ethernet.Interface.4) might be dedicated to IPTV service,
receiving untagged traffic from a STB, and this port would be included in the same bridge
dedicated to IPTV service on thgstreaminterface (instance Device.Ethernet.Interface.l),
identified with the VLAN ID k.

To achieve this, an interfadmsed bridge would be created using the Bridging object. A Bridge
table entry would be created, associating in the same bridge untagged frames on Ethernet port 3
with tagged frames on thgstreamnterface.

The Bridging model is depicted Figure 15, while the configuration rules for this situation are
summarized iMable9.

WAN LAN 3
Figure 15BBridge 3 model

Table 9 BUntagged LAN to tagged WAN onfiguration

Description Bridging TR-069 Configuration

Define VLANK]

Device.Bridging.Bridge.3.VLAN.1
Untagged LAN 3 to tagged WAN| Name VLANK
(VLAN -ID=K) traffic

VLANID k
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[Define Ingress Port® Createan entry forupstreanport]:

Device.Bridging.Bridge.3.Port.2

PVID k

Name Port2
AcceptableFrameTypes AdmitOnlyVLANTagged

Define Ingress Port® Create an entry for thdownstreanport]:

Device.Bridging.Bridge.3.Port.3

Name

Port3

AcceptableFramBypes

AdmitAll

Associate Egress Port2 to VLANICreate an entry fanpstreanport]

Device.Bridging.Bridge.3.VLANPort.1

VLAN VLANK
Port Port2
Untagged false

ort]

[Associate Egress Port3 to VLANKCreate an entry for eaatownstrear|

DeviceBridging.Bridge.3.VLANPort.2

VLAN VLANK
Port Port3
Untagged true

1.4 Internally Generated to Tagged WAN Traffic

A CPE PPPoE internal session (instance Device.PPP.Interface.1l) might be dedicated to

Management service and this logical interface wamdapsulatee-encapsulatats outgoing or
incoming traffic in the VLAN ID j,dedicated to Management service.

To achieve thisjnstead of using #&ridging object, a VLAN Termination interface would be
created (Device.Ethernet.VLANTermination.1). Thedgig model is depicted iRigure 16,
while the configuration rules for this situation are summariz&dlrie 10.
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device

WAN
Figure 16 DVLAN Termination model

Table 10BlInternally generated to tagged WAN onfiguration
Description VLAN Termination TR -069 Configuration
[DefineVLAN Terminationon top of Ethernet Link]

Device.Ethernet.VLANTermination.1

VLANID i
LowerLayers Ethernet.Link.1

1.5 Other Issues

The previous rules can be applied to allow all combinations of traffic. If the subscriberOs services
are modified, the Bridging configuration might need to be modified accordingly.

It can be interesting to detail the configuration of three special cases:
¥ More than on@lownstreamnterface in a bridge

¥ 802.1D (re)marking
¥ More than one VLAN ID tag for the sardewnstreamnterface
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[1.5.1 More than oneDownstreamInterface in a Bridge

Referring to the example fBectionll.1, Tagged LAN to tagged WAN traffic (VLAN bridging),
consider adding other Ethernet interfaces (e.g. Ethernet ports 3 and 4 = instance Device.
Ethernet.Interface.3/4) to the Video Phone service.bdiavioris the same as for the existing
Ethernet port 2 (instece Device.Ethernet.Interface.2).

To achieve this, new entries need to be added for interfacg &tk Eth4. The Bridging model
is depicted irFigure 17, while the configuration rules for this situation are summarizéichbie
7andTablell.

WAN LAN 1 LAN 2 LAN 3
Figure 17 BBridge 1 model
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Table 11 DBConfiguration to be added toTable 7
Description Brid ging TR-069 Configuration
[Define Ingress Portd BCreate an entry for the othéownstreanports]:

DeviceBridging. Bridge.1.Port.4 -

PVID X
Name Port4
AcceptableFrameTypes AdmitOnlyVLANTagged

Device.Bridging. Bridge.1.Port.5 -

PVID X
Name Port5
Bridge between WAN and LAN AcceptableFrameTypes AdmitOnlyVLANTagged

2/LAN 3 interfaces with
VLANID= x

[Associate Egress Porfdl to VLANX - Create an entry for thdownstrearn

(Configuration to be added to
ports]

Table7)

Device.Bridging.Bridge.1.VLANPort.3 -

VLAN VLANX
Port Port4
Untagged false

Device.Bridging.Bridge.1.VLANPort.4 -

VLAN VLANX
Port Port5
Untagged false

[1.5.2 802.1D (Rejmarking

The 802.1Q Tag includes the 802.1D user prioritg beld. All the previous cases can also be
extended to mark (or wmark) this 802.1D field. To achieve this, there are different
configuration options, one of them is to use the DefaultUserPriority or PriorityRegeneration
fields in the Bridge Porbbject For untagged frames, more complex rules can be defined
referring to the QoS Classification, using the PriorityTagging value. The Bridging configuration
rules for marking egress traffic on thpstreaminterface are summarized Trable12. Compare

it with Table7.
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Table 12D802.1D (re)marking
Description Bridging TR-069 Configuration
Mark the ingress frames with Default useiofty, in this case]

Device.Bridging. Bridge.1. Port.2.

DefaultUserPriority 0

[Remark each ingress priority value (0,1,2,3,4,5,6,7) with the pri
regeneration string, in this ca&&0,0,0,4,4,4,4)

Device.Bridging. Bridge.1. Port.2.

PriorityRegeneration 0,0,0,0,4,4,4,4

802.1D (re)marking
Remark all WAN egress traffic |[In case of ingress untagged frames, for more complex classification
object are referred. In this case remark With

Device.Bridging. Bridge.1. Port.2.

PriorityTagging true

Device.QoS. Classification. {i}.

EthernetPriorityMark 0

[1.5.3 More than one VLAN ID Tag Admitted on the SameDownstreamInterface

Another scenario that can be further detailed is the case of more than one VLAN ID tag admitted
on the sameownstreamnterface. A practical example would be &#& scenario, with a User
Device generating traffic segregated in multiple VLANs (e.g. a router offering services to the
customer), ané Residential Gatewayrovidingupstreanmconnectivity to the Access Network,

with the connection between the two pieocésquipment using an Ethernet interface.

In this case, we assume the User Device is able to tag the different traffic flows, segregating the
different services (Voice, Video, E) into different VLANs. THeesidential Gatewageeds, on

the samalownstrean interface, to be able to receive different VLAN ID and correctly forward or
translate to thepstreamnterface (and vice versa). To achieve this, appropriate Bridging objects
need to be configured.
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Figure 18 BExample of VLAN configuration in a 2 box scenario

Referring toFigure 18 as an example, assume the case of three VLANs (VLAN ID=x,y,z)
offered by a User Device to tiesidential Gatewagn the sameéownstreaninterface (Eth#l).

The Residentia Gatewaybridges two of them (VLAN ID=x,y) and translates the other one
(VLAN ID=2) to theupstreamnterface (VLAN ID=Kk).

On theResidential Gatewaythis can be achieved using a combination of the Bridging objects
detailed in the preceding sectionstha3 bridge entries and their related entries. Reféidare
19for the Bridging model and’able13for the global configuration.

Bridging.Bridge .1.Port.1
[ManagementPort=true ]

Bridging.Bridge .1
.Port.3
[ManagementPort=false ]

Bridging.Bridge .1
.Port.2

[ManagementPort=false ]

WAN LAN 1
Figure 19BBridge 1,2,3model
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Table 13DMore than one VLAN ID tag admitted on the sameDownstreaminterface

Description

Bridging TR-069 Configuration

More than one VLAN ID tag

admitted on the sandownstream

interface

Ethernet.Interface.2

The configuration is the sum of Sectidh4& andll.2, but on thedownstream
side the lower layer to be configured for each Bridge Port is always:

Device.Bridging. Bridge.1. Port.3.

LowerLayes

Ethernet.Interface.2

Device.Bridging. Bridge.2. Port.3.

LowerLayers

Ethernet.Interface.2

Device.Bridging. Bridge.3. Port.3.

LowerLayers

Ethernet.Interface.2
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Appendix Ill:  Wi-Fi Theory of Operation

This section discusses the theory of operations forowsritechnologies found within the
Device:2 data model.

1.1  Multi -radio and Multi -band Wi-Fi Radio Devices

The WiFi.Radio object description says OThis object models an 802.11 wireless radio on a
device. If the device can establish more than one connectioftaneously (e.g. a dual radio
device), a separate WiFi.Radio instamé be used for each physical radio of the device.O

The following sections clarify when multiple WiFi.Radio instances are needed, and the impact
on their underlying parameters in theese of multiradio and/or multband devices.

1.2  Definitions

Each physical radio allows the transmission and reception of data on a sirgieNdnnel at a

given time. A singleadio device is able to transmit/receive a packet at a given time only on one
Wi-Fi channel. Similarly, a dualdio device is able to simultaneously transmit/receive data on
two Wi-Fi channels. In general, a device with N radios is able to simultaneously transmit/receive
data on N WAFi channels.

An important point is that Wi canoperate at two different frequency bands, 2.4 GHz and 5
GHz, as follows:
¥ Wi-Fi technologies based on IEEE 802.11b/g standard operabe 2t GHz frequency
band.
¥ Wi-Fi technologies based on IEEE 802.11a standard operatieedn GHz frequency
band.
¥ Wi-Fi technologies based on IEEE 802.11n standard openab®ththe 2.4 and 5 GHz
frequency bands.

Radios that operate at a single frequency band (e.g. 2.4 GHz only 802.11b/g devices) are called
singleband radios. Radios that can operate at both 2.4 a@H»5 frequency bands (e.g.
802.11a/b/g devices) are called dbahd radios.

A duaktband device can be a singkadio device if it can be configured to operate at 2.4 or 5 GHz
frequency bands. However, only a single frequency band is used to transmi/i&cai given
time. In such a case the device has a single physical radio that-lsathaglal

Also, a dualradio singleband device can exist (although uncommon) if both radios are single
band.

1.3 Number of Instances of WiFi.Radio Object

Given the definitiongabove, a separate WiFi.Radio instance will be used for each physical radio
of the device, i.e. one instance for a siAgldio device, two instances for duadio devices, and
so on. A single WiFi.Radio instance will therefore be used for atwhrad siigle-radio device.
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Each WiFi.Radio instance is configured separately and is, in general, completely independent of
other instances.

1.4  SupportedFrequencyBands and OperatingFrequencyBand

The frequency band used by a WiFi device is an important parameterfirdtiipenerations of

WiFi technologies, the specific frequency band was linked to the IEEE standard in use (i.e.
802.11b/g are 2.4 GHz standards, while 802.11a is a 5 GHz standard). With the introduction of
the IEEE 802.11n standard, which can work both.4tand 5 GHz, two specific parameters are
used to indicate the supported frequency bands and the operating frequency band.

SupportedFrequencyBands is a-listued parameter, containing one item for sifigdaed radios
(either 2.4GHz or 5GHz) and tweins for duaband radios (both 2.4GHz and 5GHz).

The OperatingFrequencyBand parameter specifies which frequency band is currently being used
by a dualband radio (i.e. set to one of the two items listed in the SupportedFrequencyBands
parameter). For singlband radios, OperatingFrequencyBand always has the same value as
SupportedFrequencyBands (since only one frequency band is supported).

1.5 Behavior of Duatband Radioswhen OperatingFrequencybandChanged

When the configured operating frequency band of a-bdaatl radio is changed (i.e. the value of
the OperatingFrequencyBand parameter is modified), this has an impact on other parameters
within the WiFi.Radio object.

The Channel parameter has to be changed, since channels for the 2.4 GHz frequency bband are i
the range 114, while channels for the 5 GHz frequency band are in the ranje3@t least in

the USA and Europe). The expected behavior is that, upon modifying the
OperatingFrequencyBand parameter, the device automatically selects a new charsedlidat

for the new frequency band (according to some vesgecific selection procedure).

Persistence of the Channel parameter value for the previous frequency band is not required. For
example, if OperatingFrequencyBand is later changed bab&lkty, a new valid value for the
Channel parameter is automatically selected by the device, but this value need not be the same as
was selected the last time OperatingFrequencyBand wasxsHn

Other parameters whose values can be impacted when the OpesjuencyBand changes,
include: ExtensionChannel, PossibleChannels, SupportedStandards, OperatingStandards,
IEEE80211hSupported, and IEEE80211hEnabled. If the current value is no longer valid, the
device will automatically select a valid new value accaydmsome vendespecific procedure,

and the old value need not persist.

1.6  SupportedStandards and OperatingStandards

The SupportedStandards parameter is a list of all IEEE 802.11 physical layer modes supported
by the devices. Wki is in general backward cqratible, so 802.11g devices are also 802.11b
devices, 802.11n devices are also 802.11b/g devices (if operating at 2.4 GHz), and 802.11n
devices are also 802.11a devices (if operating at 5 GHz).
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For dualband radios, the OperatingFrequencyBand paramateed for switching the operating
frequency band. For this reason SupportedStandards only includes those values corresponding to
operation in the frequency band indicated by the OperatingFrequencyBand parameter. For
example, for duaband 802.11a/b/g/n dees, SupportedStandards can lbe g, n when
OperatingFrequencyBand2s4GHzanda, nwhen OperatingFrequencyBanbiGHz

The OperatingStandards parameter is used to limit operation to a subset of physical modes
supported. For example, a 802.11b/g/noadll have b, g, nvalue for the SupportedStandards
parameter, but can be configured to operate only with 802.11n by setting the OperatingStandards
parameter ta.
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Appendix IV: Use Cases

This section presents a number of manageretated use cases thairrespondo typical ACS
activities

IV.1 Create a WAN Connection

The ACScancreate the objects in the infigce stack bottorup. Each time a new highdayer
object is created, the link with the underlying interface object needse set The layer 1
interface, in is case aDSL.Channeland DSL.Lineobject, will already exis{ACS can not
create physical interfaces)
1. The ACSuses AddObject to create a new ATM.Link object, a Bgherret.Link object,
a newPPP.Interface object, and a néInterface object.
2. The LowerLayers parameter ian existing DSL.Channel object is already linked do
existingDSL.Line objec{ ACS cannot configure thidinkage.
3. The ACS uses SetParameterValues to configure the new objects inatndiviing the
objeds and using the LowerLayepsrameters as follows:
a. Setting the LowerLayers parameter in tA@M.Link object to link it to an

existingDSL.Channel objecdthat is configured with ATM encapsulation (i.e. the
readonly LinkEncapsulationUsed parameter in the DSL.Channel object is set to

one of the ATM-related enumeration values)

b. Setting the LowerLayers parameter in tathernet.Link objecto link it to the
ATM.Link object.

c. Setting the LowerLayers parameter BPP.Inteface object to link it to the
Ethernet.Link object.

d. Setting the Lowdrayers parameter inP.Inteaface object to link it to the
PPP.Interface object.

4. The CPE updas thelnterfaceStack table automaticallythe stack looks like this:
IP.Interface” PPP.Interface” Ethernet.Link" ATM.Link " DSL.Channel ™"
DSL.Line

5. Note that he ACSmight also want to update otheelated objects, including the NAT
object, theRouting.Router object, or variou®0oS and Bridging tables.VLANs might
also need to be created.

IV.2 Modify a WAN Connection

In this use case the ACS needs to modify aniegis AN connection, in order to insert a new

layer in the stack or to change sonmtjpn of the interface stacKhis is not the management

WAN connectionFor the purposes of this example, the ACS is changing the WAN connection

in use caséV.1 to make use dPTM rather than ATMbased aggregation.
1. The ACS useé&ddObiject to create a new PTM.Link object.
2. The ACS uses SetParameterValues to configure the ghieciudingenabling thenew
PTM.Link object andisingthe LowerLgersparametens follows:

a. Setting the LowerLayers parameter in the PTM.Link object to link it to an
existing DSL.Channel objethat is configured with PTM encapsulation (i.e. the
readonly LinkEncapsulationUse@arameter in the DSL.Channel object is set to

one of the PTMrelated enumeration values)
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b. Setting the LowerLayers parameter in the Ethernet.Link oltigeceferto the
PTM.Link object rather than the ATM.Link object.
c. Setting the LowerLayers parameter in the IP.Interface object to refer to the
EthernetLink objectrather than the PPP.Interface object
3. The CPE updates the InterfaceStack table automatically. The stack looks like this:
IP.Interface’ Ethernet.Link' PTM.Link" DSL.Channel' DSL.Line.
4. Note that the AC$nightalso want to update other reldtebjects, including the Bridging
table. The ACSmight also want to delete the existing PPP.Interface and ATM.Link
objects.

IV.3 Delete a WAN Connection
Assume that we want to delete the WAN conneciiit is configuredh use caséV.1.

The ACS uses DeleteObject to delete the IP.Interface object.

The ACS uses DeleteObject to delete P .Interfacebject.

The ACS uses DeleteObject to deleteHtigernet.Linkobject.

As each of these objects is deleted, the latexStack is adjusted automatically by the
CPE.

Any strong references to the deleted objects, e.Dewice.Qoclassification rules, will
automatically be set to empty strings.

PwphPE

m,

IV.4 Discover whether the Device is a Gateway

Many operators want to determine af particular device is a OgatewayO or Tibe term
ateway) however,is rathervague; usually the operator wants to know one (or more) of the
following things:

1. If the deviceterminategshe WAN connection(s)

2. If the device is responsible for providifdHCP addresses to the other devices in the
home

3. If the device provides functionality such as NAT or routing capabilities

In order to determine if the deviderminatesa WAN connection, the AC#ight look for an
interface object witta technology thatsiby definition WAN (such as DSL) or for a technology
that could be a WAN termination technology (such as Ethernet or MoCA).

In order to determine if the device is responsible for providing addresses to other devices in the
home, the ACS could check fdre existence ofhe DHCP Server objectThe existence of the

Host table also indicates that the device is aware of Hosts, by whatever means theyOre addressed.
The existene of the ManageableDevice table within the ManagementServer objetdisates

tha the device sengas the DHCP server for the 79 managed device exchange defined in
TR-069[2] Annex G, which is also often an indication of OgatewayO functionality.

In order to determine if the device provides functlimasuch as NAT or a router, the ACS
would check for the existence af anabledAT or Routing.Router object.
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IV.5 Provide Extended Home Networking Topology View

Another use case is to determine the topology of the home network behind the g&mway.
geneic understanding of the network, the Host table provides information such as the layer 2 and
layer 3 interfaces via which the Host is connected as well as DHCP lease information for each
connected Host.

If the operator is interested in UPnP devices m lthme network, the UPnP.Discovery tables
(RootDevice, Device, and Service) provide that informaitioaddition tothe Host table entries
that correspond to a particular UPnP Root Device, Device, or Service. Finally, the
ManageableDevice table providegormation about the TR69 managed devices that the CPE
has learned about through the DHCP message exchange define@@9® R Annex G.

IV.6 Determine Current Interfaces Configuration

One of the most fundamental ACS tasks iddgtermine the general picture of the interfaces for a
device so that it can understand which WAN and LAN side connections éxighe
InternetGatewayDevice:1 data model, for example, the ACS would use the GetParameterNames
and/or GetParameterValues RP@Gsfind the available WANDevice, WANConnectionDevice,

and WAN**Connection instances, with hierarchical containment implying interface ldyers.

the Device:2 data model, it would work this way:

1. The ACS would issue a GetParameterValues for the Interfade&hle. This table
would provide a list of all the Interface connectioe ACS could use this table to
build up the general picture of the Interfaces that are part of the current configuration.

2. If the ACS is interested in the specifics of an individaterface, it can then go and issue
GetParameterNames or GetParameterValues for the interfaces of interest.

IV.7 Createa WLAN Connection

In this use case the ACS creates a MélwAN connection.For the purposes of illustration, in
this example the ACS will eate a new SSID object to link to an existing ra@mew SSID
object implies a different SSID value th#nose used bgxisting WiFi connections). The layer 1
interface in this case a WiFi.Radio object, will already exist (A€& not create physical
interfaces).

1. The ACS uses AddObject to create a new WIiFi.SSID olgect WiFi.AccessPoint
object

2. The ACS uses SetParameterValues to configure theW#wSSID object, including
enabling it andsetting the value of the LowerLayers parameter to referencdettieeOs
WiFi.Radio object.

3. The ACS uses SetParameterValues to add the new WiFi.SSID object to the apsverL
parameter of an existingnonmanagement Bridging.Bridge{i}. Port object as
appropriate Note: a nonmanagemenbridge portis indicated wherits ManagementPort
parameters set to false

4. The ACS uses SetParameterValues to configure the new.AbldeéissPoint object,
including enabling it and setting the value of its SSIDReference parameter to reference
the WIiFi.SSID object.

5. The CPE updates the InfgceStack table automatically.
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6. Note that the ACSnightalso want to update other related objects; also, if there were no
appropriate existing bridge port to which to connect the SSID, the rAi@Bt need to
create that object as well.

IV.8 Deletea WLAN Connecion

In this use case the ACS deletes the SSID created in usi/case
1. The ACS uses DeleteObject to delete the WiFi.SSID objedtWiFi.AccessPoint object
2. The CPE automatically updates the InterfaceStack.table
3. Note that ifthe radio has no other SSIDs configured, this would operationally disable the
wireless interface.

IV.9 Configure a DHCP Client and Server

In this use case, th&CS wants to configure a DHCP server to provide private 192.168.1.x IP
addresses to most home netw(ri\) devices, but to obtain IP addresses from the network for
HN devices that present an option 60 (vendor class ID) value that begins with OACMEO.

The ACME devices are remotely managed, so the ACS will also configure the DHCP clients on
those deviceand the DHCP server on the gateway.

IV.9.1 DHCP Client Configuration (ACME devices)

The ACME devices are quite simpleach has a single wired Ethernet panid a single IP
interface

A DHCP Client object is created and configured as follows:

DHCPv4.Client.1.Enake true
DHCPv4.Client.1.Interface DevicelP.Interface.l
DHCPv4.Client.1.SentOption.1.Enable true
DHCPv4.Client.1.SentOption.1.Tag 60
DHCPv4.Client.1.SentOption.1.Value OACME WidgetO (dmxBinary

IV.9.2 DHCP Server Configuration (gateway)
The gateway iglso relatively snple.Its downstreaniP interface idP.Interface.l.

A DHCP Server object is created and configured as follows:

DHCPv4.Server.Enable true
DHCPv4.Relay.Enable true
DHCPv4.Relay.Forwarding.1.Enable true
DHCPv4.Relay.Forwarding.1.letface DevicelP.Interface.l
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DHCPv4.Relay.Forwarding.1.VendorClassID OACMEO
DHCPv4.Relay.Forwarding.1.VendorClassIDMode OPrefixO
DHCPv4.Relay.Forwarding.1.LocallyServed false

DHCPv4.Relay.Forwarding.1.DHCPSentBAddress| 1.2.3.4

DHCPv4.Server.Pool.Enable true
DHCPv4.Server.Pool.1.Interface DevicelP.Interface.l
DHCPv4.Server.Pool.1.MinAddress 192.168.1.64
DHCPv4.Server.Pool.1.MaxAddress 192.168.1.254
DHCPv4.Server.Pool.1.ReservedAddresses 192.168.1.128]192.168.1.129
DHCPv4.Server.Pool.1.SutetMask 255.255.255.0

If a DHCP request includes an option 60 value that begins with OACMEO, the request is
forwarded to the DHCP server at 1.2.3Ml. other requests are served locally from the pool
192.168.1.64 192.168.1.254 (excluding 192.168.1.14281 192.168.1.129).

IV.10 Reconfigure an EXxisting Interface

The ACS might want to reconfigure an existing Interface to provide alternate routing
functionality. For the purposes of this illustration, an existing Ethernet Interface that is
configured for thedownsteamside will be reconfigured aan upstreanmEthernet Interface
replacing an existing DSL Interface.

The current configuration on thgstreanside looks like:
IP.Interface.I’ Ethernet.Link.I' ATM.Link.1" DSL.Channel. DSL.Line.1

The current coiiguration on thedownstreanside contains:
¥ IP.Interface.2 Ethernet.Link.2' Bridging.Bridge.1.Port.1 (lMnagememort=true)
¥ Bridging.Bridge.1.Port.1 LowerLayeparameter has tweaferences:
o Bridging.Bridge.1.Port.2
o Bridging.Bridge.1.Port.3
¥ Bridging.Bridge.1.Port.2 LowerLayerszarameter hasr&ference of Ethernet.Interface.1
¥ Bridging.Bridge.1.Port.3 LowerLayeparameter hasr@ference of Ethernet.Interface.2

The ACS would follow these steps to reconfigure the Ethernet.Interface:

1. Determine which Etheet.Interface is to be reconfiguredfor the purpose of this
illustration we will use Ethernet.Interface.1.

2. Use GetParameterValues to retrieve the InterfaceStack.

3. Find thehigherlayerinterface of Ethernet.Interface.1 by finding the InterfaceStack entry
that has Ethernet.Interface.1 as the LowerLayer. The HigherLayer parameter of the
identified InterfaceStack instance will be the Interface we are interested in, for the
purpose of this illustration we found Bridging.Bridge.1.Port.2.
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4. Use DeleteObject to remevBridging.Bridge.1.Port.2This removal will automatically
clean up the InterfaceStack instances that connect Bridging.Bridge.1.Port.1
Bridging.Bridge.1.Port.2 and Bridging.Bridge.1.Port.2 Ethernet.Interface.lAlso, it
will remove Bridging.Bridge.1.61t.2 from the LowerLayers parameter contained within
Bridging.Bridge.1.Port.1.
Find the DSLLine reference within the LowerLayer parameter of the InterfaceStack.
Follow the InterfaceStack up to the Ethernet.Link reference by looking at the
HigherLayer pammeter in the current InterfaceStack instance and then finding the
InterfaceStack instance containing that Interface within the LowerLayer parameter until
the HigherLayer reference is the Ethernet.Link Interfa€er the purpose of this
illustration, we faind Ethernet.Link.1.
7. Use SetParameterValues to reconfigure the LowerLayers parameter of Ethernet.Link.1
such that its value is ODevice.Ethernet.Interface.10 instead of ODevice.ATM.Link.10.
8. The CPE updates the InterfaceStack table and sets the Upstreametpata true on the
Ethernet.Interface.l instance automatically.
9. Note that the ACSnight also want to update other related objects, including the NAT
object, the Routing.Router object, or varid@eS and Bridging tablesVLANs might
also need to be create

o 0

After the CWMP Session is completed and the CPE commits the configuraticupsineam
side will look like:
IP.Interface.’ Ethernet.Link.1' Ethernet.Interface.l
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Appendix V: IPv6 Data Modeling Theory of Operation

V.1 [IPv6 Overview

The IETF publishedRFC 2460[16], Internet ProtocolVersion 6 (IPv6) Specificatiom 1998.

Since then, it has published a variety of RFCs to create a suite of protocols (and extensions to
protocols) for operating, managing, and configuring IPv6 netwamkisdevices. In addition there

are RFCs that document transition mechanisms (to transition from IPv4 to IPv6) and best current
practices (that describe which RFCs to implement depending on what a device is or needs to do).

The Broadband Forum has publidhgeveral Technical Reports describing IPv6 architectures
and device requirements. SpecificallyiR-124 Issue 2[30] includes IPv6 requirements for
Residential Gateways (RGI)R-177[31] describesnigration to IPv6 in the context GiR-101

[29], andTR-187 [32] describes an architecture for IPv6 for PPP Broadband Access. Fhe TR
181i2 IPv6 Data Model is intended to ensure thatOBBmanaged2] End Devices, RGs, and
other Network Infrastructure Devices can be managed and configured, consistent with the
requirements listed in these documents.

The basic elements of IPv6 data modeling involve information on IPvbitiipa, and enabling
those capabilities on devices and device interfaces (see S&c8pnconfiguring addresses,
prefixes , and configuration protocols on upstream and downstream interfaces (see 8ettions
andV.5), interacting with other devices on the Local Area Network (LAN) (see Sevtidn

and configuring IPv6 routing and forwarding information (see Setigh

Configuration protocols include Neighbor Discovery (ND; RE€61[22]) and DHCPv6 (RFC
3315[18]). Neighbor Discovery includes several messages that are important to configuration,
including Router Solicitation (RS) [sent by devices looking for routers], Router Advertisement
(RA) [sent by routers to other devices on the LAN], Neighbor Solicitation (NS) [used to identify
if any other device on the LAN is using the same IPv6 address,saudto see if previously
detected devices are still present; the latter is called Neighbor Unreachability Detection (NUD)],
and Neighbor Advertisement (NA) [used to respond to a NS sent to one of the deviceOs IPv6
addresses]. These messages are centréietcstateless address autoconfiguration (SLAAC)
mechanism described in RFB62[23]. SLAAC is expected to be the primary means of IPv6
address configuration for devices inside a home network. BRE [20] extended the RA
message to support a Routelnformation option. REGQ6 [26] extended the RA message to
support sending Recursive DNS Servers (RDNSS) information for DNS configuration.

DHCPv6 can also be used for IPafldress provisioning, through its IA_NA option. DHCPv6

was extended by RFB633[19] to provide the IA_PD option for delegating IPv6 prefixes to
routers (that the routers can then use to provide IPv6 addresses to otheraetiees AN, or

to further subdelegate to other routers inside the LAN). Both IA_NA and IA_PD require the
DHCPv6 server to maintain state for these assignments (since they have lifetimes, can expire,
and require renewal). DHCPv6 can also supply a vaoétgtateless configuration options,
including recursive DNS server information. RGs can have both DHCPv6 client and server, and
it may be desirable for some of the stateless options to be passed through from the client to the
server.

February2011 © The Broadband Forumll rights reserved 64 of 88



Device Data Model for TR69 TR-181Issue2 Amendment 2

Interfaces that sumpt IPv6 will have more than one IPv6 address. IPv6 interfaces are always
required to have a linlocal address (described in RB862[23]). Other IPv6 addresses may be
acquired through SLAAC, DHCPvV6 IA_NA, or they may beistdlly configured. Routers may
acquire prefixes (for use with address assignment in the LAN) from DHCPv6 IA_PD, static
configuration, or by generating their own Unique Local Address (ULA) prefixes from -a self
generated ULA Global ID (RF@193[21)).

Because of the various IPv6 addresses that devices can have, maintaining good routing table and
IPv6 forwarding information is critical. Route information can be obtained from received RA
messages (both by noting that the sendiegia# is a router, and from the Routelnformation
option) as well as other protocols.

V.2 Data Model Overview

This Theory of Operations focuses on data modeling for the purpose of establishing upstream
and downstream connectivity for T#69-enabled[2] devices, and for configuration of IPv6

related parameters. This is not an exhaustive description of data model changes made in support
of IPv6, and only intends to describe the working of elements that are not readily obvious.

The folowing tables are key to IPv6 data modeling:

¥ IP
o IP.Interface
# |IP.Interface.lPv6Address
# IP.Interface.IPv6Prefix
¥ PPP.Interface

¥ Routing.Router
o Routing.Router.IPv6Forwarding
o Routing.Routelnformation.InterfaceSetting
¥ NeighborDiscovery.InterfaceSetting
¥ RouterAdertisement.InterfaceSetting
o RouterAdvertisement.InterfaceSetting.Option
Hosts.Host
¥ DHCPv6
o DHCPv6.Client
# DHCPv6.Client.Server
# DHCPv6.Client.SentOption
# DHCPv6.Client.ReceivedOption
o DHCPv6.Server
# DHCPv6.Server.Pool
¥ DHCPv6.Server.Pool.Client
o DHCPv6.Server.PodClient.IPv6Address
o DHCPv6.Server.Pool.Client.IPv6Prefix

#
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o DHCPv6.Server.Pool.Client.Option
¥ DHCPv6.Server.Pool.Option

Note that the following tables have separate theories of operation, and are not described again
here:
¥ IPv6rd.InterfaceSetting

¥ DSLite.InterhceSetting

Firewall includes some IPv6 elements that are not described, since it does not interact with tables
otherthan an association witR.Interface As such, its IPv6 usage is considered straightforward,
and explanation is considered unnecessary.

Similarly, DNS.Client.Serveis not described.

Use of DHCPv6 elements @ridging.Filter are also not described, as there is no conceptual
difference between how they are used and how DHCPv4 elements are used.

Figure 20 shows ke relationship of IPv6 configuration messages to devices and the tables used
to configure the protocol messages and store the responses.
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upstream IRnterface
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End RG
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/|5 | RYCPV6 server message s ROF;J(tsed g § DHCPV6 client megsage s
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g
downstreamnterfaces: upstrean interfaces:

¥ RA configuredin ¥ RSconfiguredin NeighborDiscovery
RouterAdvertisement ¥ DHCPv6 client configured iDHCPv6.Client

¥ DHCPv6serverconfigured in ¥ RA PrefixInformation prefixes stored in
DHCPv6Serverimay include ¥ IP.Interface.IPv6Prefix
references to allow pass ¥ RA OAO prefixes used to creidnterface.lPv6Address

through of stateless options instances
from aDHCPv6.Clienf ¥ RA Routelnformation prefixes go in
¥ NS for NUD configured in Routing.Router.IPv6Forwarding
NeighborDiscovery ¥ DHCPv6 server IA_NA stored iflPv6AddresslA_PD in

IPv6Prefix other options in
DHCPv6.Client.ReceivedOption
¥ NS for NUD configured ifNeighborDiscovery

Figure 20 BDRelationship of Protocols to Data Model
Figure21 shows internal relationships of parts of the data model involved in IPv6 addresses and

IPv6 prefixes. The following sections describe in greater detail how these various tables are
populated.
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Figure 21 PInternal Relationships of IPv6 Addresses and Prefixes

V.3 Enabling IPv6

The IP IPv6Capableparameter indicates whether the device supports IR¥6IPv6Enable
controls enabling IPv6 is on the device. IPv6 can only be enabled on a device with
IPv6Capabletrue. IPv6Statusndicates whether IPv6 has been enabled on the device.

Per TR-124 Issue 2[30], the upstream interface can be configured to establish an IPv6
connection either over PPP (PPPoA or PPPOE) or directly over EthBotat.mechanisms
require anlP.Interfaceinstance withlPv6Enableset totrue. When using PPP, RPP.Interface
instance must havePv6CPEnableset totrue (which can only occur iPPP.SupportedNCPs
includesIPv6CPIn its list of Network Control ProtocolNCPSs)).

Enabling IPv6 on specific downstream or upstream interfaces requiréB.thégrfaceinstances
havelPv6Enableset totrue.

V.4 Configuring Upstream IP Interfaces

An upstream IP Interface isndP.Interfacethat is associated with ddpstream=truephysical
interface, via thdnterfaceStack Every Upstream=truephysical interface that will be used to
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support routed IPv6 traffic will have an upstream IP Interface for each distinct upstream IPv6
connection that is established over that physical interfac

Upstream IPv6 connections can be established on an upstream IP Interface either through
internal logic (for welknown addresses and the lidcal address), static configuration, or
dynamically through received Router Advertisement (RA) messages dCP& client
behaviors. Received RA and DHCPv6 messages can contain configuration information for more
than just establishing the upstream IP interface. The data model allows for the storage of
additional configuration information sent by one of these pai$o

V.4.1 Configuration Messages Sent Out the Upstream IP Interface

The device can be configured to seRduter Solicitation and DHCPv6 client messages out an
upstream IP interface.

¥ A device that is configured to send Router Solicitation messages out esaupP
interface will have éNeighlorDiscovery.InterfaceSettingstance whosmterfaceis the
related upstreart®.Interface and withRSEnable=true

¥ A device that is configured to send DHCPV6 client requests out an upstream IP interface
will have aDHCPv6.Clientinstance whosinterfaceis the related upstrealR.Interface
and withEnable=true RequestAddressedicates whether IA_NA is to be requested,
RequestPrefixeadicates whether IA_PD is to be requested, RaquestedOptions
identifies which dber options are to be requestBdHCPVv6.ClientServer
DHCPv6.ClientSentOptionandDHCPV6.ClientReceivedOptioare populated as
appropriate, as described in the data model.

V.4.2 |IPv6 Prefixes

IP.InterfacelPv6Prefix instances on upstream IP interfaces aszlus store all prefixes received

in RA messages on the interface (Wibhigin of RouterAdvertisementprefixes delegated by
DHCPv6 IA_PD (withOrigin of PrefixDelegatiol), statically configured IPv6 prefixes (but only

the ones that are intended to be-dubded for use on downstream interfaces with sent RA
messages or DHCPvV6 server functions), AfellKnownprefixes, as appropriate (such as certain
well-known multicast prefixes, where the device joins the multicast group for that prefix on that
interfacs.

RouterAdvertisemerprefixes withAutonomoustrue are used to create #dv6Addressnstance
on the interface, and can be used to create routefRomthg.Router.IPv6Forwarding.
RouterAdvertisemenprefixes with OnLink=true can also be used to createutes in
Routing.RoutetPv6Forwarding Prefixes received in a RA Routelnformation option are not
stored with the interface, but rather in an instandearfting.Routinformation.InterfaceSetting

PrefixDelegationprefixes andStaticprefixes are not dectly used on the upstream IP interface.
They are prefixes that are intended to be-divimed for use on the deviceOs downstream
interfaces, either by the DHCPv6 server for IA_NA or IA_PD, sent in RA messages|{ak on
and/or autonomous prefixes), sad to selassign addresses to other interfaces on the device.
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Non IA_PD prefixes received in DHCPV6 options are not stored with the upstream IP interface.
Prefixes for static routes are entered directly iRtuuting.RoutetPv6Forwardingand do not
needto also have upstream IP interfdBe6Prefixentries.

It is often desirable to configure information about delegated prefixes before they have been
delegated (for example, that a particular /64 of that prefix is to be used on the downstream
interface foraddress assignment). In order to allow for the referencing eyet@Xxistingbut
expected delegated prefixes, a®@rigin=Static IPv6Prefix entry is created of
Type=PrefixDelegationWhen a device receives a delegated prefix, it is expected to firdolook

such Static entries and populate them with the delegated prefix information, instead of creating a
new IPv6Prefix instance ofOrigin=PrefixDelegation How these references are configured on
downstream interfaces is discussed in SedtiGnl.

V.4.3 IPv6 Addresses

IPv6 link-local addresses on an upstream IP Interface are generally internally generated,
although they can be configured statically, when necessary (when the internal defdattdink
address fails Duplicate AddresstBetion (DAD)). A properly configured upstred®.Interface
instancewill have alP.InterfacelPv6Addressnstance for its linkocal address. This will have
Origin of AutoConfigured(if internally generated peRFC 4862[23]) or Static (if statically
configured by some management entity).

IPv6 addresses that are created Wdetess address autoconfigurat(@LAAC), as defined in

RFC 4862from received RA messages that contain prefix(es) Aitlonomoustrue) cause the

device to create dP.Interface.lPv6Addressnstance withOrigin of AutoConfigured IPv6
addresses assigned via DHCPv6 IA_NA cause the device to criétatarface.lPv6Address
instance withOrigin of DHCPvG Statically created IPv6 addresses will h@regin of Static If

any of these addresses are Global Unicast Addresses (GUA), they can be used to originate and
terminate traffic to/from either the downstream or the upstream, independent of which physical
interface they are associated with.

V.5 Configuring Downstream IP Interfaces

A downstream IP Interface islB.Interfacethat is associated with dgpstream=false physical
interface, via theénterfaceStackAs noted in the definition of thépstreamparameter, Ebr an
End Device Upstreamwill be true for all interfaces.O This means that only RGs or (possibly)
other Network Infrastructure Devices will have downstream IP Interfaces.

V.5.1 IPv6 Prefixes

IP.InterfacelPv6EPrefix instances on downstream IP interfaces are used to store all prefixes that
are either odink for that downstream IP interface, or can be delegated to or used by routers
connected to that downstream IP interface:li@k prefixes include prefixes that are included in
Router Advertisement (RA) messages for SLAAC (Autonomous prefixes), those used as
DHCPv6 address pools, and those used for static addressing by End Devices that connect to that
downstream IP interface.

The device can have a Unique Local Address (UL48 prefix defined inIP.ULAPrefix In
general, the device will generate its own UI48 prefix, although this value could be configured
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directly by the user or through T869 [2]. If ULA addressing is to be supported on a
downstream interface, thdR.Interface.ULAEnablanust betrue. The ULA /48 prefix can be
associated with anglownstream IRnterface,andcan be sudlivided to provide ULA prefixes on
multiple downstream I[P interfaces (by assigning longer prefixes from the /M8 Arefix to
these downstream IP interfaces). When the device creates a ULA pnefix downstream
interface, it creates dRv6Prefixinstance withOrigin=AutoConfigured

RGs that are configured to act as routers need to know which prefixes to include in their sent
Router Advertisement (RA) messages and to be used in DHCPv6 serverTpmse prefixes

need to be associated with the downstream IP interface for those
RouterAdvertisement.InterfaceSettangd DHCPV6.Server.Podhstances. These prefixes can be
statically configured on the downstream IP interface, or they can be automagea#rated

from prefixes on an upstream IP interface vithigin of PrefixDelegationor Statig or they can

be generated from the UL/A8 prefix (as described in the previous paragraph). Prefixes that are
automatically (by internal code) derived from jxes on an upstream IP interface wihgin of
PrefixDelegationor Statig will point to that upstream IP interface RarentPrefixand have

Origin of Child.

It is often desirable to preonfigure information about prefixes on a downstream IP interface
that are to be derived from delegated (on the upstream interface) prefixes. This will need to be
done before that prefix has been delegated and without knowledge of what that prefix will be. A
derivedfrom-not-yet-existingbutexpecteedelegateeprefix downstream IP interfacE’v6Prefix

entry will have Origin=Static and Type=Child, and will haveParentPrefix pointing to an
upstream IP interfacBPv6Prefixinstance (that i©rigin=Static and Type= PrefixDelegatio.

When a device receives a delegated prafid populates the upstream IP interface IPv6Prefix
instance, and needs to generate downstream IP interface prefixes from that delegated prefix, it is
expected to first look for suc8tatic Child entries and populate them with the derived prefix
information instead of creating a nelRv6Prefixinstance ofOrigin=Child. How the referenced
parent prefixes are configured on upstream IP interfaces is discussed in 8etfon

If the device receives RA messages on downstream té#Pfanes, autonomous and -lmk
prefixes in such received RA message Prefix Information options can also be recorded in
IP.InterfacelPv6Prefix. At this time, there is no additional guidance for using the information in
these RA messages received on ddmasn interfaces. They are simply stored, to provide
information about other devices in the home network.

V.5.2 IPv6 Addresses

As with the upstream IP interfaces, IPv6 liokal addresses on a downstream IP interface are
generally internally generated, althoutjey can be configured statically, when necessary (when
the internal default linkocal address fails Duplicate Address Detection (DAD)). A properly
configured downstream IPv6 connection will have IB.Interface instance with a
IP.InterfacelPv6Address instance for its lindocal address. This will haveOrigin of
AutoConfiguredif internally generated pdRFC 486223]) or Static(if statically configured by
some management entity).
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If the device has a Unique Local AddressLA)Y prefix that it is advertising and/or sub
delegating to devices on the LAN, then it needs to have at least one address from this prefix
assigned to downstream IP interfaces that expect to support usage of the ULA.

If the device did not receive an adds on its upstream IP interface (from DHCPv6 or SLAAC),

but it was delegated a prefix (DHCPv6 IA_PD), then it is expected to assign an address from a
prefix (Origin=Child or Type=Chilg derived from that delegated prefix to one of its -non
upstream interfees. ThisIPv6Addressinstance will haveOrigin of AutoConfigured This

address can be used for originating and terminating messages to and from either the downstream
or the upstream interfaces.

V.6 Device Interactions

The RG can interact with other devicestba LAN both by actively sending messages with or
without configuration information, and by passively listening to messages received from other
devices. End Devices can interact with other devices on the LAN by passively listening to
messages received froother devices and by actively performing Neighbor Unreachability
Detection (NUD) to determine if previously detected devices are still reachable.

V.6.1 Active Configuration

To assist in the automated configuration of other devices on the LAN, an RG sends Rout
Advertisement (RA) messages and DHCPv6 server messages. This function is associated with
downstream IP interfaces, and thus does not apply to End Devices. As noted in the above section
on downstream IP interfaces, only RGs or other infrastructure dewitlehave downstream IP
interfaces.

¥ RouterAdertisement.InterfaceSettingstances whoskaterfaceis the related
downstreamP.Interface with Enable=true define the content of RA messages that get
sent on the downstream IP interface. RuaiterAdertisement.InterfaceSettingstance
will include references tPv6Prefixentries in the associated downstream IP interface.
These aréPv6Prefixentries ofOrigin=Child or Origin=Static.

¥ DHCPv6.Server.Poahstances whoskterfaceis the related downstrealP.Interface
with Enable=true contain information for filtering DHCPV6 client requests, and identify
the IPv6 prefix(es) (referenceslv6Prefixentries of the associated downstream IP
interface) that provide the pool of IPv6 addresses and IPv&gsedvailable for
assignment from this pool. Information on soliciting clients (including assigned addresses
and prefixes and received option information) is storddHICPv6.Server.PodClient.
Additional options that are sent to soliciting clients isexidn
DHCPv6.Server.PodDption. ThePassthroughClienparameter in this table identifies
whether the value of this option is simply passed through from a DHCPv6 client on an
upstream interface.
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As noted above, botRouterAdertisement.InterfaceSettirrspd DHCPV6.Server.Podiave

references téPv6Prefixentries. TheManualPrefixeslANAManualPrefixesnd
IAPDManualPrefixeparameters allow for configuration (through-DR9[2], user interface, or

other means) of prefixes tharte to be included in RA messages, and to be used in deriving
DHCPv6 IA_NA and IA_PD offers, respectively. TReefixes IANAPrefixesandlAPDPrefixes
parameters list all of the prefixes that the devices actually does include in these messages. Since
the*ManualPrefixesentries may point ttPv6Prefixentries that are not enabled, it is possible

that not all of those will be included in these parametersO lists. In additioriNathelPrefix

entries, these lists may also include references to prefizethe device creates or uses
automatically in RA messages or for deriving DHCPVv6 IA_NA or IA_PD offers.

There is some flexibility in the modeling of ULA IA_PD prefixes. It is not required to model the
ULA /48 prefix in anlPv6Prefixinstance. If the ULA48 is not represented in an IPv6Prefix
instance antULAEnableis true for a downstream interface alPDEnableis true for a
DHCPv6.Server.Poahstance, then it can be assumed that the device willlsldgate prefixes
from the ULA /48 prefix. Alternatly, the ULA /48 can be included as AatoConfiguredorefix

in a downstream interface, and thRav6Prefixinstance can be referencedAPDPrefixesn the
DHCPv6.Server.Poahstance. It is also possible to manually crea®aticlongerthan/48

prefix from the ULA prefix in a downstream interface. TBimticprefix can then be referenced

in IAPDManualPrefixior aDHCPv6.Server.Poahstance for that interface.

For IA_PD, there is one additional parametAPDAddLengthThis parameter is configureol
recommend how many bits should be added tABDPrefixesprefix to create a delegated
prefix offer.

V.6.2 Monitoring
All devices can monitor and record information from messages sent by other devices.

¥ Information received in Neighbor Solicitation (NS) dxeighbor Advertisement (NA)
messages sent by other devices is recordelsts.Host

¥ In order to actively solicit information from other devices on the LAN, the device can
have aNeighborDiscovery.InterfaceSettimgtance whositerfaceis the related
downstreamP.Interface and withNUDEnable=true To determine whether there are
other routers connected to the LAN that are behaving like IPv6 routers to this same LAN
segment, thignterfaceSettingan also haveRSEnable=trueHowever, it is not
recommaded that routers do this until there is better guidance available for routers that
co-exist in a peered environment on the same LAN.

V.7 Configuring IPv6 Routing and Forwarding
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IPv6 routing information is stored in instances Rbuting.Router.IPv6ForwardingThis
information can in part be derived from Router Advertisement (RA) messages, either directly
from the address of the router sending the RA, or from RA Routelnform&©@ 4191[20])
options that may be included in the m®&ge. Routing.Routeiformation.InterfaceSetting
instances record received RA Routelnformation options.

V.8 Configuring IPv6 Routing and Forwarding

Following is an example of how a typical RG (one upstream and one downstream interface, with
delegated prefix andh_NA address, and ULA enabled) might be configufEte corresponding

data model is shown below the figure. Not all parameters are shown, and objects and parameters
that the ACS is likely to have explicitly created or written are shovinolic face (someof these

settings might alternatively be present in the factory default configuration).
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~ ~
Routing N NeighborDiscovery
=Y
(Router.1 i) -
Enable = v InterfaceSetting.2 (downstream)
) Enable = v
(IPv4Forward|ng <:) Interface = .IP.Interface.2
GPVGFonNardlng S) A—— . ~
7 g ~N Enable=v
Routelnformation
Enable InterfaceSetting.1 (downstream)
Enable = v
InterfaceSetting.1 Interface = .IP.Interface.2
Enable = v / \ J
Interface = .IP.Interface.1 ’
A /) | (DHCPv4.Server ownstream) |
L k\ ‘j / Enable = v
(DHCPV.Client.1 \ (DHCPv6.Server \
Enable = v Enable = v
InterfaceSetting.1 (upstream) Pool.1 (downstream)
Enable = v Enable = v
Interface = .IP. Imerface 1 Interface = .IP.Interface.2
- Y, k 7,
(1P )
IPv4Capable = v IPv4Enable =
IPv6Capable = v IPvBEnable = J
(Interface.l (upstream) Interface 2 (downstream)
Enable = v Enable = v
IPv4Enable = v IPv4Enable = v
IPv6Enable = v IPv6Enable = v
LowerLayers = .PPP.Interface.l LowerLayers = .xxx.Interface.l
Router = .Routing.Router.1 Router = .Routing.Router.1
Type = “Normal” D Type = “Normal” D
\ Loopback = x y Loopback = x d
\ A
(PPP ) (s (Ethernet, WiFi, ..) B
Interface.1 Interface.1
Enable = v Enable = v
LowerLayers = <not shown>
SupportedNCPs = “IPCP,IPv6CP"
IPCPEnable = v
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#I1P
IP.
IPv6Capable = true
IPv6Enable = true
IPv6Status = "Enabled"”
ULAPrefix = fd01:2345:6789::/48 # typically generated by CPE
# Router Solicitation (Upst ream IP interface )
NeighborDiscovery.
Enable = true
InterfaceSetting.1.
Enable = true
Interface = IP.Interface.1
RSEnable = true
# DHCPv6 Client (Upstream IP interface )

DHCPv6.Client.1
Enable = true
Interface = IP. Interface.l
RequestAddresses = true
RequestPrefixes = true

# Upstream  |IP interface

IP.Interface.1
Enable = true
IPv6Enable = true

# Upstream IP interface IPv6 prefixes

# - Assumes DHCPv6 IA_PD will be 1080:0:0:800::/56 (this is NOT known at
# configuration time).

# - Assumes RA(PI) will be 2001:0DB8::/64 (this is NOT known at configuration

# time)

# - Assumeslin k- layer address is 55:44:33:22:11:00

# [Section 4/RFC 2464[17] ],[Section 4.1/RFC 5072[24] ]

# - Assumest hat the WellKnown Link Local fe80::/10 prefix not modeled
IPv6Prefix.1
Enable = true
Prefix = 1080:0:0:800::/56 # DHCPV6(IA_PD) [RFC  3633[19] ]
Origin = "Static"
StaticType = " PrefixDelegation "
# Upstream  |IP interface IPv6 addresses (LL, GUA)
IPv6Address.1
Enable = true
IPAddress = fe80::5544:33ff:fe22:1100
Origin = "AutoConfigured" #LL
Prefix =
IPv6Address. 2
Enable = true
IPAddress = 1080:0:0:700::
Origin = "DHCPv6" # GUA (from IA_NA [RFC 3315[18] ])
Prefix ="
# Downstream [P interface
# - Assumes link - layer address is 00:11:22:33:44:55 [Section 4/RFC 2464 [17] ]
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IP.Interface.2
Enable = true
IPv6Enable = true
ULAEnable = true

# Downstream IP interface IPv6 prefixes
IPv6Prefix.1
Enable = true
Prefix = 1080:0:0:800::/64
Origin = "Static"
StaticType = " Child " # |A_PD /64 (for Icl, RA and IA_NA)
ParentPrefix = IP.Interface.1.IPv6Prefix.1
ChildPrefixBits = 0:0:0:00::/64
IPV6P refix.2
Enable = true
Prefix = 1080:0:0:810::/60
Origin = "Static"
StaticType = " Child " #|A_PD /60 (for IA_PD)
ParentPrefix = IP.Interface.1.IPv6Prefix.1
ChildPrefixBits = 0:0:0:10::/60
IPv6Prefix.3
Enable = true
Prefi x =fd01:2345:6789::/48
Origin = "AutoConfigured" # ULA /48
IPv6Prefix. 4
Enable = true
Prefix = fd01:2345:6789:0::/64

Origin = "AutoConfigured" # ULA /64 (for Icl, RA and IA_NA)
IPv6Prefix. 5

Enable = true

Prefix = 2001:0db9::/60 # RA(PI)[RFC  4861[22] ]

Origin = "RouterAdvertisement” # from peer router

Autonomous =  true

OnLink = true

# Downstream IP interface IPv6 addresses (LL, GUA?, ULA)
IPv6Address.1
Enable = true

IPAddress = fe80::0011:22 ff.fe33:4455
Origin = "AutoConfigured" #LL
Prefix ="
IPv6Address.2
Enable = false # have upstream GUA so disabled
IPAddr ess =1080:0:0:800::
Origin = "AutoConfigured" # GUA (from IA_PD /64)

Prefix = IP.Interface.2.IPv6Prefix.1
IPv6Addre ss.3
Enable = true
IPAddress = fd01:2345:6789::0011:22ff:fe33:4455
Origin = "AutoConfigured" # ULA (from ULA /64)
Prefix = IP.Interface.2.IPv6Prefix. 4

# Router Advertisement (Downstream IP interface)
RouterAdvertisement.
Enable = true
Interface  Setting.1
Enable = true
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Interface = IP.Interface.2
Manual Prefixes = IP. Interface.2.IPv6Prefix.2

# DHCPv6 server (Downstream IP interface )
DHCPv6.Server.
Enable = true
Pool.1
Enable = true
Interface = IP. Interface.2
<filter criteria>
IANAManualPrefixes = IP.Interface.2.IPv6Prefix.1
IAPDManualPrefixes = IP.Interface.1.IPv6Prefix.1,
IP.Interface.2.IPv6Prefix.2
IAPDADDLength = 4
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Appendix VI:  6rd Theory of Operation

The Device2 data model supports IP¥ia various IP8-specific objects and parameters that

are designed to be used with other IP version neutral andsipaelfic objects and parameters.

This Appendix briefly reviews all the relevant objects and parameters, and then presents some
example configurations.

VI.1 RFC 5969 Configuration Parameters

RFC 596925] describes the general operation of the 6rd protocol and configuration of external
parameters needed to do the proto¢able 14 shows the 6rd configuratioparameterslefined

in RFC 5969 and their mapping intke Device2 data model. Refer to RFC 5969 for further
description on use of these parameters.

Note that while RFC 5969 allows for multiple Border Relay (BR) IPv4 addresses, it does not
describe howa device selects from among these. The device will need to have internal logic to
handle this case, but service providenght wish to ensure that they know what the behavior
will be, if they intend to supply multiple BR addresses.

Table 14 DRFC 5969 Configuration Parameter Mapping

RAC selels) (Setion o) ComigEren Device:2(IPv6rd.InterfaceSetting.{i}) Parameter
Parameter
IPv4MaskLen IPv4MaskLength
6rdPrefix ' . ,

- SPIPv6Prefix (expressed with prefix length)
6rdPefixLen
6rdBRIPv4Address BorderRelaylPv4Addresses

VI.2 Internal Configuration Parameters

AddressSourceTunnelinterface Tunneledinterface and AllTrafficToBorderRelayparameters

are used to define internal device operatidddressSourcallows the desired source IPv4
address to be selected (to be embedded in the 6rd IPv6 address, after removing IPv4MaskLength
bits from the beginning of the address, and as the source IPv4 address of the encapsulating IPv4
header). Tunnelinterface and Tunneledlterface allow for internal forwarding, routing,
encapsulation, classification and marking of IPv6 pack&lg.rafficToBorderRelayimpacts
determination of the IPv4 destination address of the encapsulating IPv4 header.

VI.3 IPv4 Address Source

In general, it isexpected that the device will use the IPv4 address obtained ampsheam

interface as the address that is embedded in the 6rd IPv6 address, and used as the encapsulating
source IPv4 address. However, themild be cases where the device has otheripubiv4
addresses assigned to it, and it would be preferable to use one of these. For example, if the

8 Introduced in Amendment 2
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device has a public static IP address assigned to a different interfeceldibe desired to use
that address instead of the address assigned tpdtreaminterface.

If this parameter is not present, or if it is an empty string, the device will use internal logic to
determine the source IPv4 address. In cases where there is aupsiggaminterface with an
assigned (e.ddHCPv4, IPCP, static) IPvdddress, that is the address that will be used.

Note that service providers need to be careful when using alternate addresses. If the alternate
address does not have the same higher order IPv4 bits as other devices that will be supported by
the same 6rgrefix, then the IPv4 mask will need to be zero. Masked IPvaniitde the same

for all IPv4 addresses within a 6rd domain, REIC 596925].

VI.4 Sending All Traffic to the Border Relay Server

The default behavior of a 6rd dliedevice is that all IPv6 packets are encapsulated in IPv4
packets with destination address of a 6rd border relay sexegptwhen the IPv6 destination
address begins witBPIPv6Prefix When the destination IPv6 address begins &RIPv6Prefix

then he encapsulating IPv4 destination address is derived from the IPv6 destination address by
taking the next 32 IPv4MaskLengtlbits, prepending the bits that are masked (as determined by

its own WAN IPv4 address), and using the resulting IPv4 addresseanitapsulating
destination IPv4 address.

For example, if

¥ the IPv6 destination address is 2001:db8:64¢8:200:x:x:x:x [note 64 hex = 100 decimal, c8
hex = 200 decimal, leading zeroes between colons are not shown]
the SPIPv6Prefixs 2001:db8::/32
the devieOs WAN IPv4 address is 10.100.100.1
IPvdMaskLengthis 8
advertiseeto-LAN SLAAC prefix of 2001:db8:6464:100::/64
Ethen the encapsulation destination IPv4 address becomes the first 8 bits of the deviceOs WAN
IPv4 address (10 for an address of 10.10020(lus the next 24 bits (32=24) after the
SPIPv6Prefix(next 24 bits are 64c802 hex = 100.200.2 binary). The source encapsulating IPv4
address is 10.100.100.1. The source IPv6 address begins with the prefix 2001:db8:6464:100::/64.

K K K K

However, ifAllTrafficToBorderRelays True, then all externddound IPv6 traffic is sent to the
border relay.

This Boolean field is reflected in the routing table. If the value is False (default behavior), then
the IPv6 routing table for this example (with a border reRwy4l address of 10.0.0.1) would
include the following entries:

/0 ->6rd -tunnel -interface - intO via 2001:db8:0:100::
(default route to border relay)

2001:db8::/32 ->6rd -tunnel -interface -intO
(direct connect to 6rd tunnel interface if the first 32 bits of
destination address match SPIPv6Prefix )

2001:db8:6464:100::/64 - > EthernetO ( downstream interface)
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If the AllTrafficToBorderRelayield is true, then the"3entry above does not exist

VI.5 Internal Treatment of IPv6 Packets

Since a device can have miple upstreamand multiple downstreaminterfaces, the model
supports logical representations of the internal virtual 6rd IPv6 interface and the virtual IPv4
encapsulated 6rd interface. The two are separated within the model so that classification and
marking can occur for both the tencapsulated IPv6 packet and the HRardicapsulated packet.

The internal virtual 6rd IPv6 interfaceTsinnelinterface
The internal virtual IPv4encapsulated 6rd interfaceTisnneledinterface

The IPv6Forwarding entrigsvhich correspond to the routing table entries mentioned above) will
route traffic between th@ownstreamPv6 interfaces and the 6rd IPv6 interface. IPv4Forwarding
entries are unaffected.

Figure22 shows the flow of tunneled 6tdaffic through thedownstreamupstreamand logical
tunnel/tunneled interfaces. Noted in the figure are sample values for the &ribsrface
entries that would be needed.

Figure 23 shows an upstream traffic example fawhthe tunnel/tunneled logical interfaces are
also used to describe the path 6rd traffic flows in going thrdde¥ice QoS for purpose of
classification, policing, and marking, for both the IPv6 packets (Tunnel) and the encapsulating
IPv4 packets (Tunnelgd
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Appendix VII: Dual-StackLite Theory of Operation

draftietf-softwire-duatstacklite [27] describe the general operation of theadstacklite (DS
Lite) technology and configuration of external parameters needed to do the protimell5
shows the DS.ite configuration parameters defined and requiredinaft draftietf-softwire-
dualstacklite [27] and further defined in drattraft-ietf-softwire-dslite-tunnetoption [28] and
their mapping intdhe Device2 data modél

Table 15DDraft Configuration Parameter Mapping

Draft Device:2 DSLite.InterfaceSetting.{i}) Parameter
IPv6 address of the AFTR EndpointAddress
Name of the AFTR EndpointName

EndpointAddress is a 128 bit tunrehdpointaddr field, containing one IPv6 address. The
tunnel EndpointAddress specifies the location of the remote tunnel endpoint, expected to be
located at aPAFTR (Address Family Transition RouterfEndpointAddress canebassigned
statically (e.g. present in the factory default configuration or set by the ACS) or dynamically (via
DHCPvV6).If both statically and ghamically assigned, then the EndpointAssignmentPrecedence
parameteiindicates whether it is the static configtion or the DHCPv6 configuration that is
actually applied t&cndpointAddress

EndpointName is a variable length tuneeldpointname field, containing a Fully Qualified
Domain Name that refers to the AFTR the client is requested to establish a canmétttio
EndpointName can be assigned statically (e.g. present in the factory default configuration or set
by the ACS) or dynamicallyw{a DHCPV6).If both statically and yhamically assigned, then the
EndpointAssignmentPrecedence parametgicates whetheit is the static configuration or the
DHCPv6 configuration that is actually appliedEndpointName.

When EndpointName is assigned, the name is lookgdesplved)and the correspondingve
address is set in EndpointAddress.

When DSLite is running n the CPE, the NAT function is disabled between [tA& and
DSLite interface.
VII.1 Internal Treatment of IPv4 Packets

Since a devicecan have multipleupstreamand multiple downstreaminterfaces, the model
suppors logical representations of the internal vitti2S-Lite IPv4 interface and the virtual
IPv4-in-IPv6 encapsulated interface.

The two are separated within the model so that classification and marking can occur for both the
un-encapsulated IPv4 packet and the Hew@apsulated packet.

The internal uitual DSLite entry (IPv4 interface) i$unnelinterface

° Introduced in Amendment 2
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The internal virtual DSLite exit (IPv4 in IPv6 encapsulated) interfacd isineledinterface

The IPv4Forwarding entries will route traffic between tloevnstreamPv4 interfaces and the
DS-Lite-enty interfacelPv6Forwarding entries are unaffected.

Figure 24 shows the flow of tunneled DBiSte traffic through thedownstreamupstream and
logical tunnel/tunneled interfaces.
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Figure 24D Sample DSLite Routing and Forwarding
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Appendix VIII: Advanced Firewall Example Configuration

This Appendix presents an advanced firewall exampleilthatratessettings corresponding to
thefollowing predefinedrirewall.Config levels

¥ High: The firewall implements the OTraffic Denied InboundO avdidally Permit
Common Sevices OutboundGcomponents of the ICSA residential certification's
Required Services Serity Policy [34]. If DoS and vulnerability protections are
implemented33], these are enabled.

¥ Low: All Outbound traffic and pinholeefined Inbound traffic is allowed. If DoS and
vulnerability protections are implementf&8], these are enabled.

Firewall.
Enable = true
Config="  Advanced "
AdvancedLevel = Firewall.Level.1

Type = "Stateful"

Firewall.Level.1.

Name =" High "
Description = "Deny Inbound and minimally permit Outbound"
Order =1
Chain = Firewall.Chain.1
DefaultPolicy =" Drop ™
Firewall.Level.2.
Name =" Low"
Description = "Allow all Outbound and pinhole - defined Inbound”
Order = 2
Chain = Firewall.Chain.2
DefaultPolicy =" Drop"
Firewall.Chain.1.
Name =" High (Deny Inbound and minimally permit Outbound ) "
Creator =" Defaults"
Rule.1.
Order =1
Descrip tion =" Telnet "
Target="  Accept "
Destinterface = IP.Interface.l1 # upstream facing IP interface
Protocol = 6 # TCP
DestPort = 23
Rule.2.
Order= 2
Description =" FTP"
Target="  Accept "
Destinterface = IP.Interface.l1 # upstream facing IP interface
Protocol = 6 # TCP
DestPort = 21
Rule.3 .
Order =3
Description ="HT TP"
Target="  Accept "
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DestlInterface = IP.Interface.1
Protocol = 6
DestPort = 80

Rule.4 .

Rule.5 .

Rule.6 .

Order =4

Description ="HTTPS"
Target="  Accept "
Destinterface = IP.Interface.1
Protocol = 6

DestPort = 443

Order=5

Description ="SMTP"
Target="  Accept "
DestlInterface = IP.Interface.1
Protocol = 6

DestPort =25

Order=6

Description ="DNS"
Target="  Accept "

DestlInterface = IP.Interface.1
Protocol = 17
DestPort = 53

Rule.7 .

Rule.8 .

Order=7

Description ="POP3"
Target="  Accept "
DestlInterface = IP.Interface.1
Protocol = 6

DestPort = 110

Order= 8

Description =" IMAP"
Target="  Accept "
DestlInterface = IP.Interface.1
Protocol = 6

DestPort = 143

Firewall.Chain.2.

Name =" Low (All owall O

Creator = "Defaults"

Rule.1.

Rule.2.

Rule.3.

February2011
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# upstream facing IP interface
#TCP

# upstream facing IP interface
#TCP

# upstream facing IP interface
#TCP

# upstream facing IP interface
# UDP

# upstream facing IP interface
#TCP

# upstream facing IP interface
#TCP

- define d Inbound )"

# upstream facing IP interface

Sourcelnterface = IP.Interface.l # upstream facing IP interface

Order =1

Description =" Qutbound "
Target="  Accept "
Destinterface = IP.Interface.l1
Order =2

Description ="Allow IPsec AH"
Target=  "Accept"

IPVersion = 6

Protocol = 51

Order =3

Description ="Allow IPsec ESP"

# IPv6
# AH
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Rule.4.

Rule.5.

Rule.6.

Rule.7.

Firewall.Chain.

Name =" UPnP Port Mapping (dynamic rules)

Target = "Accept"
Sourcelnterface = IP.Interface.l # upstream facing IP interface

IPVersion = 6 # IPv6
Protocol = 50 # ESP
Order =4

Description ="Allow IPsec key exchange"

Target = "Accept"
Sourcelnterface = IP.Interface.l # upstream facing IP interface

IPVersion = 6 # IPv6

Protocol = 17 # UDP
DestPort=50 O

Order =5

Description =" UPnP Port Mapping"

Target = "TargetChain"

TargetChain = Firewall.Chain. 3

Sourcelnterface = IP.Interface.l # upstream facing IP interface
Order =6

Description ="UPnP IPv6 Firewall"

Target = "TargetChain"

TargetCh ain = Firewall.Chain. 4

Sourcelnterface = IP.Interface.l1 # upstream facing IP interface
Order =7

Description ="User Interface"

Target = "TargetChain"

TargetChain = Firewall.Chain. 5

Sourcelnterface = IP.Interface.l # upstream facing IP interface

3.

Creator = "PortMapping”

Rule.1.

Firewall.Chain.

Name = "UPnP IPv6 Firewall (dynamic rules)

Order =1

Description ="SSH"

Target = "Accept"

Sourcelnterface = IP.Interface.l # upstream facing IP interface

IPVersion = 4 # IPv4
Protocol = 6 #TCP
DestPort = 22

4,

Creator = "WANIPv6FirewallControl"

Rule.1.

February2011

Order =1

Description =" HTTP

Target = "Accept"

Sourcelnterface = IP.Interface.l # upstream facing IP interface
IPVersion = 6 #IPv 6

Protocol = 6 # TCP

DestlP =  1080:0:0:800::1

DestPort = 80
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Device Data Model for TR69

Firewall.Chain.

5.

Name = "User Interface"
Creator = "Userlnterface"

Rule.1.

Order =1
Description ="SMTP server"
Target = "Accept"

TR-181Issue2 Amendment 2

Sourcelnterface = IP.Interface.l1 # upstream facing IP in terface
IPVersion = 4 # IPv4
Protocol = 6 # TCP
DestIP = 192.168.1.4
DestPort = 25
Rule.2.
Order =2
Description ="DMZ"
Target = "Accept"
Sourcelnterface = IP.Interface.l # upstream facing IP interface
IPVersion = 4 # IPv4
DestIP = "192.168 A5 # IPv 4 address of LAN device that recv S
# all unsolicited inbound IPv4 traffic
End of Broadband Foruifechnical RportTR-181
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