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Notice

The Broadband Forum is a npnofit corporation organized to create guidelines for broadband
network system development and deployment. This Broadband Hacinmical Reporthas been
approved by members of the Forum. This Broadband Fdrechnical Reporis not binding on the
Broadband Forum, any of its members, or any developer or sgmawider. This Broadband
ForumTechnical Reporis subject to change, but only with approval of members of the Forum.
This Technical Reporis copyrighted by the Broadbd Forum, and all rights are reserved. Portions
of this Technical Repontnay be copyrighted by Broadband Forum members.

THIS SPECIFICATION IS BEING OFFERED WITHOUT ANY WARRANTY WHATSOEVER,
AND IN PARTICULAR, ANY WARRANTY OF NONINFRINGEMENT IS EXPRESSLY
DISCLAIMED. ANY USE OF THIS SPECIFICATION SHALL BE MADE ENTIRELY AT THE
IMPLEMENTER'S OWN RISK, AND NEITHER the Forum, NOR ANY OF ITS MEMBERS OR
SUBMITTERS, SHALL HAVE ANY LIABILITY WHATSOEVER TO ANY IMPLEMENTER
ORTHIRD PARTY FOR ANY DAMAGES OF ANY NATURE WHATSOEVER, DIRECTLY
OR INDIRECTLY, ARISING FROM THE USE OF THIS SPECIFICATION.

Broadband Foruriechnical Repogtmay be copied, downloaded, stored on a server or oteerwis
re-distributed in their entirety only, and may not be modified without the advance written
permission of the Broadband Forum.

The text of this notice must be included in all copies of this Broadband Haranmi@al Report
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Executive Summary

TR-124specifies a superset of requirements for broadband Residential Gateway (RG) devices that
are capablef supporting a full suite of voice, data, broadcast video, video on demand anywo
video applications in broadband networks.

The requirements are grouped into modules. This meangtR& @an be specified by listing the
modules that thRG is expeatd to support. No single device is expected to support all modules.

TR-1241ssue 2updatedlR-124 Issue 1o include requirements for IPv6.
TR-124 ksue ZXlarifies and correct§R-124Issue Zand defines new profiles

TR-124 Issue 4 defies the followig new profiles:

IF.LAN.HomePIlugAV2
IF.LAN.WIRELESS.APERP-Authenticator EAP reauthenticator (ERP)
LAN.SIPserver

LAN.SIPmixer

LAN.Interworking.UEAuthentication 3GPP User Equipment Authentication Support
MGMT.UPnP.IGD.ACRF UPNP IGD to allow Conneicin Request Forwardin
WAN.DHCPV4.ERP EAP reauthenticator (ERP) DHCPv4 Client
WAN.DHCPV6.ERP EAP reauthenticator (ERP) DHCPv6 Client
WAN.L2TPclient L2tp VPN Remote Access

WAN.PCP Port Control Protocol

SeptembeR014 © The Broadband Forum. All rights reserved 7o0f 141
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1 Purposeand Scope

1.1 Purpose

TR-124presents a superset of requirements for broadband Residential Gateway devices that are
capable of supporting a full suite of voice, data, broadcast video, video on demand-araytwo
video applications in broadband networks.

1.2 Scope

A Residential Gateway implementing the general requiremefitR-d24 will incorporate at least

one embedded WAN interface, routing, bridging, a basic or enhanced firewall, one or multiple LAN
interfaces anttome networking functionality that can be deployed as a consuménselfable

device.

TR-124 specifies a baseline of Residential Gateway device and application functions needed to
support service deliveryirouted and bridged broadband network architectiregces can be
specified that will operate on any of the different typeBraladband-orum defined network
architecturesThis allows service providers to configure a Residential Gateway supportrifiespe
TR-124modular requirements locally via T664 and Web Graphical Usetténface or remotely

via TR-069.

TR-124provides optional requirements modules for vasiphysical broadband interfaces (e.g
xDSL, Ethernet, GPON) and home networking (LAN) interfabasmay be implemented on
Residential Gateways to meet local service provider néedhermore, to accommodate common
regionspecific service provider reqeimments that do not apply globally, additioregional
annexesre included in th& R-124requirements that may be included in regspecific product
profiles (e.gNorth American Powerrad Environmental requements).

It is intended that these general requirements modules and WAN/LAN interface modules can be
used as references to define a specific product implementation that may be needed in future
Broadband=orum TechnicaReports This checklist style produrofile approach (shown in the
Product Profié Template section in APPENDIX V4 intended to provide an easy mechanism to
define a specific product that is needed by region or by service proviseesample of such a
product profile iSTR-068Base Reairements for an ADSL Modem with Routindpich refers to
TR-124feature modules and regional annexes.

These requirements are both backward and forleaoking. They attempt to address the needs of
current DSL services and architectures as well as giadiaddress future needs. Some

requirements have been included in support of0BB, TR064, TR069, TR101 and TRL22 Any

CPE that claims to be compliant with these technical requirements must meet the requirements that
reference those documents. Iursderstood thaa CPE that does not claim to be compliant with

these referenced requirements may or may not meet any or all of these requir@meneriodic

basis new general requirements and physical interface modules may be added in future oévisions
TR-124
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2 References andlerminology

2.1 Conventions

In thisTechnical Reportseveral words are used to signify the requirements of the specification.
These words aralwayscapitalized.

MUST This word, ortheten “ REQUI RED” , means t
absolute requirement of the specification.

MUST NOT This phrase means that the definition is an absolute prohibition of
specification.

SHOULD This word, or theerm® RECOMMENDED” , meoald s
exist valid reasons in particular circumstances to ignore this item,
the full implicationsneed tabe understood and carefully weighed
before choosing a different course.

SHOULD NOT This phrase, or the phrase "NOT RECOMMENDED" means that t
could exst valid reasons in particular circumstances when the
particular behavior is acceptable or even useful, but the full
implications need to be understood and the case carefully weighe
before implementing any behavior described with this label.

MAY This wad, or theterm® OPTI ONAL”, means th
an allowed set of alternatives. An implementation that does not
include this option MUST be prepared to intgrerate with another
implementation that does include the option.

By Default These wads indicate that this is a default setting or operation of th
unit thatMUST be configurable if providedhis term is not included
in RFC 211957].

Otherresidential gatewatype features not identified this document may also be implemented in
the deviceAn implementation that includes features not identified in this documesitbe
prepared to inteoperate with implementations that do not include these features.

References to CPE or LAN devices irate other equipment such as hosts including &
workstations.

In certain case$R-124 generically refers to new LAN or WAN interface performance monitoring

data parametetbathave not been specifically deéd in the requirements at the time of the

publishing of this documen#s these requirements are not yet defined, it is expected that vendors
may support parameter extensions and basic interface traffic performance statistics until such a time
that theBroadband~orum defines further TechnicBeportsto support new interface parameter

data models for possible use with-DB4, TR069 and the web GUI.
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2.2 References

The following references constitute provisions of treghnical ReportAt the time of publication,
the editions indicated were valid. All references are subject to revision; usersT#dhiscal
Reportare therefore encouraged to investigate the possibilappifying the most recent edition of
the references listed below.

A list of currently valid Broadband Forum Technical Reports is published at
www.broadbangorum.org

NOTE - A number of IETF drafts areitedin this document. Due to the fact that home networking
standards and technology are still being rapidly developed, this was considered necessary. If
subsequent drafts or RFCs are published, they will obsolete theitkdin this document.

Document Title Source Year

[1] ANSI/TIA-968B Telecommunicationis Telephone Terminal ANSI/TIA 2012
Equipment Technical Requirements for
Connection of Terminal Equipment to the
Telephone Network

[2] TR-059 DSL Evolutiori Architecture Requirements BBF 2003
for the Support of Qe&nabled IP Services
[3] TR-062 Auto-Config for the Connection Between tt BBF 2003

DSL Broadband Network Termination-(B
NT) and the Network using ATM (AR7

update)
[4] TR-064 LAN-Side CPE Configuration Specificatior BBF 2004
[5] TR-067Issue 2 ADSL Intepp Test Planformerly TR-048) BBF 2006
[6] TR-068lssue 3 Base requirement for an ADSL Modem wi BBF 2006
Routing
[7] TR-069Amendment CPE WAN Management Protocol BBF 2013
[8] TR-098Amendmenf Internet Gateway Device Data Model for BBF 2008

TR-069. Provides the backgund and non
normative descriptions of the Internet
Gateway Device Data Model, which can b
found athttp://www.broadband
forum.org/cwmp

[9] tr-098-1-8.xml TR-069 InternetGatewayDevicelld BBF 2014
Root Object definition
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[109]RFC 4301 Security architecture for the Internet
Protocol

[110]RFC 4302 IP authentication header

[111]RFC 4303 IP encapsulating security paad (ESP)
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Source Year

IETF 2003
IETF 2003
IETF 2003
IETF 2003
IETF 2003
IETF 2004
IETF 2004
IETF 2004
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
IETF 2005
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Document
[112]RFC 4306
[113]RFC 4330

[114] RFC 4361

[115]RFC 4443

[116]RFC 4541

[117]RFC 4605

[118] RFC 4632

[119] RFC 4638

[120] RFC 4704

[121]RFC 4861
[122] RFC 4862
[123]RFC 5072
[124] RFC 5172

[125]RFC 5176

[126] RFC 5246

[127]RFC 524

SeptembeR014

Title
Internet keyExchange (IKEv2Protocol

Simple Network Time Protocol (SNTP)
Version 4 for IPv4, IPv6 and OSI

Nodespecific Client Identifiers for Dynamis
Host Configuration Protocol Versh Four
(DHCPv4)

Internet Control Message Protocol
(ICMPv6) for the Internet Protocol Versior
6 (IPv6) Specification

Considerations for Internet Group
Management Protocol (IGMP) and
Multicast Listener Discovery (MLD)
Snooping Switches

Internet Group Management Protocol
(IGMP) /Multicast Listener Discovery
(MLD)-Based Multicast Forwarding
("IGMP/MLD Proxying")

Classless Intedomain Routing (CIDR): Thi
Internet Address Assignmeantd
Aggregation Plan

Accommodating a Maximum Transit
Unit/Maximum Receive Unit (MTU/MRU)
Greater Than 1492 in the Poin-Point
Protocol over Ethernet (PPPOE)

The Dynamic Host Configuration Protocol
for IPv6 (DHCR/6) Client Fully Qualified
Domain Name (FQDN) Option

Neighbor Discovery folP version 6 (IPv6)
IPv6 Stateless Address Autoconfiguration
IP version 6 over PPP

Negotiation for Pv6 Datagram
Compression Using IPv6 Control Protocol

Dynamic Authorization Extensions to
Remote Authentication Dial In User Servic
(RADIUS)

The Transport Layer Security (TLS)
Protocol Version 1.2

ExtensibleAuthenticationProtocol (EAP)
KeyManagemenEramework
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Source Year
IETF 2005
IETF 2006
IETF 2006
IETF 2006
IETF 2006
IETF 2006
IETF 2006
IETF 2006
IETF 2006
IETF 2007
IETF 2007
IETF 2007
IETF 2008
IETF 2008
IETF 2008
IETF 2008
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Document
[128]RFC5280

[129] RFC 5625
[130] RFC 5881

[131]RFC 5969

[132] RFC 5996

[133] RFC 6092

[134] RFC 6106
[135]RFC 6333
[136] RFC 6334

[137]RFC 6422
[138] RFC 6434
[139] RFC 6440

[140] RFC 6696

[141]RFC 6704
[142] RFC 6731

[143]RFC 887
[144] RFC @70

[145]RFC7078

[146]RFC 7291

SeptembeR014

Title

Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List
(CRL) Profile

DNS Proxy Implementation Guidelines

Bidirectional forwarding detection (BFD)
for IPv4 and IPv6 (single hop)

IPv6 Rapid Deployment on IPv4
Infrastructures (6rd) Protocol
Soecification

Internet Key Exchange Protocol Version 2
(IKEV2)

Recommende8imple Security Capabilities
in CustomerPremisesEquipment (CPE) for
Providing Residential IPv6 Interne$ervice

IPv6 Router Advertisement Options for DI
Configuration

Dual-SackLite BroadbandDeployments
Following IPv4Exhaustion

Dynamic Host Configuration Protocol for
IPv6 (DHCPvV6) Option for Duabtack Lite

RelaySupplied DHCP Options
IPv6 NodeRequirements

The EAP Reauthentication Protocol (ERP)
Local Domain Name DHCPv6 Option

EAP Extensions for the EAP Re
authentication Protocol (ERP)

Forcerenew Nonce Authentication

Improved Recursive DNS Server Sebect
for Multi-Interfaced Nodes

Port Control Protocol (PCP)

Universal Plug and Play (UPnP) Internet
Gateway Devicé’ort Control Protocol
Interworking FunctioniGD-PCP IWF)

Distributing address set#ion policy using
DHCPvV6

DHCP Options for the Port Control
Protocol (PCP)
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Source Year
IETF 2008
IETF 2009
IETF 2010
IETF 2010
IETF 2010
IETF 2011
IETF 2010
IETF 2011
IETF 2011
IETF 2011
IETF 2011
IETF 2011
IETF 2012
IETF 2013
IETF 2013
IETF 2013
IETF 2013
IETF 2014
IETF 2014
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Document
[147] draft-ietf-mif-dhcpve

route-option
[148] draft-ietf-pcp-proxy
[149] draft-ietf-pcp-port-set

[150]ICES-003

[151]1SO 8601

[152]G.984.1

[153]G.984.2

[154] G.984.2 Amd1

[155]G.984.3

[156] G.988
[157]G.992.1
[158] G.992.3

[159] G.992.5

[160] G.993.2

[161] G.9954

SeptembeR014

Title
DHCPV6 route optios

Port Control Protocol (PCP) Proxy
Function

Port Control Protocol (PCP) Extension for
Port Set Allocation

Information Technology Equipment (ITE)
— Limits and methods of measurement

Data elements and interchange formiats
Informationinterchangeé Representation o
dates and times

Gigabit-capable Passive Optical Networks
(GPON): General characteristics

Gigabit-capable Passive Optical Networks
(GPON): Physical Media Dependent (PMI
layer specitcation

Gigabit-capable Passive Optical Networks
(G-PON): Physical Media Dependent
(PMD) layer specification Amendment 1:
New Appendix IIT Industry best practice
for 2.488 Gbit/s downstream, 1.244 Gbit/s
upstream GPON

Gigabit-capable Passive Optical Networks
(GPON): Transmission convergence layer
specification

Optical network unit management and
control interface(OMCI) specification

Asymmetric digital subscriber line (ADS
transceivers

Asymmetric digital subscriber line
transceivers 2 (ADSL2)

Asymmetric digital subscriber line 2
transceivers (ADSL2) Extended bandwidtt
ADSL2 (ADSL2plus)

Very high speed digitaubscriber line
transceivers 2 (VDSL2)
Homenetworking transceiversEnhanced
physical, media access, and link layer
specifications
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Source Year
IETF 2012
IETF 2014
IETF 2014
Industry 2012
Canada
ISO/IEC 2004
ITU-T 2003
ITU-T 2003
ITU-T 2006
ITU-T 2008
ITU-T 2012
ITU-T 1999
ITU-T 2000
ITU-T 2009
ITU-T 2011
ITU-T 2007
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Document
[162]G.997.1

[163]G.998.1
[164] G.998.2
[165] G.9960

[166] G.9961

[167]G.9964

[168]1.610

[169] X.509

[170] T1-413

[171]T1-413a

[172] ATIS 0600421:200

(R2011)

[173] ATIS

0600427.01:2004

(R2009)
[174] ATIS

0600427.02.2005(R21

10)
[175]UL 1310

[176] UL 609501

SeptembeR014

TR-124Issue4
Title Source Year
Physical layer management for digital ITU-T 2012
subscriber line (DSL) transceivers
ATM-based multpair bonding ITU-T 2005
Ethernetbased multpair bonding ITU-T 2005
Unified highspeed wirelindbased home ITU-T 2011
networking transceivers System
architecture and physical layer specificatic
Unified high-speed wirelindbased home ITU-T 2010
networking transceiverk Data link layer
specification
Unified highspeed wirelindbased home ITU-T 2011
networking transceivers Specification of
spectrum related components
B-ISDN operation andnaintenance ITU-T 1999
principles and functions
Information technology Open systems ITU-T 2012
interconnectiori The Directory: Publiekey
and attribute certificate frameworks
Network and Customer Installation ANSI 1998
Interfacesi Asymmetric Didal Subscriber
Line (ADSL) Metallic Interface
Telecommunicationis Network and ATIS 2001
customer installation interfacds
Asymmetric digital subscriber line (ADSL)
metallic interface (supplement to ATIS
T1.413:1998).
In-Line Filter for Use with Voiceband ANSI 2001
Terminal Equipment Operating on the Sar
Wire Pair with High Frequency (upo 12
MHz) Devices
ATM-based Multipair Bonding ATIS 2004
Ethernetbased MultiPair Bonding ATIS 2005
Standard forClass 2Power Units UL 2011
Safety of Information Technology Equipm: UL 2008
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Document Title Source Year
[177]AF-TM-0121.000 Traffic management specification, version ATM 1999
4.1 Forum
[178]UPNP InternetGatewayDevice:2 Device Templat UPnP 2010
InternetGatewayDeue Version 1.01 Forum
2
[179]UPNP WANIPConnection:2 Service UPNnP 2010
WANIPConnection:2 Forum
[180]UPNP WANPPPConnection:1 Service Template UPnP 2001
WANPPPConnection:1 Version 1.01 Forum
[181]UPNP WANIPv6FirewallControl:1 Service UPNnP 2010
WANIPv6FirewallCont Forum
rol:1
[182] HOmePIlugAVv2 HomePl ugE AV2 TechnHomePlug 2012
Alliance

The following information is given for the convenience of users offtecnical Reporand does
not constitute an endorsement by thediimand Forum of these products:

1 Safari®is aregistered trademark of Apple Computer, Inc.

1 HomePlug® is a registered trademark of HomePlug Powerline Alliance, Inc.

1 HomePNA® is a registered trademark of HomePNA, Inc.

1 IEEE® is a registered trademark of the Institute of Electrical and Electronics Engineers, Inc.
(IEEE). This publication is not endorsed by the IEEE.

1 Internet Explorer® and Microsoft® are registered trademarks of Microsoft Corporation.

1 Java® and JavaScriptare registered trademarks of Sun Microsystems, Inc.

1 Mozilla® is a registered trademark of the Mozilla Foundation.

1 Wi-Fi® is a registered trademark of the-WiAlliance

T WPA, WPA2, Protected Setup, WMM and WMSA are trademarks of the VA Alliance

2.3 Definitions

The following terminology is used throughout thischnical Report

RG A residential gateway (RGg a device that interfaces between the WAN and
LAN IP environment for a consumer broadband customer. ytnoate or
bridge traffic, depending on its configuration and specifications.

The term RG is retained for historical continuity, even though some feature
may be directed at business applications.

Device Unless otherwise qualified, the tedavicerefersto an RG.

Configurable A requirement for configurability does not imply any particular configuratiol
interface. When specific user or 7U8®9 or other configurability is required, th
requirement is stated explicitly.
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Enabling
Logs

GUI

Operator-
specific
configuration
Connection

Load sharing

Load balancing

Failover

Backup

TR-1241ssue4

Likewise, controllability rquirements, for example to enable or disable a
feature, do not imply a control interface.

Likewise, requirements for logging do not imply log configurability and
retrieval on any particular interface unless stated explicitly.

The term GUI or wel& Ul implies access to the RG that is visible to the end
user. The use of this term in a requirement is an assertion that control or
information display is available to the end user.

Many requirements specify defaults, buhnen add t he phr ¢
operators peci fi ¢ configuration.” This
override TR124 requirements when necessary to satisfy their specific neec

As used in this document, a connection is the continaliiidy to communicate
over a pair ofP addresss.

The ability to divide the working load of a task over multiple sources.
Examples:

A web service that is run by a web server. For incoming traffic this can be
divided over multiple servers bgad sharing.

A communication link that is supporting a communication task. Various lin}
can be used to divide the communication load by load sharing. This can b
incoming and outgoing traffic.

The ability to divide the working load a task over multiple sources in an
equal wayExamples:

A web service that is run by a web server. For incoming traffic this can be
equally divided over multiple servers by a load balancer.

A communication link that is supporting a communication taskioda links
can be used to equally divide the communication load by a load balancer.
can be for incoming and outgoing traffic.

Thus, load balancing is only one form of load sharing: load balancing is lo¢
sharing where the load is equally divided iothee sources. What defines
equal” depends on the use case a

The ability to automatically switch to another source when a source becon
unavailable Examples:

A web server becomes unavailable. For incoming traffic, failovemnaatioally
provides another web server to take over the operation.

A communication link becomes unavailable. Via failover, another link
automatically takes over the communication task.

The ability to take over a task when a source becomes unagatabmples:

A web server becomes unavailable. For incoming traffic, backup provides
another web server to take over the operation.

A communication link becomes unavailable. Via backup, another link takes
over the communication task.

2.4  Abbreviations

This Technical Reportiefines the following abbreviations:

SeptembeR014
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AAA
AAL
ac
ADSL
AFTR
ALG
ANSI
ASCII
ATA
ATM
BFD
CPE
CRC
CSA
DAD
DHCP
DLNA
DNS
DoS
DSCP
DSL
DUID
DUID-EN
FCC
FQDN
GMT
GUI
HTML
HTTP
HTTPS
Hz
IAID
IEEE®
IETF
INP
IP
IPCP

Authentication Authorization andAccounting
ATM Adaptation Layer

alternating current

Asynchronous Digital Subscriber Line
Address fanly transition router

Application Layer Gateway

American National Standards Institute
American Standard Code for Information Interchai
Analog Terminal Adapter

Asynchronous Transfer Mode

Bidirectional forwarding detection
Customer Premises Equipment

Cyclic Redundancy Check

Canadian Standards Association

Duplicate address detection

Dynamic Host Configuration Protocol
Digital living network alliance (www.dIna.org)
Domain Name Server

Denial of Service

Differentiated Services Code Point

Digital Subscriber Line

DHCP Unique Identifier

DUID based Enterprise Number

Federal Communications Commission
Fully Qualified Domain Name

Greenwich Mean Time

Graphical User Interface

Hypertext Markup Language

Hypertext Transfer Protocol

Secure Hypertext Transfer Protocol

Hertz

Identification Association Identifier

The Institute of Electrical and Electronics Enginee
The Internet Engineering Task Force
Impulse noise protection

Internet Protocol

Internet Protocol Control Protocol
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ISO
ITU
Kbps
LAN
LPF
MAC
MRU
ms
MTBF
MTU
NAT
NTP
ONU
PC
PD
POTS
PPP
PVC
RA
RG
RTSP
SIP
SN
SNTP
SSL
TCP
TLS
TR
UDP
UL
ULA
ULC
USB
Vac
VCI
Vdc
VDSL
VID

International Organization for Standardization
International Telecommunication Union
kilobits per second
Local Area Network

Low-pass filter

Medium Access Control

Maximum Receive Unit
millisecond

Mean Time Between Failure
Maximum Transit Unit

Network Address Translation
Network Time Protocol

Optical Network Unit

Personal Computer

Prefix Delegation

Plain Old Telephone Service
Point to Point Protocol

Permanent Virtual Circuit

Router Advertisement

Residential Gateway

Real time streaming protocol
Session Initiation Protocol

Saial Number

Simple Network Time Protocol
Secure Sockets Layer
Transmission Control Protocol
Transport Layer Security
Technical Report

User Datagram Protocol
Underwriters Laboratories

User licensing agreement
Underwriters Laboratories Canada
Universal Serial Bus

Volts ac

Virtual Circuit Identifier

Volts dc

Very high-speed Digital Subscriber Line
VLAN Identifier
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VLAN Virtual LAN

VolP Voice over IP

VPI Virtual Path Identifier

WAN Wide Area Network

WEP Wireless Encryption Protocol

Wi-Fi® Wi-Fi Alliance wireless standards organization
WPA Wi-Fi Protected Access
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3 Technical Reportimpact

3.1 Energy Efficiency

TR-124contains regional power requirements for Residential Gateway (RG) devices. In general,
there is an expectation that these devices will meet all local regulatory requirements for powering
and energy consumption.

3.2 IPv6

Issue2 of this Technical Reponvaspublished specifically to providequirements needed for
deployment of IPv6 capable RGssue 3 includes a numbermfnor extensions, corrections and
clarifications.

3.3 Security

The requirements iMR-124are intended to provide a reasonably secure environment for general
consumers, while ensuring that the functionality is usable by consumers, such that they do not feel
that the degree of security is prevagtthem from accomplishing what they want to do.

The requirements are also intended to ensure that the RG does not have a negative impact on the
security of the access network and other users of the access network.

3.4 Privacy

TR-124does not explicitly address privacy requirements.
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4 Residential Gateway Requirements

Section

DESIGN

GEN.DESIGN.

GEN.DESIGN.

GEN.DESIGN.

GEN.DESIGN.

GEN.DESIGN.
GEN.DESIGN.

GEN.DESIGN.

GEN.DESIGN.

GEN.DESGN.

GEN.DESIGN.
GEN.DESIGN.
GEN.DESIGN.

GEN.DESIGN.

GEN.DESIGN.

GEN.DESIGN.

SeptembeR014

Iltem Requirements

10
11
12

13

14

15
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Design
TheRG MUST be compact and have a physical profilealé
for a desktop.

TheRG SHOULD be able to be wall mounted and stand on it
side.

TheRG MAY have the ability to be mounted horizontally or
vertically.

If wall mounted, thdRG SHOULD be oriented so that thebtiag
is routed toward the ground in order to reduce strain on the
cabling.

A detachable walimounting bracket MAY be added to tR&.
The power connector at the RG MUST be securely connecte
avoid accidental disconnect. i§hmeans that the connector
MUST be either secured via a clip to the box or be held in ple
with significant force so that it does not readily pull out by mir
pulling on the power cord.

If the power supply is external to the RG, it SHOUb®labeled
with the RG vendor’'s name a

If the power supply is external to the RGHOULD be either
small enough, or appropriately positioned on the power cord,
as not to block other power outlets.

If the power cable includes an AC to DC conversion brick, ths
brick MAY have a light on it.

TheRG MUST NOT be USB powered.

TheRG MUST NOT use the local phone loop for power.

The model and serial nurar of the RG MUST be visible via
external markings on the RG.

The model and serial number of the RG MUST be visible via
external markings on the RG packaging.

If a console port used for local technician configuration is
provided on theRG, it SHOULD NOT be physically accessible
to end users (e.g. it should not be placed on the outside of th
device).

TheRG MUST have a single function reset button in order to
reset the device to the default factory settings.
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Section Iltem Requirements

OPS
GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.
GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.
GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.
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Device Operation

All RG firmware and associated system files MUST be pre
installed.

TheRG MUST operate 24 hours a day, 7 days a week withou
the need to reboot.

The MTBF (Mean Time Between Failures) of R& and
operating system SHOULD be equal to or exceed 1 yeaiit(e.c
should not need a reboot more than one time per year).

The life expectancy of theG SHOULD be at least seven years

TheRG SHOULD toleratepower fluctuations and brawouts,
continuing to operate normally and maintaining its configurati
after these events.

TheRG SHOULD be able to detect faults and reset appropria
upon detection.

TheRG SHOULD include sufficient nowolatile memory to
accanmodate future control and data plane protocol upgrade
over a minimum of four years. The potential upgrades may
include: initiating and terminating signaling protocols at IP an
ATM layers; logic for packet classification, policing, forwardin
traffic shaping and QoS support at IP, Ethernet and ATM laye

TheRG MUST preserve local configuration information during
poweroff and power interruption.

TheRG MUST complete power up in 60 seconds or.less

TheRG SHOULD be slf-installable by an end user in under 2
minutes assuming the default configuration and mode of
operation. This is the time from when the box is opened to wil
the user is using the service including any driver installation
(assuming no network complicans and excluding micrblter
installation and customer ordering/registration).

Other than networking drivers (eldS B, wi r el ess
software or drivers MUST NOT be required on computers an
other devices for proper and full usketioe RG.

TheRG, its drivers and any packaged software SHOULD sup
Macintosh OS 8.6 and above.

TheRG, its drivers and any packaged software SHOULD sup
all Microsoft PC based operating systems that have not yet
reached "Ed of Support” status (see
http://support.microsoft.com/lifecycfer more details).

TheRG, its drivers and any packaged software MAY support
Linux. It is especially desirable to do so wéh open interface.
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Section

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OPS.

GEN.OFs.

GEN.OPS.

NET

GEN.NET.
GEN.NET.
GEN.NET.
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15
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17
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24

N
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Requirements

TheRG MUST preserve its configuration across firmware
updates.

All software revisions SHOULD be backward compatible with
all previous versions. There SHOULD be no loss of existing
functionality.

Software revisions MUST NOT require service provider netw:
changes to maintain proper operation of previous features.

TheRG firmware MUST be identified by a revision number.
This revision number MUST be formatted using an X.Y.Z
incremental ombering format where X indicates the major
release number, Y indicates the minor release number, and :
represents the revision number (e.g. 2.4.1).

The RG vendor SHOULD have a web site where firmware
updates and documentation are available.

The firmware at the RG vendor's web site SHOULD include ¢
error correcting updates for th.

TheRG MUST NOT allow "back door" entry to the unit (e.g
there must be no hidden telnet or web access using secret
passwords).

This requirement is not intended to preclude physically secur:
craft access in accordance with GEN.DESIGN.14.

All firmware updates MUST be verified using security
mechanisms. A checksum mechanism is a minimum requirer
for achieving this.

All firmware updates SHOULD be signed with a cryptographi
"fingerprint" of at least 256 bits.

In the event of a failure occurring during an update RGe
MUST be able to back off to the prior version of the firmware
installed on thékG. That is, the prior version of tiRG's
firmware MUST continue to be useable in the event that a
firmware update fails to complete.

This is not a requirement for a dual image, although that is ot
manner in which this requirement might be satisfied.
Networking Protocols

TheRG MUST support Ethernet (IEEE 802.3).

TheRG MUST support IP Version 4.

If the RG does not support IPV6, it SHOULD be software
configurable or upgradeable to support IP Version 6 in thedu
This means that the processing power, memory and network
components be designed appropriately and be sufficiently rol
to provide this support.
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Section Iltem Requirements

GEN.NET. 4 TheRGMUST support the TCP, IP, UDP, routing and associ:
protocols identified here:

IETF RFC 768 User Datagram Protocol

IETF RFC 791 Internet Protocol

IETF RFC 792 Internet Control Message Protocol
IETF RFC 793 Transmission Control Protocol

IETF RFC 826 Ethernet Address Resolution Protocol
(ARP)

IETF RFC 894 Standards for the TransmissibiP
Datagrams over Ethernet Networks

IETF RFC 922 Broadcasting Internet Datagrams in the
Presence of Subnets

IETF RFC 950 Internet Standard Subnetting Procedure

IETF RFC 1042 Standard for the Transmission of IP
Datagrams over IEEE 802 Networks

IETF RFC 1112 Host Extensions for IP Multicasting

IETF RFC 1122 Requirements for Internet Hoests
Communication Layers

IETF RFC 1123 Requirements for Internet Hosts
Application and Support

IETF RFC 1256 ICMP Router Discovery Messages
(Router Specification only)

IETF RFC 1812 Requirements for IP Version 4 Routers
IETF RFC 1918 Address Allocation for Private Internets

IETF RFC 463ZXlassless Intedomain Routing (CIDR):
The Internet Address Assignment and Aggregation Plar

IANA Directory of General Assigned Numbers
(http://www.iana.org/numbers.htinl

GEN.NET. 5 TheRGMUST support IP over Ethernet.

GEN.NET. 6 TheRGMUST support, at a minimum, a 256 MAC address ta
for LAN devices.

NETVv6 IPv6 Networking Protocols

GEN.NETV6. 1 TheRGMUST support IP Version 6, which is defined in IETF
RFC 2460.

GEN.NETV6. 2 TheRGMUST support enabling and disabling of IPv6.

ATM ATM
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Section

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.
WAN.ATM.
WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.
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10

11

12

13

14

15

© The Broadband Forum. All rights reserved

TheRG MUST support standard ATM (AAL5) p&ad format.
Note: this satisfies TR01 R371

TheRG MUST perform AAL Segmentation and Reassembly
(SAR), Convergence Sublayer (CS) functions and CRC chec
TheRG MUST support encapsulation of bridged Ethernet ove
AALS5 (without FCS) as described in IETF RFC 2684

TheRG MUST be able to use both LEENAP and VEMUX
(null) encapsulation over AAL5 with all supported protocols. -
default MUST be LLESNAP.

TheRG MAY support encapsulation of IP over AALS, p&TF
RFC 2684.

If the RG supports IP over AALS, it MAY support classical IP
according to IETF RFC 2225.

TheRG MUST support ATM CoS. UBR, CBR and VBR
MUST be supportedas defined irAF-TM-0121.000

VBR-nrt and UBR wth per VC queuing SHOULD be supporte
The default ATM CoS for the primary VC MUST be UBR.

TheRG SHOULD support auto configuration as defined in
Broadband Forum TR62 and ILMI 4.0 and its extensions.

TheRG MUST always respond to ATM testing, pings and
loopbacks according to ITU 1.610 (F4, F5).

TheRG SHOULD support initiating an ATM loopback and
receiving the reply. This satisfies TRD1 R370

TheRG MUST provide a default CPID of all X§FFF). This
satisfies TR101 R372

TheRG MUST support 0/35 as the default VPI/VCI for the firs
PVC or use an operatgpecific configuration.

TheRG MUST be able to perform an auto search for the
VPI/VCI settings for the firsPVC based on a definable search
list VPI/VCI sequence order.

If the RGreaches a state of session establishmentlRewghen
the RGis responsible for session termination) after performing
the auto search, the default VPI/VCI settings MUST be set to
newly discovered values. The new default pair MUST be stor
on the RGacross power off situations. If an ATM connection
cannot be established after power is restored, the search pro
starts over again.
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WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.

WAN.ATM.
WAN.ATM.

ATM.MULTI

WAN.ATM.MULTI.

WAN.ATM.MULTI.

WAN.ATM.MULTI.

WAN.ATM.MULTI.

WAN.ATM.MULTI.

WAN.ATM.MULTI.
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Requirements

TheRG MUST support the following dault VPI/VCI aute
search list programmed as a factory default setting in the
following sequence, or use an operatpecific sequence
configuration:

0/35, 0/38, 8/35, 0/43, 0/51, 0/59, 8/43, 8/51.

This default list MUST be overwriteable via the methods
discussed in WAN.ATM.18.

TheRG MUST be configurable so that the atg®@arch
mechanism can be disabled.

TheRG MUST allow the autesearch list to be redefined using
Broadband Forum TR64 and TR069.

The default VPI/VQvalues for all PVCs MUST be configurabl
The default value MUST be utilized prior to performing an au
search but should exclude the default value in the sedoch.
TheRG MUST support VPI values from 0 to 255

TheRG MUST support VCI values from 32 to 65535

ATM Multi-PVC

TheRG MUST support eight PVCs. This is in addition to supf
for any implemented ATM UNI control path PVCs (e.g. ILMI
autoconfiguration PVC, etc.).

TheRG MUST allow the protocol stack (e.tP over Ethernet,
PPPoOE, PPPOA, ejdor each provisioned PVC to be defined
separately. If necessary, each PVC can use a different stack
set of protocols.

There is no default defined VPI/VCI fodditional PVCs past the
primary PVC defined in WAN.ATM above. THRG MUST
support autesearch function (see WAN.ATNI6 through19) on
all PVCs and will use the same aust®arch sequence identified
(skipping over any already in use).

The R5 MUST NOT require the same VPI value for all
supported PVCs.

All supported PVCs MUST be able to be active and
sending/receiving traffic simultaneously. See requirements
LAN.FWD.9, 10, 11 and 15 for more details on interface
selection forouting.

TheRG MUST support the minimum ATM granularity
applicable to the associated DSL protocol in use on a per VC
VP basis.

For example, ATM granularity of 32 kbps MUST be supporte:
for ADSL on a per VC and VP basis.
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WAN.ATM.MUL TI. 7

WAN.ATM.MULTI. 8
CONNECT

WAN.CONNECT. 1
WAN.CONNECT. 2
WAN.CONNECT. 3
WAN.CONNECT. 4
WAN.CONNECT. 5
WAN.CONNECT. 6
WAN.CONNECT. 7
WAN.CONNECT. 8
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TheRG MUST use the same Ethernet MAC address for all
interfaces over the same AAL5/ATM/DSL connection.

TheRG MUST support multiple levels of CoS simultaneously
across separate VCCs (euBR for PVC 0/35 and CBR for PV(
0/43 wherenoth PVCs are active simultaneously).

Connection Establishment

Note that this module applies to IPv6 connections as well as
IPv4, but only if theRG has an IPv6 stack.

TheRG MUST support an "always on" mode for connecsiolm
this mode th&RGMUST NOT time out connection sessions
(ATM, IP and PPP) and MUST automaticallyestablish any
sessions after disconnection, lease expiration or loss and
restoration of power.

Moved to WAN.CONNECT.GNEMAND.1 and 4

TheRGMUST support a “manual C
connections. In this mode the connection to the broadband
network is initiated manually through the GUI or via-UB4/TR
069 request and, by default, terminates only when done so
explicitly by the user, due to a power loss or when the connec
is lost.

Moved to WAN.CONNECT.GDNEMAND.6

A manual way of disconnecting without waiting for a connecti
timeout MUST be provided.

Moved to WAN.CONNECTNBDEMAND.7

TheRG MUST follow all standards required to perform an
orderly tear down of the associated connections involved at t
associated network levels (eigsue a DHCHRelease message
when using DHCPV4, issue LCP Termin&equest/€rminate
Ack and PADT packet when using PPPoE, etc.) and then res
the connections.

TheRG MUST detect the loss of communications with a netw
identified DNS server as indicated by a failed query, and log"
event.
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CONNECT.ON-
DEMAND

WAN.CONNECT.ON
-DEMAND.

WAN.CONNECT.ON
-DEMAND.

WAN.CONNECT.ON
-DEMAND.

WAN.CONNECT.ON
-DEMAND.

WAN.CONNECTON
-DEMAND.

WAN.CONNECT.ON
-DEMAND.

WAN.CONNECT.ON
-DEMAND.

WAN.CONNECT.ON
-DEMAND.

ETHOAM
WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.
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On-Demand Connection Establishment

The Onrdemand Connection function applies only to IPv4
connections. However, when IPv6 is present, its behavior mu
take the presence of IPv6 into consideration as described in 1
module.

TheRGMUST support a “connect
connections that run over PPP. In this mode the connection t
broadband network is initiated when outbound traffic is
encountered from the local LAN and terminated after a timeo
period in which no traffic occurs.

If the PPP session only contains IPv4, therREBEMUST
terminate the PPP session in accordance with
WAN.CONNECT.ONDEMAND.1, and any associated PPPot
session (if applicable).

If the PPP session contains IPv4 and IPv6, theRGMUST
terminate only the IPv4 session. Thiglone using IPCP
commands.

TheRG MUST support a "connect on demand" option for IPv:
connections that run over Ethernet.

To determine whether a connection has IPv4 activity during &
timeout interval, th&RG MUST consider only traffic with an
IPv4 ethertype.

The interval after which a connection timeout occurs MUST t
able to be configed.

A default timeout of 20 minutes SHOULD be used for
connection timeouts or use an operapecific configuration.

If the RG has an active IPv6 connection, and does not have

addresses for DNS recursimeme servers to be accessed over
IPv6, then the "connect on demand" option MUST be disable

Ethernet OAM

TheRG MUST support a maintenance end point (MBPbhe
customer and access link levels a per VLAN basis. Note: The
multi-PVC case is for further study. This satisfies- TR R285,
R-294.

TheRG MUST support a default ME level value of 5 for the
customer level. This satisfies TRO1 R286

TheRG SHOULD support a loopback message (LBM) fiimic
at the customer levéhat can generate a multich8M toward
its peer MEP(s). This satisfies TR1 R287.
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WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

WAN.ETHOAM.

BRIDGE

WAN.BRIDGE.
WAN.BRIDGE.
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4

10

11

12

N -

TheRG MUST support a loopback repliZBBR) function at the
customer level towarids peer MEP(S) in response to both unic
and multicast LBMs. This satisfies FR01 R288

TheRG MUST support a linktrace reply (LTR) functi@t the
customer level towarids peer MEP(S). This satisfies TR1 R
289,

For business customers and/or premium customeusrireg)
proactive monitoring, th®&G SHOULD support generating
continuity check messages (CCMsg)the customer leveThis
satisfies TR101 R290

TheRG MUST support turning off sending of CCNas the
customer levelwhile keeping the assiated MEP active. This
satisfies TR101 R291

TheRG MUST support receiving AlS messageshe customer
level. This satisfies TRLO1 R292

TheRG SHOULD trigger the appropriate alarms for loss of
continuityat the customdevel. This satisfies TRLO1 R293
TheRG MUST support a default ME level value of 1 for the
access link level. This satisfies TIR1 R295

TheRG SHOULD support a loopback message (LBM) functio
at the access link levéat can generate a multicast LBM towa
its peer MEP(s). This requirement allows B@ to dynamically
learn the MAC address of the AN MEP, and test the connecti
to that MEP. This satisfies FTR01 R296.

TheRG MUST support a loopbadieply (LBR) functionat the

access link level towarits peer MEP(S), in response to both
unicast and multicast LBMs. This satisfies-IB1 R297.

Bridging

Note that the IPv6 parts of this module apply only ifR@
supports IPv6.

TheRG MUST be able to bridge IPv4 over Ethernet.

TheRG MUST be a learning bridge as defined in IEEE 802.1I

for all logical and physical Ethernet interfaces, supporting a
minimum of 272 MAC addresses.
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WAN.BRIDGE.

WAN.BRIDGE.
WAN.BRIDGE.
WAN.BRIDGE.

WAN.BRIDGE.

DHCPC
WAN.DHCPC

WAN.DHCPC.

WAN.DHCPC.
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3

If bridge mode ienabled for IPv4 on thRG by default for LAN
connected devices, tiRG MUST be able to support additional
connections for TRD69 remote management addressability
(using direct DHCPv4 or static IPv4, PPP, etc.), and connecti
for any locally terminatedervice that require IP (v4 or v6)
addressability (e.g. gateway integrated voice ATA ports, etc.)

Note that this special bridge mode that includes a device rerr
management session connection requires an additional WAN
connection from the network. Thisquirement is considered
conditional as a result of the network side dependency, but tt
RG must support this type of configuration.

TheRG MUST be able to bridge IPv6 over Etherrietheriype
0x86DD). This includes bridging of multicast finas.

TheRG MUST be able to configure IPv6 bridging for a WAN
interface, separate from IPv4 treatment.

TheRG MUST be able to configure IPv6 bridging separately f
each WAN interface (if there are multiple WAN interfaces).
When IPv6 bridging is enabled on a WAN interface,Rit2
MUST be configurable to act as a host on that WAN interface

(doing SLAAC, etc.). It will not request IA_PD, since that is ni
a host function.

DHCP Client (DHCPv4)

TheRG MUST be able to obtain IPv4 network information
dynamically on its WAN interface. This information includes
IPv4 address, primary and secondary DNS addresses and de
gateway address.

Dynamically obtaining IPv4 network information is
accomplshed using DHCP (v4) and / or IPCP (IPv4).

If the RGis not configured to use a static IPv4 address and th
RGfails to detect a PPPoE or DHCPvV4 server, then the RG
MUST set its WAN IPv4 address to an undefined value, in or
to prevent it fom retaining its prior IPv4 address.

If a RGis functioning as a DHCPv4 client, it MUST identify
itself in option 61 (clientdentifier) in every DHCPv4 message
accordance with IETF RFC 4361.
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WAN.DHCPC.

WAN.DHCPC.

WAN.DHCPC.
WAN.DHCPC.
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4

For the DUID portion of optio®1 in DHCPv4 as described in
IETF RFC 4361, th®G MUST follow the DUID-EN format
specified in section 9.3 of RFC 3315. TR& MUST use
Broadband Forum enterpriseimber value 3561 in the DU{D
EN enterprisenumber field.

For the identifier field of the DUD-EN, theRG MUST use an
ASCII string containing the same content and formatted
according to the same rules as defined for the HTTP usernar
section 3.4.4 of TR69.

TheRG IAID value in DHCPv4 and DHCPv6 MUST be a 32 b
number encodedhinetwork byte order. In cases where R@&is
functioning with a single DHCP client identity, it MUST use
value 1 for IAID for all DHCP interactions. IAID is defined in
IETF RFC 3315.

In cases where tHRG is functioning with multiple DHCP client
identities, the values of IAID have to start at 1 for the first
identity and be incremented for each subsequent identity. Th
RG's mapping of IAID to its physical aspects or logical
configuration SHOULD be as nerolatile as possible. For
example, th&RG MAY use IAID value 1 for the first physical
interface and value 2 for the second. Alternatively REeMAY
use IAID value 1 for the virtual circuit corresponding to the fir
connection object in the data model and value 2 for the secol
connection object in theath model.

The DUID-EN field value MAY be printed on the RG label.

A RG functioning as a DHCPv4 client MUST identify its
manufacturer OUI, product class, model name and serial nur
using vendoispecific options as defined iETF RFC 3925.
Specifically, it MUST use option 125.

Note hat with exception of ModelName, tdata contained in
this option will be redundant with what is included in the Devi
ID in option 61. However, this is desirable because these twc
options serveitferent purposes.

The data in option 125 allovise DHCPv4 server to be pre
configured with policy for handling classes of devices in a cel
way without requiring the DHCPv4 server to be able to parse
unique format used in cliemdentifier option(which can also
vary in TR069 depending on presencead®roductClass value).
On the other hand, the clieidentifier serves as an opaque but
predictable identifier. It is predictable because it is the same
identifier as used bthe RGfor interactionswith other services.
The same identifier is used for HTTP authentication and in S.
client certificates.
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ho

WAN.DHCPC.BFDec
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Each suboption value to be provided in option 125 MUST be
treated as a string encoded into binary using48TFhe data
MUST be encapsulated in optid 25 under enterprise code 35¢
deci mal (OxODE9), <correspon
entry in the Private Enterprise Numbers registry. A specifie si
option is defined for each value. The value must match a
corresponding TR69 / TR106 parameter agtined in the
following table:

Sub Value Description Corresponding TR69 / TR
option 106 parameter
1 Manufacturer OUl .Devicelnfo.ManufacturerOUI
2 Product Class .Devicelnfo.ProductClass
3 Model Name .Devicelnfo.ModelName
4 Serial Number .Devicelnfo.®rialNumber

If the value of a parameter is empty, the-sption MUST be
omitted.

Force renew

The RG MUST support the use of DHCP force renew (RFC
3203) for changing the configuration parameters or the IP ad
associateavith an IP session.

The RG MUST support sending the
FORCERENEWNONCE CAPABLE option in the DHCP
discover and in the DHCP request messages, &3R€16704
[141].

The RG MUST support usirttpe Forcerenewoncefor
validating DHCP ForceRenew messages received from the
DHCP server, as p&FC 6704141].

BFD echo

The RG SHOULD support configuration of the BFD echo
functionality, & per RFC 5881, for both IPv4 and IPVv6.

The RG SHOULD support sending BFD echo packet(s) on it¢
WAN interface at regular intervals using a recommended def
of 30s. The destination IP address of such packets MUST be
taken from the 8§t of IP addresses assigned to or via the WAN
interface, including the SubnBouter address of an IPv6
DHCPv6 delegated prefix.

The RG SHOULD support receiving setiriginated BFD echo
packets addressed to its assigned address SuthreetRouter
IPv6 delegated prefix.
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DHCPv4

DHCPvV4.ERP
WAN.DHCPV4.ERP

WAN.DHCPV4.ERP

WAN.DHCPV4.ERP

WAN.DHCPV4.ERP

WAN.DHCPV4.ERP

DHCPV6

DHCPvV6.ERP
WAN.DHCPV6.ERP.

WAN.DHCPV6.ERP.

WAN.DHCPV6.ERP.

SeptembeR014

© The Broadband Forum. All rights reserved

TR-1241ssue4

Iltem Requirements

Unless overridden by configuration, by default after a failure «
successive BFD echo intervals, the RG MUST issue a DHCF
renew message following a random jitter interval between 1 ¢
30 seconds.

DHCP Client (DHCPv4)

EAP Re-authentication (ERP) for DHCPv4

The RG MUST suppotheDHCP Relay Agent Information
Option(RFC3046([83]).

The RG MUST supporteceving aDHCPv4 request message
from a UE clientwhichincludes a Parameter Request List
Option requesting the DHCRB\ERP Local Domain Name.e.
the domain name d@he ERPserver of the local domato which
that client is attachedhe DHCPv4 request mexge may be
Discovery orRequest.

If the RGhastheERPLocal Domain Naméom authentication
serverfor a client duringa previous AAA exchangé& SHOULD
include it in the DHCPv4 LDN subption in a Relay Agent
Information Option(RFC 3046 [83]) and forward to the DHCPv-
server

The RG MUST supportelaying aDHCPv4Reply Messagwiith
the DHCPwW ERP Local Domain Nameptionfrom the DHCPv4
server to the client.

The RGMUST support configuation ofthe parameters for to
connect tahe RADIUSor Diameterserver via Web GUI or TR
069 extension

DHCP Client (DHCPv6)

EAP Re-authentication (ERP) for DHCPVv6

The RG MUST support hERP Local Domain Name (LDN)
DHCPv6 Option (RFC 644[139]).

The RG MUST support receiving a DHCPvV6 request messag
from a UE client, which includes an Option Request option
requesting the DHCPv6 ERP Locabimain Name optionRFC
6440[139]). The DHCPV6 request message may be Solicit,
Request, or Information Request.

If the RG has prexisting knowledge of the ERP local domain
name for a client (for example, froa previous AAA exchange)
it SHOULD include it in an instance of the DHCPv6 ERP Loc
Domain Name option of the DHCPv6 message and forward i
the DHCPV6 server as a saption of the RelaySupplied
Options option (RFC 642[A37]).
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The RG MUST support relaying a DHCPv6 Reply Message v
the DHCPv6 ERP Local Domain Name option from the DHCI
server to the client.

The RG MUST support configuration of the parameters for it
connect tolte RADIUS or Diameter server via Web GUI or-TF
069 extension.

IPv6 WAN Connection

TheRG MUST support automated establishment of an IPv6
connection according to the flow in Annex A.2.

TheRG MUST supportadual stack ofPv4 and IPv6 running
simultaneously, as described in section 2 of RFC 4213

TheRG MUST allow the IPv6 stack to be enabled / disabled.

TheRG MUST support DHCPvV6 client messages and behavit
per IETF RFC 3315. See WAN.DHCPC.5 farther specifics or
IAID value.

TheRG MUST support the role of the CPE requesting router i
RFC 3633

TheRG MUST support specifying in its DHCPV6 prefix
delegation request an indication of the length of prefix it requ
If the RG supports multiple LANSs, or has PD requests from it
LAN, it MUST indicate a preferred prefix length that woald
leastenable the RG to assign a /64 prefix to each LAN it
supports. Note that the delegated prefix may vary from the
requested length.

When sending DHCPv6 messages,R&@MUST identify itself
in OPTION_CLIENTID (1) (clierdidentifier) using the same
client identifier as for IPv4 (see WAN.DHCPC.3 and .4).
TheRG MUST support IPv6 node requirements as a host noc
per IETF RFG5434[138].

TheRG MUST support stateless address acaafiguration
(SLAAC) as a host, per IETF RFC 4862.

TheRG MUST support receipt of route information per RFC
4191. If theRG only has one WAN connection, it does not nee
to place this information in its routing table, but it does need t
save it (for possible forwarding on the LAN interface).

If route information is provided (RFC 4191) and &@ has
multiple WAN connetions, it MUST place the route informatio
in its routing table.
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If the RG does not have a globalscoped address on its WAN
interface after having been delegated a prefix, it MUST creat
addresses for itself from the delegated prefix. [t3MUhave at
least one address and MAY have more.

There is currently no algorithm defined for address creation.
should be assumed that different service providers will want
different rules for how to create the address, how many addre
to create, anth the case of multiple addresses, how the differ:
addresses are used.

Requirement deleted; redundant with WAN.IPv6.3

TheRG MUST be able to request the following DHCPVv6
options: IA_NA (RFC 3315), reconfigure accept (RFC 3315)
IA_PD (RFC 3633), and DNS_SERVERS (RFC 3646).

TheRG SHOULD be able to request the following DHCPv6
options: SNTP_SERVERS (RFC 4075), domain search list (F
3646), and Client FQDN (RF&704).

TheRG MUST be configurable as wwhich DHCPvV6 options it
requests via DHCPV6.

The connectivity parameters (obtained via RA and DHCPV6)
MUST persist across loss of WAN connection (or lack of
response from WAN connection).

TheRG MUST continue to use the connedly parameters
(obtained via RA or DHCP) and consider them valid until eith
they expire or th&®G is explicitly told to use different values.

TheRG MUST NOT advertise any address prefixes on the W.
using the IPv6 neighbor discovery mobl, or advertise itself as
a default router

TheRG MUST provide up to 4 instances of optidata within a
single OPTION_VENDOR_OPTS (17) (RFC 3315) with IANA
"ADSL Forum" Enterprise Number as the enterprisenber.
Each instance will havene of the 4 suptions from
WAN.DHCPC.7 as the venda@pecific optcode, with the
corresponding value in the venekpecific optiondata. If the
value of a parameter is empty for lR&, then the suoption
MUST be omitted. If there are no values to pdey the entire
option MUST be omitted.

TheRG SHOULD be able to request the following DHCPv6
options: address selection poli¢yHC 7078[145]), route
information (draftietf-mif-dhcpv6érouteoption[147]), and DNS
selection policy RFC 6731[142]).
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WAN.IPV6. 22 If route information is provided (drafetf-mif-dhcpv6route
option) and th&kG has multiple WAN connections, it MUST
place the route informatian its routing table.

WAN.IPV6. 23 TheRG SHOULD generate address selection policy based or
policies obtained from each WAN link by DHCPV6 option (dre
ietf-6manaddrselectopt) or manually configured policy.

TRANS Transitional IPv6 WAN Connection

TRANS.6rd 6rd Transition Mechanism

WAN.TRANS.6rd. 1 TheRG MUST support the 6rd transition mechanism as
described in RFC 5969. This includes being able to configure
necessary parameters via-OB9 and DHCPv4, creation of the
prefix, usingthe@at ed prefix as a “«
purpose of including one of its /64s in RA messages, and
modifying the IP header for traffic that goes between the WA
and LAN devices.

WAN.TRANS.6rd. 2 TheRGMUST support enabling and disabling of the 6rd featt
on the “default” routed | Pv
bridged WAN interfaces.

WAN.TRANS.6rd. 3 If the RGsupports configuration mechanisms other than the €
DHCPvV4 option 212 (usexntered, TRO69, etc.), th&RG MUST
support 6rd in "hub anspoke" mode. 6rd in "hub and spoke"
moderequires all IPv6 traffic to go to the 6rd border relay. In
effect, this requirement removes the "direct connect to 6rd" rc
defined in section 7.1.1 of RFC 5969.

TRANS.DS-Lite Dual Stack Lite Transition Mechanism

WAN.TRANS.DS 1 TheRGMUST support DS.ite (RFC 6333) with IPv4 in IPv6

Lite. encapsulation (RFC 2473).

WAN.TRANS.DS 2 This requirement replaced by requirement WAN.TRANS.DS

Lite. Lite.6.

WAN.TRANS.DS 3 TheRGMUST configure a static IPv4 dailt route toward the

Lite. DS-Lite tunnel.

WAN.TRANS.DS 4 TheRG MUST deactivate the NAPT function on the Die

Lite. interface.

WAN.TRANS.DS 5 TheRGMUST support enabling and disabling of IDie.

Lite.

WAN.TRANS.DS 6 The RG MUST be able to usestbHCPV6 option to retrieve the

Lite. FQDN of the AFTR element, as defined in RFC 6334.

WAN.TRANS.DS 7 Manual configuration on the RG of the FQDN or the IPv6

Lite. address of the AFTR element SHOULD be supported.

WAN.TRANS.DS 8 Remote configuration viaR-069 of the FQDN or the IPv6

Lite.
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address of the AFTR element SHOULD be supported.
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WAN.TRANS.DS 9 The RG MUST support configurable precedence between the

Lite. FQDN and the IPv6 address.

WAN.TRANS.DS 10 The RG MUST support configurable precedence betwe

Lite. dynamic or static configuration of the IPv6 address of the AF
element when both are available. TR@ MUST use DHCPVv6
by default or use an operatgpecific configuration

TRANS.v4-release IPv6 connectivity with content-based IPv4 release

control control transition mechanism

WAN.TRANS.v4 1 The RG MUST provide a mechanism that monitors IPv4

releasecontrol. session/traffic.

WAN.TRANS.v4 2 The RG MUST provide a timdyased trigger for releasing an

releasecontrol. IPv4 address.

WAN.TRANS.v4 3 The RG MUST provide signaling to the BNG according to RF

relessecontrol. 1332.

WAN.TRANS.v4 4 The RG MUST provide the (re)assignment of an IPv4 addres

releasecontrol. inside a PPP session according to RFC 1332, independent o
IPV6CP sttus accordingo section 2. RFC 4241.

WAN.TRANS.v4 5 The timer that triggers the release of the IPv4 address MUST

releasecontrol. configurable.

WAN.TRANS.v4 6 The timer that triggers the release of the IPv4 address MUST

releasecontrol. configurable via TRO69.

PPP PPP Client

WAN.PPP. 1 TheRGMUST support PPP and the associated protocols as
defined in IETF RFCs 1332, 1334, 1661, 1877, 1994.

WAN.PPP. 2 Upon receipt of nostandard or unrecognized PPP extensions
according to IETF RFCs 1570 and 2153 frdra broadband
network (e.gvendor or proprietary), the RG MUST operate
without fault.

WAN.PPP. 3 TheRGMUST support PPPoE as defined in IETF RFC 2516.

WAN.PPP. 4 TheRGMUST support IETF RFC 4638 in order to
accommodate MTU/MRU values greater than 1892s in
PPPOE.

WAN.PPP. 5 If the RGsupports ATM, thdRG SHOULD support PPP over
AALS (PPPoA) as defined in IETF RFC 2364.

WAN.PPP. 6 The RG MUST be able to save all logins and passwords for F
sessions originated by the RG. Passwords MUST NOT be
available outside the RG (that is, they cannot be queried or
displayed).
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10

11

12

The RG MUST NOT immediately terminate PPPoOE sessions
upper layer protocol connections when the physical connectis
lost. It should defer the teardown process for twoutes. If the
physical connection is restored during that time REEMUST
first attempt to use its previous PPPOE session settings. If the
are rejected, then the original PPPOE session is to be termini
and a new PPPoOE session attempted.

TheRG SHOULD incorporate a random timing delay prior to
starting each IP (v4 or v6) and PPP session. This random tirr
delay helps to reduce connection failures when a group of us
attemps$to establish connections to a service provider at the
same timge.g after power is restored to a neighborhood that
a blackout).

If the RG receives an authentication failure when attempting
automated PPP connection attempt, it SHOULDye
immediately to establish the connection. After three uressful
attempts, the RG SHOULD wait for five minutes, then repeat
connection attempt three times. If authentication still fails, the
RG SHOULD back off to thirty minute intervals between grou
of three attempts.

If the RGis using the PPoE client function actively, theG
MUST be able to forward PPPOE sessions initiated from LAN
devices as additional PPPoE sessions to the WAN interface |
is sometimes known as PPPoE ptmssugh). Specificallythese
LAN initiated PPPOE sessions MUSIOT be tunneled inside
theRG's primary PPPOE client session.

When fragmentation is required, tR& MUST fragment all PPF
sessions that it originates on an access VC using MLPPP
interleaving as defined in IETF RFC 1990.

If PPP isused, thdRG MAY obtain an IPv4 subnet mask on its
WAN interface using IPCP (IPv4) extensions. If this is done, 1
IPv4 subnet masks will be communicated with IPCP (IPv4) u:
the PPP IPCP (IPv4) option with option code 144, the length
the option beig 6 and the mask being expressed aslit3dask
(e.g. OXFFFFFF80), not as a number indicating the consecuti
number of 1s in the mask (from O to 32).

The learned network information MAY, but need not, be usec
populate the LAN side embedded DHCP seffor the RG.

The learned network information is treated as a subnet and n
a collection of individual addresses. That is, the first and last
addresasin the subnet should not be used.

The IPv4 address negotiated SHOULD, but need not, be the
assgned to the RG.
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TheRG MUST make the access concentrator name used witt
PPPoOE connections available via the Web GUIL0B& or TR
069 for diagnostic purposes.

TheRGMUST s uppor tiP HR&E Caipression *
over PPP.

PPP Client for establishment of IPv6 connection

TheRG MUST support IPv6 over PPP per IETF RFC 5072 ar
RFC 5172.

TheRG MUST support establishment of an IPv6 over PPPoE
connection according to the flow in Annex A.1

TheRG MUST allow any particular PPP conniect to be
configurable for IPv4 only, IPvénly, or both.

If the RGis configured for multiple PPPOE connections, it
MUST be possible to configure it to use the same login and
password for all, so that only the domain is unique per
connection.

The RG MUST NOT tear down a shared (IPv4 and IPv6) PPI
session if error conditions prevent only one IP stack (either IF
or IPv6) from working. The session MUST be toowah if error
conditions apply to both stacks

802.1X Client

TheRG MUST support IEEE 802.1X acting as a supplicant.
TheRG MUST be able to respond to an appropriate IEEE
802.1X request and provide certificate inforrmatusing
Extensible Authentication Protoe®ransport Layer Security
(EAP/TLS).

TheRG SHOULD support EARMDS username and password
type authentication.

TheRG MUST support receiving IEEE 802.1X EAPOL frames
with an individuaIMAC address (i.eunicast) as well as frames
with a group MAC address (i.enulticast).

TheRG MUST perform mutual authentication by authenticatir
certificate information of the requesting authenticator.

TheRG MUST be able t®tore certificate information used to
authenticate the authenticator.

TheRG MUST be able to update the information used to valic
the authenticator by either a firmware upgrade or via updatec
certificates.

TheRG SHOULD be ake to update the information used to
validate the authenticator by updated certificates without a
firmware upgrade.
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WAN.DoS. 1
WAN.DoS. 2
WAN.DoS. 3
WAN.DoS. 4
WAN.DoS. 5

Requirements

TheRG MUST be able to authenticate a minimum of eight
authenticators.

When used with IPv4 over Ethernet and CiPv4, if theRG
already has a connection when receiving an IEEE 802.1X
request, th&@G SHOULD subsequently perform a DHCPv4 le:
renewal upon successful 802.1X authentication.

EachRG MUST have a unique factoiipstalled private/public
key pair and an embedded ITUX.509 version 3/ IETF RFC
5280[128]cer t i fi cate that has b«
certificate authority.

TheRG certificate MUST have a validity period greater than tl
operatiomal lifetime of theRG.

When used with IPv6 over Ethernet and DHCPV6, ifRige
already has a connection when receiving an IEEE 802.1X
request, th&@G SHOULD subsequently perform a DHCPv6
CONFIRM upon successful 802.1X authentication.

Denial of Service Prevention

The IPv6 parts of this module apply only if tR& has an IPv6
stack.

TheRG MUST provide denial of service (DOS) protection for
itself and all LAN CPE including protection from ping of deatf
SYN flood, LAND and variant attacks. The extent of this

protection will be limited when thRG is configured as a bridge
in which only PPPoE traffic is bridged. This protection MUST
available when th&G terminates IP (v4 or v6) or bridges IPv4

The RG MUSTreject packets from the WAN with source MAC
addresses of devices on the local LAN or invalid IP (v4 or v6
addresses (e.groadcast addresses or IP (v4 or v6) addresse:
matching those assigned to the LAN segment).

TheRG MUST reject any unid&tified Ethernet packets (i.e. an
packet that is not associated with IP (v4 or v6) or PPPoE
protocols).

TheRG MUST perform antispoofing filtering for IPv6. All IPv6
traffic sent to the WAN from the LAN MUST have an IPv6
source address withprefix assigned to the LAN by tHeG, that
was delegated from the WAN (through DHCPV6 or
configuration).

Because th®G must perform antspoofing filtering for IPv6,
until it has an IPv6 LAN prefix delegation it MUST filter all
upstream IPv@raffic from the home.
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Quality of Service
The IPv6 parts of this module apply only if tR& has an IPv6

QoS

WAN.QOS.

WAN.QOS.

WAN.QOS.

SeptembeR014

stack.

TheRG MUST support classification of WAN directed LAN
traffic and placement into appropriate queues (or discard) ba
on any one or more of the following pieces of information:

(1)
(2)
3)
(4)
(5)
(6)
(7)
(8)
(9)

destination IP (v4 or v6) address(es) with subnet mas
originating IP (v4 or v6) address(es) with subnet masl
source MAC address,

destination MAC address,

protocol (TCP, UDPl C MP, | GMP , or)
source TCP/UDP port and port range,

destination TCP/UDP port and port range,

IEEE 802.1Q Ethernet priority,

FQDN (fully qualified domain name) of WAN session,

(10) Diffserv codepoint (IETF RFC 3260),
(11) Ethertype (IEEE 803) length/type field),
(12) traffic handled by an ALG,

(13) IEEE 802.1Q VLAN identification.

(14) Wi-Fi SSID and,

(15) LAN type (Ethernet, WiFi, ety

TheRG SHOULD support classification of WAN directed LAN
traffic and placement into appragie queues (or discard) basec
on any one or more of the following pieces of information:

(1)
(2)

packet length (note: to be used with caution to aveid r
ordering packets), and
LAN-side physical port.

TheRG MUST support the differentiated s#es field (DS
field) in IP (v4 or v6) headers as defined in IETF RFC 2474.
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© 00 N O

TheRG MUST by default recognize and provide appropriate
treatment to packets marked with recommended Diffserv
codepoints, whose values and behavior are defined iR FHCs
2474, 2475, 2597, 3246, and 3260. Specifically, the values sl
in the DSCP column of the table below MUST be supported,

except Cs&7, which are optional.

© The Broadband Forum. All rights reserved

DSCP
DSCP marking
marking (decimal
Class Description (name) value)
EF Realtime ef 46
AF4 —in-contract Premium class4 (in) af41 34
AF4 —outof-contract Premium class4 (out) af42, af43 36, 38
AF3 —in-contract Premium class3 (in) af3l 26
AF3 —outof-contract Premium class3 (out) af32, af33 28, 30
AF2 —in-contract Premium class2 (in) af21 18
AF2 —outof-contract Premium class2 (out) af22, af23 20, 22
AF1 —in-contract Premium classl (in) afll 10
AF1—-outof-contract Premium classl (out) afl2, afl3 12, 14
DE/BE Default / Best Effort be 0
CsO0 (optional) Class Selector 0 csO 0
Cs1 (optonal) Class Selector 1 csl 8
Cs2 (optional) Class Selector 2 cs2 16
Cs3 (optional) Class Selector 3 cs3 24
Cs4 (optional) Class Selector 4 cs4 32
Cs5 (optional) Class Selector 5 csb 40
Cs6 (optional) Class Selector 6 cs6 48
Cs7 (optional) Class Seletor 7 cs7 56

TheRG MUST be able to mark or remark the Diffserv codepo
or IEEE 802.1Q Ethernet priority of traffic identified based on
any of the classifiers supported by R&.

Requirement relocated to WAN.Qo0S.VLAN.1
Requirement relocated to WAN.Q0S.VLAN.2
Requirement relocated to WAN.Q0S.VLAN.3

TheRG MUST support one best effort (BE) queue, one
expedited forwarding (EF) queue and a minimum of four asst
forwarding (AF) queues.

TheRG MUST duplicate the set of queues for each access
session (e.g. L2 PVC, VLANThis can be done logically or
physically.
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12
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14

15

16

17

18

19

TheRG SHOULD support the appropriate mechanism to
effectively implement Diffserv pelnop scheduling behaviors.
TheRG SHOULD be able to configure each queue defined in
WAN.QO0S.9 for strict priority or weighted round robin
scheduling.

SP queues are served with priority over all other queues. A s
priority scheduler is preferred for EF.

WRR queues are served dretbasis of configurable weights,
provided with a mechanism to prevent starvation (WRR queu
minimum bandwidth)

TheRG MUST support aggregate shaping of upstream traffic
across albhccess sessisffe.g. L2 PVC, VLAN).

TheRG MUST support peclass shaping of upstream traffic.
Classes are defined in WAN.Qo0S.4.

TheRG MUST support the capability to fragment IP traffic on
sessions that it originates, in order to limit the effect of large
packets on traffic delay.

The packet size threshold before fragmenting AF and BE pac
MUST be configurable.

TheRG MUST handle all telephanservicerelated network
traffic by a high priority queue to avoid congestion, delay, jitte
or packet loss.

TheRG MAY handle all telephone servigelated network
traffic by a dedicated WAN interface to avoid congestion, del
jitter, or packet loss.

TheRG MUST provide counters in terms of dropped and emii
packets/bytes for each queue. Stats SHOULD be collected
from the time of last counter reset or on a configurable sampl
interval.

TheRG MUST provide information about queue occupancy ir
terms of packets and peak percentage. Statistics SHOULD b
collected from the time dé&st counter reset or on a configurabl
sample interval.
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The RG MUST support classification of WAdrected
internally-generated traffic and placement into appropriate
gueues based on any one or more of the following pieces of
information:

(1)  destination IP address(es) with subnet mask,

(2)  originating IP address(es) with subnet mask,

(3) protocol (TCP, UDP, | CMP
(4)  source TCP/UDP port and port range,

(5)  destination TCP/UDP port and port range,

(6) Diffserv codepoint (IETF RFC 3260),

(7) physical port, in case of voice packets.

TheRG SHOULD support classification of WAN directed
internally generated traffic and placement into appropriate qu
based on any one or more of the following pieces of informat

(1) packet lagth.

TheRG MUST be able to learn classification keys (MAC addr
and IP address) through the following option of the DHCP clit
requests on the LAN that it serves:

(1) DHCP Option 60 (Vendor Class ID),

(2) DHCP Option 61 (Client Identifig

(3) DHCP Option 77 (User Class ID), and

(4) DHCP Option 125 (Vendor Specific Information).

TheRG SHOULD be able to learn classification keys (MAC
address and IP address) for trusted DLNA devices as they ar
recognized on the LAN.

VLAN based QoS

TheRG MUST support sending the following frame types:
untagged frames, prioritagged frames, and VLAagged
frames in the upstream direction. This satisfiesIDR RO1.

TheRG MUST support settig the priority tag and VLAN ID
values. This satisfies TRR01 R0O3.

TheRG MUST support receiving untagged and VLABQgged
Ethernet frames in the downstream direction, EituST be able
to strip the VLAN tagging from the ones received tagdéds
satisfies TR101 RO4.
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WAN.QoS. TUNNEL.
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WAN.Qo0S.TUNNEL.
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WAN.QoS.TUNNEL.

WAN.QoS.TUNNEL.

IPsecClient
WAN.IPsecClient

WAN.IPsecClient

WAN.IPsecClient
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Quality of Service for Tunneled Traffic

This module only applies when tR& is an endpoint for a
tunnel to the WAN. This module applies to IPv6 if it is used a
either the tunneled or the tunneling protocol

TheRG MUST be able to mark or remark the Diffserv codepo
of traffic that will be placed over a tunnel, based on classifica
of that traffic (prior to placing it on the tunnel) using any of the
classifiers supported by ti&G. This only applies when the
traffic is going from LAN to WAN.

TheRG MUST be able to mark the Diffserv codepoint of the
underlying tunnel or the IEEE 802.1Q Ethernet priority of
Ethernet that is transporting the tunnel, based on clas&ficait
the tunneled traffic using any of the classifiers supported by t
RG. This only applies when the traffic is going from LAN to
WAN.

When theRGreceives tunneled traffic from the WAN, it MUST
be able to mark or remark the Diffserwdepoint of that traffic,
based on classification of the tunneled traffic using any of the
layer or higher layer classifiers supported byRit&

When theRGreceives tunneled traffic from the WAN, it MUST
be able to mark the IEEED2.1Q Ethernet priority of the LAN
Ethernet frame, based on classification of the tunneled traffic
using any of the [Fayer or higher layer classifiers supported b
theRG.

When theRGreceives tunneled traffic from the WAN, it MUST
be able to mark or remark the Diffserv codepoint or mark the
IEEE 802.1Q Ethernet priority of the LAN Ethernet frame, ba:
on classification of the WAN Ethernet, using any of the Ether
layer classifiers supported by tRé&.

When theRG receives tunneled traffic from the WAN, it
SHOULD be able to mark or remark the Diffserv codepoint ol
mark the IEEE 802.1Q Ethernet priority of the LAN Ethernet
frame, based on classification of the underlying tunnel, using
of the IRlayer classifies supported by theG.

IPsec VPN peer to peer

The RG MAY support peer to peer IPSec VPN, as defined in
IETF RFCs 4301, 4303, 5996.

If the RG supports IPSec VPN, it MUST support encapsulatir
securitypayload (ESP), as defined in IETF RFC 4303.

If the RG supports IPSec VPN, it MUST suppibet IKEV2 key
exchange protocol as defined in RFC 5996.
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If the RG supports IPSec VPN, it MUST support IPSec VPN |
tunnel moe@, which is defined in section 3.2 of RFC 4301.

If the RG supports IPSec VPN, it MUST support dead peer
detection (DPD), which is defined in RFC 5996.

If the RG supports IPSec VPN, it must support configuring th
IPSec VPN via web GUI or TR69 extension.

If the RG supports IPSec VPN, it MUST support that the soul
address in the IPSec is configured to be either an IP address
TR-069 instance of WAN interface.

If the RG suports IPSec VPN, it MUST support that the
destination address in the IPSec is configured to be either an
address or a dynamic domain name.

If the RG supports IPSec VPN, it MUST support querying the
status of child security associatg(SA) via TR069 extension.

L2tp VPN Remote Access

The deviceMAY supportL2TPv2 VPN, as defined in IETF RF(
2661[76].

The deviceSHOULD supportL2TPv3 VPN, as defined ilETF
RFC 3931[100].

If the device supports2TP VPN it SHOULD supportL,2TP
Disconnect Cause Information, as define@®FC 3145[84].

If the device supportis2TP VPN, itMUST support L2TP/IPSec
VPN connection

If the device supports2TP VPN it MUST supportLNS
functions, as defined in IETF RFC 26(b] or IETF RFC3931
[100].

If the device supports2TP VPN, it MUST support configuring
theL2TP VPN via Web GUI or TRO69 extension

Port Control Protocol

The RG MUST support Port Control Protocol (PCP) Client as
specified INRFC6887[143].

The RG MUST support Port Control Protocol (PER)ension
for Pott Set Allocation as specified [(149].

The RG MUST support configuring the PCP Client via web G
or TR-069 extesion.

The RG MUST be able to use the DHCP option to retrieve S¢
name(s) as defined RFC 7291[146].

For the DSLite case, if PCP is enabled and no PCP server is
configured, the RG MUST consider thhe AFTR is the PCP
server.
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The PCP client of the RG MUST support invocations from
applications on the RG, from the Web GUI or from-U69
extensions.

The RG MUST embed an interworking function to ensure
interworking between the RhP IGD (Internet Gateway Device
used by CPE LAN devices in the LAN and PCP as defimed
RFC6970[144].

The RG MUST embed a PCP proxy function as defined in the
| ETF document “Port Comtcrtolo
[148].

Static (i.e. configured) PCP mappings MUST be stored on th:
RG across reboot or power off situations.

GEN
LAN.GEN.

LAN.GEN.

LAN.GEN.

LAN.GEN.

ADDRESS

LAN.ADDRESS.

LAN.ADDRESS.

LAN.ADDRESS.

LAN.ADDRESS.

LAN.ADDRESS.

SeptembeR014

General LAN Protocols

TheRG MAY supportSOCKS as defined in IETF RFC 1928 fc
nonALG access to the public address.

Both NetBios and zero config naming mechanisms MAY be L
to populate the DNS tables.

TheRG MAY act as a NETBIOS master browser for that nam
service.

TheRG MUST support multiple subnets being used on the lot
LAN.

Private IPv4 Addressing

TheRG MUST be able to be configured to specify alternate
public and private subnets (without restriction) for local devici
addessing.

TheRG MUST be able to be configured to specify the start ar
stop addresses within a subnet used for local addressing.

TheRG MUST NOT use auto IP for address assignment of its
LAN-side IPv4 address.

TheRG MUST allow its assigned address and netmask to be
specified through the web GUI and via-DB4/TR069
interfaces.

If the RGis in bridged configuration and LANide configuration
is enabled, th&G MUST ARP on the LAN side for the
following addresses, in order, and assign itself the first one tf
not taken: 192.168.1.254, 192.168.1.63, and then starting fro
192.168.1.253 and descending.
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TheRG MUST be able to assign its own WAN IPv4 address (
its public addess) to a particular LAN device, concurrent with
private IPv4 addressing being used for other LAN CPE.

In this situation, one device on the LAN is given the same pu
IPv4 address (through DHCP or manual configuration of the
LAN CPE IPv4 stack). Other LN devices utilize private IPv4
addresses. THRG can then be configured as identified in
LAN.PFWD.2 so that the LAN device sharing the WAN IPv4
address receives all unidentified or unsolicited port traffic to ¢
specific LAN device. If thd&RGis not confgured in this manner,
then only inbound traffic resulting from outbound traffic from 1
LAN CPE would be directed to that LAN CPE.

The gateway identified to the LAN device must be on the san
subnet as that associated with the WAN IPv4 address. Note 1
the use of the WAN gateway address does not guarantee thi
since it need not meet this requirement.

When operating in multiple WAN public IPv4 address mode, -
RG MUST support up to 16 public IPv4 addresses being uset
LAN devices (statially or dynamically issued) and whose traff
must be routed to and from the public IPv4 address associate
with the LAN device. Additionally, a transparent basic NAT
mapping feature MAY be supported, allowing the 16 public
addresses to be mapped to aicks private address. A user
configurable option in the Web GUI MUST be provided to
enable or disable the firewall on a per public IPv4 address be
This feature must operate concurrently with other LAN usage
(e.g NAPT on the gateway's primary IPv4 adsis).

When using a WAN IPv4 address assigned to a LAN dethee,
RG MUST be able tdoe configured by the usemether this

LAN device can directly communicate with other devices on t
local LAN without the need to traverse the broadband
connection.

This will only be done to the extent to which R& can control
isolation (e.grouting and internal switch fabric). It does not
extend to isolation external to tR& (e.g external switch or
router), which are beyond the control of R&.

LAN IPv6 Addressing

TheRG MUST create a Link Local (LL) address for its LAN
interface, and perform Duplicate Address Discovery (DAD), ¢
RFC 4862. It MUST always use the same LL address, even ¢
reboot or power failure.

TheRG SHOULD try alternate LL addresses, if DAD fails. The
RG vendor can define the algorithm to be used in this case.

© The Broadband Forum. All rights reserved 530f 141



Functional Rquirements for Broadband Residential Gateway Devices TR-124Issued

Section

LAN.ADDRESSV6.

LAN.ADDRESSV6.

LAN.ADDRESSV6.

LAN.ADDRESSV6.

LAN.ADDRESSV6.

LAN.ADDRESSvG

LAN.ADDRESSV6.

LAN.ADDRESSV6.

DHCPS
LAN.DHCPS.

LAN.DHCPS.

SeptembeR014

Iltem Requirements

3

10

2

TheRG MUST have a ULA prefiX{RFC 4193. It MUST always
maintain the same prefix, even after retbbamopower failure,
unless this prefix is changed through configuration, in which «
it MUST maintain the changed value.

TheRG MAY allow its ULA prefix to be changed through
configuration.

TheRG MUST support the abiy to enable or disable
advertising a /64 from its ULA prefix through Router
Advertisement. When enabled, this /64 will be included in RA
messages, with L=1, A=1, and reasonable timer values.
TheRG MUST support RFC 4861 section 6.2, Rer
specification requirements.

TheRG MUST support configuration of the following elents
of a Router Advertisementl and O flags (RFC 4861), route
information (RFC 4191), and default router preference (Prf)
(RFC 4191).

TheRG SHOULD support configuration of the following
elements of a router advertisement: MTU (RFC 4861).

TheRG MUST advertise (in RA) a /64 prefix from all prefixes
delegated via the WAN interface. This will have L=1, A=1, an
lifetimes per the received (from the WAN) delegation.

TheRG SHOULD advertise DNS server using the RDNSS
option in Router Advertisements (RBL06.
DHCPv4 Server

TheRG MUST provide application layer support for hosime
mapping, booting, and management including DHCPv4 and t
Domain Name System (DNS) protocol. This includes support
the standards below:

- |[ETF RFC 1034 Domain NamesConcepts and Facilities

- |IETF RFC 1035 Domain Namesimplementation and
Specificaion

- |ETF RFC 2131 Dynamic Host Configuration Protocol

- |IETF RFC 2132 DHCP Options and BOOTP Vendor
Extensions

- |ETF RFC 2181 Clarifications to the DNS Specification
- IETF RFC 2939 Procedwseand IANA Guidelines for
Definition of New DHCP Options and MessaggpEs

TheRG MUST be a DHCPv4 server to local LAN devices,
supporting all LAN devices.
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The embedded DHCPvV4 server function of R@&MUST be
able to operate while in bridged mode. The default state shot
be on in bridged and réed mode.

TheRG MUST support a minimum of 253 LAN devices.

TheRG MUST support turning off the embedded DHCPv4
server via a configuration change locally via the Web GUI an
remotely via TRO64/TR069 interfaces.

TheRG MAY incorporate autedetection of other DHCPv4
servers on the local LAN and, if configured to do so, disable 1
internal DHCPv4 server functionality of tiR& in this situation.

In this situation, th&G would try to obtain a configuration for
its LAN port through DHCPvVA4. If a DHCPv4 response was
received, théRG would then use the information in the DHCPv
response (e.dPv4 address, subnet and DNS information) anc
disable its internal DHCPv4 server. If implemented and a
DHCPV4 response is receivatis requirement takes preceden
over requirement LAN.DHCPS.15.

The embedded DHCPvV4 server functionality of R@ MUST
verify that an address is not in use prior to making it available
a lease (e.gria ping or ARP table validation) em when lease
information shows that it is not in use.

If the RGis in a routed configuration (i.e. full NAPT router), th
RG MUST use the default start address 192.168.1.64 and the
default stop address 192.168.1.253 for assignment to DHCP
leases for local device addressing, or use an opespéwific
configuration.

If the RGis in a routed configuration (i.e. full NAPT router), th
RG MUST use a default netmask of 255.255.255.0 for
assignment to DHCPv4 leases for local deaddressing, or use
an operatospecific configuration.

If the RGis in a bridged configuration for LAN device traffic
(i.e. NAT/NAPT is not enabled), tHeRG MUST support the
enabling and configuration of the loda DHCPv4 server
(addressange and subnet mask) remotely via0&® interface.
This address range may be either public or private addresses
(assuming that the service provider is providing the NAT/NAF
function in the network).

Note that this assumes that a separate managemwt o v6)
interface has been established toRit&expressly for the
purpose of TRO69 remote management.
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The default lease time for DHCPv4 information provided to L.
CPE that do not share the WAN side IPv4 address MUST be
configurable. Tk default value MUST be 24 hours, or use an
operatofspecific configuration.

The default lease time for DHCPv4 information provided to L.
CPE that share the WAN side IPv4 address MUST be
configurable. The default value MUST be 10 minutesjse an
operatofspecific configuration.

When the domain name that the embedded DHCPv4 server
passes to LAN CPE has not been set, the value
"domain_not_set.invalid" SHOULD be used.

If the RGis in a routed configuration (i.&ll NAPT router) and
theRG's embedded DHCPV4 server is enabledR@Gatself
MUST default to the address 192.168.1.254 (with a netmask
255.255.255.0), or use an operagpecific configuration.

When theRG's embedded DHCPvV4 servedisabled, th&RG
MUST ARP for the following addresses, in order, and assign
itself the first one that is not taken: 192.168.1.254, 192.168.1
and then starting from 192.168.1.253 and descending.

TheRG MAY allow the embedded DHCPv4 senterbe
configured so that specific MAC addresses can be identified
being served or not served.

TheRG MAY allow the embedded DHCPv4 server to be
configured with a default setting (provide IPv4 addresses or r
provide IPv4 addresses) fdevices whose MAC addresses hay
not been specified in accordance with LAN.DHCPS.16.

The embedded DHCPV4 server functionality of @

SHOULD provide a mechanism by which an IPv4 address ca
assigned to a particular LAN device by MAC aekk. The user
interface to establish this association may use an alternate
mechanism to identify this assignment (ég selecting the
device using its current IPv4 address or device name) and th
MAC address may be transparent to the user. These agklres:
may include addresses within the default subnet or addresse
from additional public/private subnets that may be provisione

For example, th&G might have a default WAN side IPv4
address that is used for NAPT to a subset of devices and an
additional seof WAN side IPv4 addresses that are bridged. T
embedded DHCPv4 server might be used to assign this secc
set of IPv4 addresses to specific LAN CPE.

TheRG MUST support a single PC mode of operation. In this
mode of operation only a silegLAN device is supported. Note
that this is not the default mode of operation.
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In this configured mode, all network traffic, except for
configured management traffic destined for theiR&If (e.g
temporary remote access to the Web GUI) MUST be passed
between the access network and the designated LAN device
theRG wasnot present.

One possible implementation is for the embedded DHCPv4
server to issue one and only one private address in this situa
with the start and stop addresses for the et DHCPVv4
server being the same.

The LAN devices can be assigned either a private IPv4 addre
(i.e. using 1:1 NAT) or the public IPv4 address of the R&
using IP passhrough as identified in requirement
LAN.ADDRESS.6). The type of IPv4 addressb used (private
or public) is configured through the Web GUI and-U&4/TR
069 interfaces. The default is a public IPv4 address.

If a WAN connection is not available when tR& is configured
to use a public IPv4 address, the RG provides a private IPv4
address to the LAN device via DHCPv4. Once a WAN
connection is established, the public IPv4 address provided t
the broadband network is passed to the LAN device during tt
next DHCPv4 lease renewal.

The RGacts as the default gateway to the LAN devices when
private IPv4 addressing is in use. When public IPv4 addressi
in use, the gateway identified to the LAN device should be th
identified in requirement LAN.ADDRESS.6 above.

No other restrictions (e.gestricted routing for other devices)
need to bemplemented to meet this requirement (a@routing
restrictions on traffic from secondary devices on the LAN).

If the RGis configured in a routed configuration (i.e. full NAP1
router), theRG MUST operate by default in the multiple PC
mode of operation, or use an operaspecific configuration.

DHCPvV6 Server

TheRG MUST support DHCPvV6 server messages and behav
per RFC 3315.

TheRG MUST support and be configurable to enable/disable
address ssignment using DHCPV6.

TheRG MUST either have an algorithm or allow configuratior
(or both) as to which /64 prefix to use, from any received WA
prefixes or its own ULA prefix.
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TheRG SHOULD be configurable to support ralas to which
host devices will be assigned addresses through DHCPV6. T
is, it should be possible for a service provider to place its owr
host devices at the customer premises and have the RG only
support DHCPvV6 address assignment to those devicesthdbte
this does not require use of the RA "M" flag, as the service
provider host devices can be configured to always use DHCF
for address assignment. The DUID may help to identify host
devices.

TheRG MUST be configurable to enable/disalgrefix
delegation via DHCPv6.

TheRG MUST support delegation of any received WAN prefi:
and its own ULA prefix, that is shorter than /64, using
mechanisms of RFC 3633.

The WAN / ULA prefixes that@RG is allowed to furtler
delegate SHOULD be configurable.

TheRG MUST support DHCPvV6 Information_request messac

TheRG MUST support the following DHCPV6 options: IA_NA
(RFC 3315), IA_PD (RFC 3633), and DNS_SERVERS (RFC
3646).

TheRG SHOULD support Reconfigure Accept (RFC 3315) ar
pass the additional set of DHCP options received from the DI
client on its WAN interface to IPv6 hosts.

The options that thBG will provide via DHCPv6 MUST be
configurable.

If address selection policy option is requested in a DHCPv6
request from hosts, tHeG SHOULD advertise the generated
address selection poli¢ggee WAN.IPv6.2)1

Naming Services (IPv4 and general requirements)
TheRG MUST becapable of acting as a DNS server to LAN
devices, passing its addressthe DNS servdrack to these
devices in DHCPv4 requests.

TheRG SHOULD allow the user to specify that either network
learned or usespecified addresses be passed batldte
devices as the DN&erver(sjn DHCPv4 responsesistead of
theR G 'address.
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When theRG learns DNS name server addresses from multip
WAN connections, th®G MUST follow specified DNS
selection policy (if one is configured) to makeuesive queries
to DNS name servers, or (if there is no DNS selection policy)
MUST query a server on each connection simultaneously an
provide the requesting LAN client with the first returned positi
result from these DNS servers. A negative respon@aetibe
transmitted to a LAN device until all WAN DNS servers have
either timed out or returned a negative response to a commo
query.

Service providers may choose not to provide DNS name sen
addresses on certain connections in a multiple connection
configuration.

TheRG MUST add the DNS entry "dsldevice" for its own
address.

TheRG MAY support additional DNS entries, as there could t
additional types of CPE.

TheRG MUST maintain local DNS entries for a minimum of
253 local LAN devices. This information can be obtained
through auto discovery (e.yom DHCPV4 requests, such as
Client Identifier, and other protocol information). When
unknown, the entry MUST be of the form
"UNKNownxxxxXxxXxxxxxx" where "x" represents tMAC address
of the associated LAN device.

TheRG SHOULD provide a manual mechanism for overriding
the learned names of all LAN CPE except tfahe RGitself.

If the RG's DNS server is implemented as a forwarding proxy
MUST be done according to the recommendations in RFC 5€

Naming Services (IPv6)

TheRG MUST act as a DNS server for IRe@pable LAN
devices by supporting IPv6 (AAAA) records in its DNS server
(per RFC 3596) and allowing these recdabe queried using
either IPv4 or IPv6 transport (RFC 3901).

TheRG MUST attach all known (for the host device) globally
scoped IPv6 addresses to the DNS record for a particular ho:
device (see LAN.DNS.6), as AAAA records for that device.
TheRG SHOULD support dynamic DNS (DDNS) for devices*
provide their own DNS information. This would override any
DNS entries the RG might have created for the IP addresses
included in the DDNS request.
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TheRG MUST be able to gery for A and AAAA records using
either IPv4 or IPv6 transport to DNS recursive name servers
the WAN.

TheRG SHOULD use a DNS recursive name server obtainec
through DHCPvV6 option 23 (OPTION_DNS_SERVERS) to
query for AAAA records to the WANas its first choice.

When theRG s proxying DNS queries for LAN devices, it
SHOULD use IPv6 transport regardless of the transport mod:
used by the LAN device, when querying to the WAN. This is
only possible if thdRG has IPv6 addresses fDNS recursive
name servers on the WAN.

TheRG MUST support receiving at least 2 DNS recursive nat
server IPv6 addresses from the network through DHCPV6 op
23 (OPTION_DNS_SERVERS) (RFC 3646)

TheRG SHOULD allow the user tepecify that the network

learned or usespecified DNS recursive name server addresse
be passed back to the LAN devices in DHCPvV6 responses in
of theRG's address itself as the DNS recursive name server(:

When theRG learns DNS namserver addresses from mple
WAN connections, th@G SHOULD make recursive query to
the DNS name server specified with DNS selection paliayis
obtained through DHCPV6 (drattf-mif-dnsserverselection)
or manually configured DNS selection policy

NAT/NAPT

TheRG MUST support Network Address Port Translation
(NAPT; also known as Port Address Translation) as defined i
IETF RFCs 2663, 3022 and 3027.

TheRG MUST support disabling NAPT.

Port Forwarding (IPv4)

TheRG MUST support port forwarding. That is, tR& MUST
be able to be configured to direct traffic based on any
combination of source IPv4 address, source protocol (TCP ol
UDP) and port (or port range) to a particular LAN device and
port (or port range on that device).

Individual port forwarding rules MUST be associated with a
LAN device, not the IPv4 address of the LAN device, and foll
the LAN device should its IPv4 address change.
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The port forwarding mechanism MUST be atalde configured
to direct all inbound unidentified or unsolicited port traffic
originating from a useselected public IPv4 address to any use
selected LAN device.

The LAN device may be using either a private IPv4 address (
the public WAN IPv4 addressadentified in requirement
LAN.ADDRESS.6 and LAN.ADDRESS.7.

The port forwarding mechanism of tR& SHOULD be easy to
configure for common applications and user protocols fig.g
http, etc.) by specifying a protocol name or applicationenana
"Common Applications Names List" instead of a port number
and protocol type. A partial list of applications for potential
inclusion appears in Appendix |.

The "Common Applications Names List" mechanism MUST &
integrated with the porbfwarding mechanism.

TheRG MUST include port forwarding configurations and
"Common Applications Name Listings" for the following
applications and protocols that do not function properly with
NAT or NAPT: FTP client, H.323, SIP, IPsec, PPTRSIM
Messenger, AOL Instant Messenger, Yahoo Messenger and

TheRG SHOULD include port forwarding configurations and
"Common Applications Name Listings" for other major
applications and protocols that do not function properly with
NAT or NAPT.

Port Forwarding (IPv6)

TheRG MUST support security mechanisms described in RF
6092.

Individual port forwarding rules MUST be associated with a
LAN device, not the IPv6 address of the LAN device, and foll
the LAN device should its IPv6 address change.

The port forwarding mechanism of tR& SHOULD be easy to
configure for common applications and user protocols fip.g
http, etc.) by specifying a protocol name or application name
"Common Aplications Names List" instead of a port number
and protocol type. A partial list of applications for potential
inclusion appears in Appendix |.

The RG SHOULD NOT apply RFC 6092 security mechanism
traffic associated with prefixes it hdslegated to other routers
inside the LAN.
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ALG Functions (IPv4)

TheRG MUST allow for pasghrough of IPv4 traffic in which
the payload is compressed or encrypted RN traffic).

This means that, agell as the RG, it must be pble that LAN
CPE originate PPTBNnd L2TP sessions to an external network
(over IPv4).

TheRG MUST allow LAN CPE to originate IPv4 IPsec sessio
to an external network. This function MUST work properly
through the NAPT function of thRG.

This requirement is encompassed by .4

The RGMUST allow multiple devices on the LAN to launch
independent and simultaneous IPv4 IPsec sessions. These
sessions can be to the samaeeparatelestinations.

The RGMUST support,AN device UDP encapsulation of IPvZ
IPsec packets as defined in IETF RFC 3948.

The RGMUST support LAN device negiation of NAT
traversal with IKE as identified in IETF RFC 3947.

The RG should support a minimum of 4 concurrenNURv4
IPsec sessions per LAN device. These sessions can be to th
same oiseparateestinations.

The RGMUST seamlessly handle RTSP traffic to LAN device
with no user intervention required.

TheRG MUST allow the service provideo disable SIP ALG
functionality.

TheRG MUST be aware of the presence of active SIP clients
the LAN side using some rules (e.g. matching IP address, po
protocol number through interception of SIP REGISTER
messages).

The SP ALG function MUST keep track of SIP events (e.g.
REGISTER reply from the registrar) and maintain allocated
resources within the event timeout period.

Connection Forwarding

The IPv6 parts of this module apply only if tR& has an IPv6
stack.

TheRG MUST be able to route IP (v4 or v6) over Ethernet to
LAN CPE.

PPPoE forwarding and associated operation irRB&MUST
NOT fail nor operate improperly in the presence of vendor
specific PPPoE extensions that may be in useAly devices
(i.e. theRG MUST interoperate with well known PPPOE client
software).
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The RG MUST suppo=@ minimum of eight LAN device
initiated PPPOE sessions from each LAN device being forwai
to a logical WAN connection.

TheRG MUST be able to forward up to eight PPPoOE session:
per logical WAN interface (PVC, IETF RFC 2684 connection,
VLAN, etc.).

TheRG MUST be able to forward PPPOE sessions at all time
when encapsulating Ethernet over AALS. This applies when 1
RG has set up zero or more PPPOE sessions and/or whBGth
is also running IP over Ethernet. The default setting MUST b«
this pasghrough to be on.

TheRG MUST support manually setting (via the Web GUI ani
TR-064/TR069 interfaces) an MTltb be used in negotiating
MTU, overriding the default MTU. This applies to MTU
negotiated in IPv4 or IPv6.

TheRG MUST support path MTU discovery as defined in IET
RFC 1191 so that a LAN device can be told what to set its M’
to for IPv4 traffc.

TheRG MUST support accepting IP (v4 and v6)
forwarding/routing information via the FR69 interface.

TheRG MUST maintain route table entries for all connections
maintains on the WAN (e.ger PVC, IP (v4 and v6) and PPP
sesions) and for all LAN networks (including subnets).

TheRG MUST allow for the selection of which traffic to forwai
over which connection (in the case of multiple PVCs, multiple
PPPOE sessions, GPON Port |
moreof the following pieces of information:

(1) destination IP (v4 or v6) address(es) with subnet mask
(2) originating IP (v4 or v6) address(es) with subnet mask
(3) source MAC address,

(4) destination MAC address,

(5) protocol (TCP, UDP, | CMP
(6) soure port,

(7) destination port,

(8) IEEE 802.1Q user priority,

(9) FQDN (fully qualified domain name) of WAN session,
(10) DiffServ codepoint (IETF RFC 3260),

(11) Ethertype (IEEE 802.3 length/type field), and
(12)traffic handled by an ALG.
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TheRG MUST allow for the selection of which traffic to forwai
over which connection (in the case of multiple PVCs, multiple
PPPOE sessions, gtaccording to any one or more of the
following pieces of information:

(1) IEEE 802.1Q VLAN identification, and
(2) packet length (Note: to be used judiciously to avoid ou
order packet delivery).

TheRG MUST NOT bridge or route between WAN connectiol
(i.e. WAN to WAN) except when explicitly configured to do so

TheRG MUST NOT forward WPnP traffic (including UPnP
multicast messages) to the WAN interface. This applies to bc
bridged and routed style configurations. This satisfieslDR R
235

TheRG SHOULD be able to restrict the routing information fo
each WAN connectioto specific LAN devices.

For example, a user might have four PCs in the home, have i
WAN connection to the Internet and have a WAN connection
an employer's network. The RBuld be configured to allow all
PCs access to the Internet, but only one spelei@@ might be
allowed to send traffic over the WAN interface to the employe
network.

The RGMUST support the possibility that all LAN devices
concurrently access one or more WAN connections.

TheRG SHOULD support the ability taccept IPv4 routes
dynamically pushed from the WAN. This allows it to set up
routing tables to support routing traffic over multiple conioast
(PVCs, PPPOE sessions, ptin particular, thdRG SHOULD be
configurable to accept RIP version 2 (RAPmesages as define
in IETF RFC 2453 to fulfill this task.

If RIP-2 is supported, it SHOULD be software configurable.

If RIP-2 is supported, by default, tiRG MUST NOT transmit
RIP-2 information to WAN connections.

If RIP-2 is supportedtheRG MUST be configurable to accept
triggered RIP messages, as defined in IETF RFC 2091.
TheRG MUST be able to bridge IPv4 or route IPv4 or IPv6 o\
an Ethernet session concurrently with at leastR@eriginated
PPPoEsession on each PVC that is running bridged Ethernet
over the AAL.

TheRG SHOULD be capable of initiating at least two PPPoE
sessions per PVC and forwarding the IP (v4 or v6) traffic abo
PPPoE to the LAN CPE.
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IGMP and Multicast in Bridged Configurations (IPv4)

If the RG is in a bridge type architecture and an IGMP querie
supported in the access network, R@MUST support IGMP
snooping per IP bridge to an individual LAN addressable pori
interfacelevel (each Ethernet port, USB (PC),Wlj etc.). On
each interface, the RG MUST forward only the multicast grot
explicitly requested by that interface. A recommended referel
implementation can be found in IETF RFC 4541.

IGMP and Multicast in Routed Configurations (IPv4)

TheRG MUST support an IGMP proxyouting function as
defined in IETF RFC 4605. This satisfies-IR1 R225.

TheRG MUST support IGMPV3 as defined in IETF RFC 337¢
This satisfes TR101 R226.

TheRG MUST support IGMP proxyouting with local NAT and
firewall features including establishing any {hales in the
firewall for the multicast streams received (after join). This
satisfies TR101 R227.

When theRG s configured with multiple WANacing IPv4
interfaces (e.g. PPP or IPoE), the IGMP proayting function
MUST be able to configure a filter for multicasting upstream
IGMP messages to one or more interfaces. This satisfies TR.
requrements R228and R229

When theRGreceives an IGMP membership query on a giver
WAN-facing IPv4 interface, the IGMP proxguting function
MUST only send a corresponding membership report on this
specific interface. This satisfies TR01 R230

TheRG SHOULD be able to classify IGMP requests accordin
to source IPv4/MAC address or incoming LAN physical port t
distinguish between multicast services (e.g. IPTV and some «
best effort Internet multicast applicatjofhis satisfies TRLO1
R-231

TheRG MUST have a way to suppress the flooding of multice
to all LAN devices by only sending the traffic to selected
ports/interfaces, either through configuration of dedicated pol
connecting to muitast hosts or IGMP proxsouting (where the
traffic is only sent to host devices that have joined the multice
group). This satisfies TRO1 R232
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It MUST be possible to configure a WARdcing IPv4 interface
with an IPOE encapsulaticand no IPv4 address visible by the
access network. It MUST be possible to receive multicast trai
on such an interface, independent of whether upstream IGMI
sent on this interface or not. TR&'s IGMP proxyrouting
function MUST be able to send upsam IGMP traffic on such
an interface, using an unspecified (0.0.0.0/::) IPv4 source
address. This satisfies TR1 requirements 269, R-270and R
271

All RG LAN ports and interfaces MUST be capable of
processing IGMP messages.

TheRG SHOULD be able to allow (default) or discard IGMP
join requests based on the source interface, port and host. Tl
satisfies the requirement stated in-I&L R233

TheRG MUST support IGMP snooping per IPv4 dige to an
individual LAN addressable port or interface level (each Ethe
port, USB (PC), Wi, etc.). A recommended reference
implementation can be found in IETF RFC 4541.

TheRG MUST be configurable to prevent sending IGMP

message to the WAN interfaces for specified multicast groups
ranges (such as 239.0.0.0 through 239.255.255.255 for IPv4
which are limited scope or administratively scoped addresses

TheRG MUST default to not sending IGMP messages ko4l
addresses 239.0.0.0 through 239.255.255.255 to the WAN
interfaces. This satisfies TR)1 R235

TheRG MUST have a join and leave latency less than 20 ms

This means that when tiRG receives a leave, it must stop
sending the steem to that device (although it is expected to
continue sending to other devices that have not left) in less tt
20 ms. TheRG must not wait for the results of a membership
guery before it stops sending the stream. Rather, it must rely
its membership dabase to know whether there are other devi
receiving that stream. When tR& receives a join, its allocatior
of the overall time for starting to forward that stream must no
exceed 20 ms.

This latency definition handles southbound join/leave; howav
definition for the northbound join/leave latency will also be
useful. Also, the northbound as well as southbound latency
definition involves a tradeoff between multicast system dynar
(lower latency-> higher dynamics) and bandwidth efficiency
(low latency-> better bandwidth efficiency). A statistical
analysis will be helpful, based on empirical TV channel
switching dynamics, when available.
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LAN.IGMP.ROUTED
LAN.IGMP.ROUTED

LAN.IGMP.ROUTED
LAN.IGMP.ROUTED
LAN.IGMP.ROUTED

LAN.IGMP.ROUTED

LAN.IGMP.ROUTED

LAN.IGMP.ROUTED

MLD.ROUTED
LAN.MLD.ROUTED.

LAN.MLD.ROUTED.

LAN.MLD.ROUTED.

LAN.MLD.ROUTED.

LAN.MLD.ROUTED.
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Iltem

15

16

17

18

19

20

21

22

23
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Requirements

TheRG MUST support IGMP immediate leave (also known a:
fast leave) with explicit host triemg. This satisfies TRO01 R
234

TheRG MUST support a minimum of 32 multicast groups.
TheRG SHOULD support a minimum of 64 multicast groups.

TheRG MUST be configurable to log (on demand))I&MP
messages on both the LAN and WAN interfaces.

TheRG MUST be able to provide a summary of the current si
of IGMP group memberships as managed byR@ge.g
multicast groups and LAN devices currently associated with ¢
multicast group).

TheRG MUST be able to provide a summary of IGMP activity
over specific time periods (e.grevious hour, previous day, sin
reboot, etc.), per multicast stream and per LAN device.
TheRG MUST be ake to report IGMP statistics and logs
through the Web GUI and FB64/TR069 interfaces.

TheRG MUST be capable of supporting LAN to LAN multicas
between devices on a shared medium, and between devices
separate switched LAN interfes.

TheRG MUST be configurable as to how many simultaneous
multicast streams are allowed from WAN to LAN.

MLD and Multicast in Routed Configurations (IPv6)
TheRG MUST support MLDv2 as defined in IEFTRFC 3810.
TheRG MUST support functionality as described for IGMP in

requirements LAN.IGMP.ROUTED. 1;:3 7, 9, 11, 1416, 18
23

TheRG SHOULD support functionality as described for IGMF
in requirements LAN.IGMP.ROUED. 6, 10, 17

TheRG MUST be configurable to prevent sending MLD
messages to the WAN interfaces for specified multicast addr:
or scopes.

TheRG MUST default to not sending MLD messages for scoj
of O through 8.
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FW

LAN.FW.

LAN.FW.

LAN.FW.

LAN.FW.

LAN.FW.
LAN.FW.

FW.SPI

LAN.FW.SPI.

LAN.FW.SPI.
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Firewall (Basic)

This module applies to IPv6 as well as IPv4, but only iRk
has an IPv6 stack.

TheRG MUST drop or deny IPv4 access requests from WAN
side connections to LAN side devices and to the RG itself ex
in direct respose to outgoing traffic or as explicitly permitted
through configuration of thRG (e.g for port forwarding or
management).

The RG MUST support a separate firewall log to maintain
records of transactioraccordingo firewall rules.

The firewall log file MUST be able to hold at least the last 10(
entries or 10 Kbytes of text.

Firewall log entries SHOULD NOT be cleared except when tf
RGis reset to its factory default settings.

TheRG MUST timestamp each firewdthg entry.

The RG MUST support the definition of IPv6 firewall rules
separate from IPv4

Firewall (Advanced)

This module applies to IPv6 as well as IPv4, but only iRk
has an IPv6 stack.

TheRG MUST support a rore robust firewall, such as one thai
provides a full OSI 7 layer stack stateful packet inspection an
packet filtering function.

TheRG SHOULD provide protection for the following:

- Port scans

- Packets with same source and destination adekess

- Packets with a broadcast source address

- Downstreanpackets with a LAN source address

- Invalid fragmented IP (v4 or v6) packets

- Fragmented TCP packets

- Packets with invalid TCP flag settings (NULL, FIN, Xms
etc)

- Fragmented packet headers (TCP, UDP &iR)

- Inconsistent packet header lengths

- Packet flooding

- Excessive number of sessions

- Invalid ICMP requests

- Irregular sequence differences between TCP packets

The extent of this protection will be limited when R& is
configured as a bridge in which orfAPPoE traffic is bridged.
This protection MUST be available when R& terminates IP
(v4 or v6) or bridges IPv4.
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LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.
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Iltem Requirements

3

4

9

Each type of attack for which protection is provided SHOULLC
configurable on th&G andbeon by default.

TheRG MUST support passing and blocking of traffic by user
defined and TRO69 configurable rules.

TheRG MUST support setting firewall rules by the 89 ACS

that cannot be altered by the user. If firewall rules are set via
security policiesn TR-098 profiles, or via other mechanism su
as TROG69 file download, the rules MUST NOT be able to be

overridden by user firewall rules.

TheRG MUST support the user temporarily disabling specific
userdefined rules or all user definedes, that is, without
deleting the rules.

TheRG MUST support the user specifying the order in which
firewall rules are processed.

Note: not all firewall rules need be included under the scope
this requirement.

TheRG SHOULD support specification of any of the following
in a firewall rule:

- destination IP (v4 or v6) address(es) with subnet mask

- originating IP (v4 or v6) address(es) with subnet mask

- source MAC address

- destination MAC address

- protocol (8255, or by alias: TCRJDP, ICMP, IP, IGMP,
eigrp, gre, ipinip, pim,

- source port

- destination port

- |IEEE 802.1Q user priority

- FQDN (fully qualified domain name) of WAN session

- DiffServ codepoint (IETF RFC 3260)

- Ethertype (IEEE 802.3) length/type field)

- Traffic matchng an ALG filter

- |IEEE 802.1Q VLAN identification

- packet length

- TCP flags (urg, ack, psh, rst, syn, fin)

- IP option values (potentially name aliases)

- logical interface of source

- logical interface of destination

TheRG MAY support filtering basd on other fields unique to
specific protocols.
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LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.

LAN.FW.SPI.
LAN.FW.SPI.

LAN.FW.SPI.

FILTER.TIME
LAN.FILTER.TIME.

FILTER.CONTENT
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11

12

13

14
15

1

LAN.FILTER.CONTE 1

NT.
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TheRG SHOULD support firewall rules that support generic
pattern matching against the header or data payload of traffic
Logically this can be envisioned as:

match(header[offset[,length|mdydondition)
match(payload|offset[,length|max]], condition)
where condition is (relationship, data) such as

(=, ne, all, one, and, or) for a hex field
(=, ne, gt, ge, It, le) for a decimal/hex field
(=, ne, contains) for a string field

TheRG SHOULD support a set giredefinedules to which the
user can set or reset the firewall settings.

If a set ofpredefinedules has been set on tR&, theRGrule
set SHOULD be able to be used as the basis for a user main
set offirewall rules.

In addition to blocking or passing traffic identified by a firewal
filter, theRG MUST support other actions as well, including bt
not limited to:

- logging on success or failure,

- notification on success or failure (to etr@i pager if
supported),

- sending notification to a PC monitor application (either
originator and or centralized source), and

- requesting verification from a PC monitor application.

TheRG MUST allow for configuration of global firewall vaés.

TheRG firewall SHOULD be either ICSA certified
(www.icsalabs.coior be able to display all the attributes
necessary for ICSA certification for the current version of eith
the Residential categy or the Small/Medium Business (SMB)
category.

Unless configured otherwise, DOS, port blocking and stateful
packet inspection MUST be provided to all LAN devices
receiving traffic from the WAN interface.

Time of Day Filtering

The RGMAY support filtering based on time of day on a per
LAN device basis.

Content Filtering

The RGMAY support filtering based on web content or URL
string screening techniques on & pAN device basis.
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DIAGNOSTICS
LAN.DIAGNOSTICS.

CAPTIVE

LAN.CAPTIVE.

LAN.CAPTIVE.

LAN.CAPTIVE.

LAN.CAPTIVE.

LAN.CAPTIVE.
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1

Automated User Diagnostics

If the RGis on the same subnet as any LAN device, when
network connectivity problems occur, the RARST provide a
mechanism that intercepts web browser pagesnt 80web
page requests) and responds to these by directing the web
browser to appropriate internal web pages to identify and res
network connectivity problems including but not limited to:

- DSL cannot train

- DSL signal not detected

- Broadband Ethernet not coected (if applicable)
- ATM PVC not detected (if applicable)

- |EEE 802.1x failure (if applicable)

- PPP server not detected (if applicable)

- PPP authentication failed (if applicable)

- DHCP not available

Captive Portal with Web Redirection

This malule applies to IPv6 as well as IPv4, but only if R@
has an IPv6 stack.

TheRG MUST support a redirect function, which, when enabl
intercepts WAN destination IP (v4 or v6) HTTP requests and
responds to these by substituting a spedifyRL in place of the
web page request.

The URL, as well as a list of locations for which this redirect
would be bypassed (i.ehite list), MUST be settable through tt
TR-069 interface.

The actual captive portal to be redirected to may be establist
the time the white list is defined or the white list may be defin
first and the captive portal specified at a later time.

The redirection function and associated fields MUST NOT be
modifiable by the subscriber.

TheRG MUST support turning on and off the redirect function
when the captive portal URL field is populated and cleared
respectively by the TR69 ACS.

All port 80 traffic, excluding that associated with the white list
MUST be redirected when thedieect function is turned on in
theRG.

To specify the captive portal, the RG must accept an IPv4 or
address or a URL whose length does not exceed 2000 chara
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10

11

The redirect white list MUST support 512 separateelties,
each of which can be an individual IP (v4 or v6) address, a re
of IPv4 addresses, an IPv6 prefix, or any combination thereo
For a range of IPv4 addresses a subnet mask is required.
Variable length subnet masking (VLSM) MUST sgpported in
the redirect white list. For example:
- Individual IPv4 address:
ipaddress or
ipaddress/32 or
ipaddress 255.255.255.255
- Range of 64 IPv4 addresses
ipaddress/26 or
ipaddress 255.255.192.0
TheRG MUST support only one set oaptive portal and redirec
settings at a time. If new settings are needed, the ACS will
overwrite existing values within tHeG.
A valid set of redirect settings MUST be enabledrifiR& within
five seconds of the redirect URL being saom the ACS.
The redirect function MUST be disabled on B@ within five
seconds of the captive portal string being clearedRGhy an
empty redirect URL being sent from the ACS.
Incremental packet delay through R€ due to white list lookup
MUST NOT exceed 5 ms.
LAN quality of service requirements
TheRG MUST support classification of LAN directed WAN
traffic and placement into appropriate queues (or discard) ba
on any one or more of the folwing pieces of information:
(1) destination IP address(es) with subnet mask,
(2) originating IP address(es) with subnet mask,
(3) Diffserv codepoint (IETF RFC 3260),
4 protocol (TCP, UDP, | CM
(5) source TCP/UDP port and port range,
(6) destination TCP/UDP pornd port range
In an ATM based access network:
(7) ATM VPI/NCI
Where Ethernet is present on the access link:
(8) source MAC address,
(9) destination MAC address,
(10) IEEE 802.1Q Ethernet priority,
(11) Ethertype (IEEE 802.3) length/type field), and
(12) IEEE 802.1Q VLAN identificdon.
© The Broadband Forum. All rights reserved 720of 141



Functional Rquirements for Broadband Residential Gateway Devices TR-124Issued

Section

LAN.QoS.
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LAN.QoS.
LAN.QoS.

LAN.QoS.
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TheRG SHOULD support classification of LAN directed WAN
traffic and placement into appropriate queues (or discard) ba
on any one or more of the following pieces of information:

(1) packet length (note: to be used judiciously to avoid «
of order packet delivery).

TheRG MUST support classification of LAN directed traffic ar
placement into appropriate queues (or discard) based on any
or more of the following pieces of information:

(1) source MAC address, and
(2) destinatim MAC address.

TheRG SHOULD support classification of LAN directed traffic
and placement into appropriate queues (or discard) based or
one or more of the pieces of information defined in WAN.Qo¢
1, WAN.Qo0S. 2WAN.Qo0S.22 and WAN.Q0S23.

TheRG MUST support classification of LAN directed internall
generated traffic and placement into appropriate queues bas:
any one or more of information defined in WAN.Q@&8B.and
WAN.Qo0S.21.

TheRG MUST be able to mark or meark the Diffserv codepoini
of traffic identified based on any of the classifiers supported t
theRG.

TheRG MUST support a minimum of four downstream queues
per LAN port.

TheRG MUST duplicate the set of queues for each LAN egre
port. This can be done logically or physically.

TheRG SHOULD be able to configure each queue for strict
priority or weighted round robin scheduling.

Strict priority queues are served with priority over all other
gueuesWRR queues are served the basis of configurable
weights.

TheRG MUST provide counters in terms of dropped and emit
packeg/bytes for each queue. Statistics SHOULD be collecte«
from the time of last counter reset or on a configurable sampl
interval.

TheRG MUST provide information about queue occupancy ir
terms of packets and peak percentage. Statistics SHOULD b
collected from the time of last counter reset or on a configura
sample interval.

TheRG SHOULD be able to monitor the p$ical layer rate of
the LAN interfaces, maintaining information about the current
available bandwidth and measurement history
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SlIPserver
LAN.SIPserver

LAN.SIPserver

LAN.SIPserver

LAN.SIPserver

LAN.SIPserver

SIPmixer
LAN.SIPmixer.

LAN.SIPmixer.

LAN.SIPmixer.

Interworkin g.UE-
Authentication

LAN. InterworkingUE
-Authentication

LAN. InterworkingUE
-Authentication

LAN. InterworkingUE
-Authentication

LAN. InterworkingUE
-Authentication

1

SIP Server

The RG MUST support the SIP registrar server function (RF(C
3261[88]), acceptegisterrequests and respond to them with
succes®r failure indication.

The RG MUST support the SIP registrar server function (RF(
3261[88]), and place the information it receivesagister
requests into the location service for the domain it handles.

The RG MUST support the SIP redirect server function (RFC
3261[88]), receive SIP requests and respond with 3xx
(redirection) responsesirecting the SIP client to contact an
alternate set of SIP addresses.

The RG MUST support the SIP proxy server function (RFC 3
[88]), acting as a proxy for the SIP client to route SIP request
the direcion of the corresponding proxy server, and acting in

place of a server to route SIP responses toward the SIP clier

Acting as proxy, the RG MUS@onsistentlyoperate in either a
stateful or stateless mode for each new SIP request.

SIP Mixer

The RG MUST support the SiRixer function(RFC 3550[92])
tomi x i ncoming multiple stre
network condition

The RG MUST have the capability ¢tbange the encoding
format of incoming multiple streams
The RG MUST terminate any RTCP messages sent to (or

received from) clients, but generate its own RTCP messages
send them to (or send them out on behalf of) clients

3GPP User Equipment Authentication Support

The RG MUST be able to act as an 802.1X authenticator usil
RADIUS client(as defined irRFC3579[93]) connected to a
fixed access AAA server

The RG MUST support proxying EARKA/EAP-A K A’
messages over RADIUS, using an internal RADIUS client
The RG MUST be able to receive policies from the AAA/ee
during UserEquipmentauthentication and during an ongoing
session using RADIUS CoA as per RFC 51725].

The RG MUST be able to have prenfigured policies to handle
UserEquipmenttraffic or to download such policies via
RADIUS from the AAA server during authentication or by usii
RADIUS CoA

SeptembeR014
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GEN
MGMT.GEN.

MGMT.GEN.

MGMT.GEN.

MGMT.GEN.
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1

2

General
Configuration and installation of tHRG SHOULD minimize the
number of restas of theRG when enabling changes.

If software is loaded on LAN CPE for installation or
configuration of theRG, this software MUST NOT require the
associated LAN CPE to restart, except in the case of the
installation of networking drivers (@ USB, wireless, ety or a
change in IP address assignment.(&afic to DHCP, public to
private, private to public or assignment of a specific IP addre:
using DHCP).

TheRG MUST maintain an internal log of WAN side connectit
flows (e.g WAN link layer, DHCP, IP and PPP sessions). At ¢
minimum, the log MUST record the last 250 events. This
includes WAN physical interface events initiated locally or by
the access network. The purposehaf log is to provide a
troubleshooting aid in reswing line and connection problems.

TheRG MUST timestamp each log entry.
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MGMT.GEN.

MGMT.GEN.
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Iltem Requirements

5

The factory default timestamp value for log entries SHOULD
indicate the elapsed time since the unit was first powered on.
log entry timestamp SHOULD berfmatted, consistent with 1SC
8601, as follows:
PYYYY-MM-DDThh:mm:ss
where:
P = the letter "P" used to indicateatwhat follows is a time
interval (period) data element
YYYY = number of years (digits)
MM = number of months (digits, 0011; 1 month is t&
equivalent of 30 days for time interval purposes)
DD = number of days (digit0— 29)
hh = number of hours (digits, 8®3)
mm = number of minutes (digits, 8(9)
ss = number of seconds (digits,-089)
Once theRG has established connectivib an Internet based
time server, all log entry timestamps SHOULD be formatted f
GMT or user specified time zone (24 hour military format),
consistent with ISO 8601, as follows:
YYYY -MM-DDThh:mm:ssthh:mm or
YYYY -MM-DDThh:mm:ssZ ,
where:
YYYY = year (dgits)
MM = month (digits, 0+ 12)
DD = day of month (digits, 0% 31)
T = the letter *“T", used t
Z = the letter *“Z”, used t
(Coordinated Universal Time)
hh = hours (digits, 08 23)
mm = minutes (digits, 0859)
ss = seconds (digits, 6(b9)
+hh:mm = the difference between local time and UTC in
hours and minutes
(e.g -05:00 would indicate Eastern Standard Time, 5 hours
behind UTC)
TheRG MUST have diagnostic infanation available that allosv
the user to identify the precise nature of any connection or
performance problem. It MUST be able to indicate if the prob
is at the physical layer, ATM, Ethernet, PPP, or IP layer. This
information MUST be accessible fromethvVeb GUI and TR
064/TR069 interfaces.
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MGMT.GEN.
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UPNP.IGD.ACRF

MGMT.UPnP.IGDA
CRFE
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TheRG MUST have an embedded ICMP ping client capable «
being initiated via the Web GUI and T#9 interfaces to ping tc
WAN and LAN side IP addressable devices.

The RG log SHOULD reside ahe RG andpersistacross power
loss.

The RG log SHOULD NOT interfere with the normal
performance of the RG. That is, writing log entries to-non
volatile storage SHOULD NOT be done at a priority or in a
manner that would degrade the user elgpee nor the
connection throughput.

TheRG MUST be able to start training, establish a network
connection and respond to network tests by default upon pov
up prior to any additional configuration or software installatior
on the associatddC. The absence of a PC MUST have no eff
on these operations.

UPnP

TheRG MUST support UPnP device architecture 1.0. This
specification is available for download at http://www.upnp.or¢

The RG MUST support UPnP deg identification in accordanc
with the UPnP device architecture. The RG MUST display its
as a network device with the following information:

- Manufacturer name

- RG name

- Model number

- Description (e.g. VendorName Wireless Gateway)
- Device aldress (e.g. http://192.168.1.254)

UPNnP IGD

At a minimum,the RG MUST support UPnP
InternetGatewayDevice:1 device template version 1.01
standardized DCP. This specification is available for downloz
http://www.upnp.org

The RG MUST allow the user to enable logging of all UPnP |
actions and events.

The user SHOULD be warned upon enabling UPnP IGD that
may allow applications to configure the bamxd allow
unintended access to local devices.

UPNP IGD to allow Connection Request Forwarding

The RG MUST support UPnP Internet Gateway Device:2 roo
device as defined if178]. This sgcification is available for
download atttp://upnp.org/specs/gw/UPARv-
InternetGatewayDeviece2-Device.pdf
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The RG MUST support IGBpecific secuity as defined in
section 2.3 Security Policies &fPnP InternetGatewayDevice:2
[178]

Across resets or reboots, the RG MUST remove port mappin
and pinholes.

UPNP IGD to allow Connection Request Forwarding
through the NAT of the device

When the external IP address (ExternallPAddress parameter
the RG changes, the RG MUST continue to forward packets
received on the new external IP as defined by tistieg NAT
port mappings rules

The RG MUST have a WANIPCoeation:2 service as defined
in [179] when supporting a WAN IP Connection. The
specification is available for download at
http://upnp.org/specs/gw/UPsiv-WANIPConnectionv2-
Service.pdf

The RG MUST have a WANPPPConnection:1 service as def
in [180] when spporting a WAN PPP Connection. The
specification is available for download at
http://upnp.org/specs/gw/UPsiv-WANPPPConnectiowl-
Service.pdf

When supporting a WAN PPP Connection, the RG MUST
support internal and external port values being diffetbet RG
MUST NOT returnSamePortValuesRequired on
AddPortMapping).

When supporting a WAN PPP Connection, the RG MUST
suppot non permanent leases on port mappitigs RG MUST
NOT returnOnlyPermanentLeasesSupported on
AddPortMapping).

When supporting a WAN PPP Connection, the RG MUST
support specific IP address for RemoteHtst RG MUST NOT
retum RemoteHostOnlySupportsWildcard on AddPortMappin:
When supporting a WAN PPP Connection, the RG MUST
support specific port value for external paitel RG MUST NOT
returnExternalPortOnlySupportsWildcard on AddPortMapping
The RG MUST support NAT (UPnP NATEnabled state variat
set to "1" as well as UPnP ConnectionType state variable set
"IP_Routed").
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CRF.IPv6.
LOCAL

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.

MGMT.LOCAL.
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UPNP IGD to allow Connection Request Forwarding
through the Firewall of the device

The RG MUST have a WANIPv6FirewallControl:1 servase
specified i181]. The specification is available for download ¢
http://upnp.org/specs/gw/UPraRv-WANIPV6FirewallControl

v1-Service.pdf
The RG MUST allow Inbound Pinhole management
(InboundPinholeAllowed setto 1 " ) .

Local Management

If the RGis in a bridged configuration tiG MUST be able to
disable all LAN side configuration mechanisms (i.e. the Web
GUI, TR-064, etc.).

The RG MUST support a configuration mechanism from the |
based on XML as defined in T664.

The TR064 based LAN side configuration mechanism MUST
operate independently of the status or configuration of UPnP
in theRG.

TheRG MUST be configurable via embedded, etsyise Web
GUI pages.

TR-064 and Web GUI authoation MUST time out after 30
minutesof disuse

The Web GUI pages MUST be available whenRit&is in
bridged mode.

TheRG MUST NOT require browser support of Java, ActiveX
nor VBSCRIPT in its web pages.

The WebGUI pages SHOULD minimize internal page
complexity (e.gexcessive use of frames, pops, style sheets,
JavaScript, ety that places demands on browser resources ot
causes interoperability problems with different browsers. In
general, all pages SHOULDBAd within five seconds.

The web interface MUST be OS independent and browser
independent (e.gnust work withversions ofinternet Explorer,
Firefox, Chrome, Safari and Opeteat were released within the
past five years

TheRG MUST have a software mechanism by which the usel
can reset it to default factory settings.

TheRG MUST support an RG access code. password) that
protects it from being updated (firmware, configuration,
operational state, ejdrom the local LAN. Additional password
discussion appears in T664 and TR069.
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Requirements

If a default RG access code has been set, the default RG acc
code MUST be on the bottom of tRe&s.

If a default RG access code has been BeRG MUST force the
user to accept the default RG access code or install a new R
access code prior to allowing any initial configuration.(e.g

during initial installation or after an RG reset to factory defaul

The user MUST be able thsable the use of the RG access co
The user MUST be warned in the Web GUI of the implication
of undertaking this action.

TheRG MUST support updating of its firmware via the Web
GUI and TR064 interfaces.

TheRG MUST use standard protocols when using FTP, HTTF
and HTTPS as defined in IETF RFCs 959, 2&8Bl6 and 2818.

TheRG MUST support restarting the broadband connection (
layers) via the Web GUI and T664.

TheRG SHOULD be abled copy log files to a PC on the local
LAN or network server in ASCII text format, using the Web G
and TRO064 interfaces.

TheRG MUST have a quick start page in the Web GUI allowi
for rapid configuration in a minimum number of steps.(erga
single page). Default values for PPPoE and PVC can be use:
facilitate this.

The model and firmware/software versions MUST be easily
identifiable via the Web GUI interface.

The Web GUI interface MUST allow the ugerbrowse and
select an update file from a local PC and use HTTP to update
RG using this file (see IETF RFCs 1867, 2388 and HTML 4.1
specifications for more details).

If the RG has been configured to do so, the Web GUI MUST
allow the usr to specify that firmware be updated from a
predefinedveb location. Th&G MUST allow the web location
to be specified by the TB64/TR069 interfaces.

The web location MAY beredefinedby the RG manufacturer.
This value is overriddenytthe mechanisms and information
identified in requirement MGMT.LOCAL.21.

If the RG has been configured to allow updating from a
predefinedveb location, th&G MUST display an update butto
in the Web GUI. The user can then select the tgpblatton to
initiate an update using a file retrieved via ftp or http as identi
in the associated URL (2 URLs may be hard coded; the seco
URL will be used if file retrieval is not possible from the first
URL).
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MGMT.LOCAL. 25

MGMT.LOCAL. 26

MGMT.LOCAL. 27

REMOTE.TR -069

MGMT.REMOTE.TR 1
-069.

MGMT.REMOTE.TR 2
-069.

MGMT.REMOTE.TR 3
-069.

REMOTE.WEB

MGMT.REMOTE.WE 1
B.
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If the RG has been coigured to allow updating from a
predefinedveb location, the mechanism used to identify the
availability of an update, the description of the update and the
actual update SHOULD operate solely based on the presenc
absence) of named files returned idirectory list using the web
location URL.

For example, aRG might retrieve the directory list, find the
update associated with the RG by the presence of the followi
file:

Vendormodetv100216n100215.pkg

This would identify that for device "model" fmo"vendor"
currently running version 10.02.10 there exists an update wh
version is 10.02.15. The text describing the update, if availab
might be located in a file of the name:

Vendormodelv100210n100215.txt

If the RG has been configed to do so, the Web GUI MUST
display a web link to which the user may go to browse for upt
files and other update information. TR& MUST allow this
URL to be specified and overridden by-DR4/TR069
interfaces.

The web link MAY beset to a default value by the RG
manufacturer.

Remote Management (TR-069)

TheRG MUST support the remote management protocol as
defined in Broadband Forum 1669 CPE WAN Management
protocol.

TheRG MUST support Broadband ForuBWMP data model
InternetGatewayDevice:13[9] or later (profile Baseline:2), or
MUST support Broadband Forum CWMP data model Device
[10] or later (profile Basetie:3).

If the RG supports buikin file sharing clients (e.g. Windows
networking, CIFS, Samba) or includes integrated storage ser
functions, theRG MUST NOT allow the use of the FB69 file
transfer mechanisms (i.epload and dowload RPCs) to place ¢
retrieve files that are not explicitly authorized by the user on
network shared storage locations to whichRi&may have
access.

Remote Management (Web Browser)

This module applies to IPv6 as well as IPv4, mlydf the RG
has an IPv6 stack.

TheRG MUST be able to allow temporary manual remote acc
to its web GUI remotely from the WAN interface.
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MGMT.REMOTE.WE
B.

MGMT.REMOTE.WE
B.

MGMT.REMOTE.WE
B

MGMT.REMOTE.WE
B.

MGMT.REMOTE.WE
B

MGMT.REMOTE.WE
B.

MGMT.REMOTE.WE
B

MGMT.REMOTE.WE
B.

MGMT.REMOTE.WE
B.

MGMT.REMOTE.WE

B

MGMT.REMOTE.WE
B

MGMT.REMOTE.WE
B.

NTP

MGMT.NTP.
MGMT.NTP.

MGMT.NTP.
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When temporary WAN side remote access is enabled ie@e
the remote acas session MUST be started within 20 minutes
and the activated session MUST time out after 20 minutes of
inactivity.

The user MUST be able to specify that the temporary WAN s
remote access is a read only connection or one that dfbows
updates. The default MUST be read only.

Temporary WAN side remote access MUST NOT allow for
changing thdRG password.

Temporary WAN side remote access MUST be disabled by
default.

Temporary WAN side remote access SHOULD be through
HTTP over TLS (i.ehttps using TLS).

TheRG SHOULD use a randomly selected port for temporary
WAN side remote acss to prevent hacking of a wddhown
port.

If a default poris used for temporary WAN side remote acces
it MUST be 51003.

The user MUST specify a ndslank password to be used for
each temporary WAN side remote access session. This
information MUST NOT be saved across sessions.

The User ID for all temporary WAN side remote access sessi
if required based on the method of implementation, MUST be
"tech” by default.

The user MUST be able to change the User ID for all subseq
temporary WANSside remot access sessions.

TheRG MUST allow only one temporary WAN side remote
access session to be active at a time.

Aside from theequirements in this profile, all other direct acc

to the RG from the WANide MUST I& disabled and blocked b
default.

Network Time Client

This module applies to IPv6 as well as IPv4, but only iRk
has an IPv6 stack.

TheRG MUST support an internal clock with a date and time
mechanism.

TheRG clock MUST be able to be set via an internal time clie
from an Internet source using IETF RFC 1305.

TheRG MUST support the use of time server identification by
both domain name and IP (v4 or v6) address.
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MGMT.NTP.

MGMT.NTP.

MGMT.NTP.

MGMT.NTP.

MGMT.NTP.

MGMT.NTP.

MGMT.NTP.

Iltem Requirements

4

10

If the RGincludes defaultime server values, they SHOULD be
specified by domain name and not by IP (v4 or v6) address.

TheRG SHOULD allow configuration of the primary and
alternate time server values in addition to or in place of any
default values.

If theRG includes default time server values or if time server
values are identified in documentation, these values SHOULI
selected using industry best practices for NTP and SNTP clie
as published in section 10 of IETF RFC 4330.

The timeclient SHOULD support DNS responses with CNAM
or multiple A or AAAA records.

The default frequency with which tiG updates its time from &
time server MUST NOT be less than 60 minutes, or use an
operatofspecific configuration.

The default frequency with which ti&G updates its time from &
time server MUST NOT be greater than 24 hours, or use an
operatofspecific configuration.

The frequency with which theG updates its time from a time
server SHOULD be able tee configured.

ADSL
IF.WAN.ADSL.
IF.WAN.ADSL.

IF.WAN.ADSL.

IF.WAN.ADSL.
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1
2

3

4

ADSL and ADSL2+
TheRG MUST include an internal ADSL modem.

TheRG MUST complete training within the following time
frames:

- 60 seconds, for single mode operatiortlee default inner pair
assuming line autsensing is not activated, or if atgensing is
activated and ADSL is present on the default pair

- 120 seconds, for avimode operation or for single mode
operation if line autesensing is activated and ADSLnst
present on the default pair

- 150 seconds, for DEL-based autanode operation on the
default inner pair assuming that line agtnsing is not activatec

TheRG MUST pass the tests identified in 087, ADSL
Interoperability Test Plajand any subsequent updates or
replacements to that document that exist at the time that the
modem is tested, prior to its initial deployment. Within 6 mont
RGs produced after changed or new test requirements have
approved MUST conform to those negguirements.

TheRG MUST train and pass data against all T1992.1 based
ATU-C deployed in North America using TB67 criteria.
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IF.WAN.ADSL.

IF.WAN.ADSL.
IF.WAN.ADSL.
IF.WAN.ADSL.
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IF.WAN.ADSL.
IF.WAN.ADSL.

IF.WAN.ADSL.
IF.WAN.ADSL.
IF.WAN.ADSL.
IF.WAN.ADSL.
IF.WAN.ADSL.

IF.WAN.ADSL.
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TheRG MUST comply with requirements as specified in ANS
T1.4131998, ANSI T1.4132001 andTU 992.1 for Annex A
or Annex B depending upon regional requirements

The RG MUST support FDMhode per ANSI T1.413 and ITFU
G.992.1.

TheRG MUST comply with ITU G.992.3 (ADSL2) and ITU
G.992.5 (ADSL2+).

TheRG SHOULD comply with ITU G992.3 Annex L (RE
ADSL?2).

TheRG MUST support trellis coding.

TheRG MUST be rateadaptive and able to support all speeds
between the minimum and maximum applicable to the assoc
DSL protocolin use (e.gADSL, ADSL2, ADSL2+, READSL,
...) and in the minimum increment applicable to the associate
DSL protocol in use.

For example, for ADSL, thRG MUST be able to support spee:
in 32 kbps increments from 32 kbps to 8 Mbps downstream &
32 kbpsto 800 kbps upstream.

TheRG MUST support dynamic rate adaptation.

TheRG MUST support independent upstream and downstrea
data rate provisioning.

TheRG MUST support bit swapping.

TheRG MUST support both fast and interleaved paths. This i
not a requirement for dual latency support.(eugning fast and
interleaved at the same time to two different locations).

TheRG MUST have a higipass filter at its ADSL line input to
prevent the ADSL signal from causing noise on premises wiri

TheRG SHOULD NOT incorporate an internal splittere(i.
SHOULD NOT have a POTS péosck port).

The default pair used to detect the ADSL signal MUST be the
inner pair R}11pins 3 & 4).

TheRG SHOULD provide line autsensing capabilities to
automatically detect and select the ADSL signal on either the
inner pair (pins 3 & 4) or outer pair (pins 2 & 5) of anRJjack.

If the modem reaches @htime after performing DSL auto
sensing, the default pair will be set to the newly discovered p
This can be the inner pair or the outer pair. The new default |
is stored on the RG across power off situations. DSL-auto
sensing will be activated witthe new default pair.

84 of 141



Functional Rquirements for Broadband Residential Gateway Devices TR-124Issued

Section

IF.WAN.ADSL.

IF.WAN.ADSL.

IF.WAN.ADSL.

IF.WAN.ADSL.

VDSL2

IF.WAN.VDSL2.

IF.WAN.VDSL2.

IF.WAN.VDSL2.

IF.WAN.VDSL2.
IF.WAN.VDSL2.

IF.WAN.VDSL?2.

IF.WAN.VDSL2.

IF.WAN.VDSL2.

IF.WAN.VDSL2.

IF.WAN.VDSL2.
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If DSL line autesensing is implemented, thR&G MUST allow
disabling of the automatic detection of the ADSL signal on th:
inner and outer pairs and allow specification of which pair to
search for the DSL signal.

TheRG MUST conform to ANSI T1.413998 section 7.4.1.3
CRC requirements.

TheRG MUST support remote testing, remote diagnostics,
performance monitoring, surveillance information access and
other information access as idemdiin ANSI T1.4131998 and
ITU G.997.1. At a minimum neoptional requirements from
these standards MUST be supported.

TheRG MUST provide detailed information for current
connections and associated parameters including ADSL sync
rate, pover for both upstream and downstream directions, FE
error count, CRC error count, line attenuation, sigoadoise
margins, relative capacity of line, trained bit rate, graph of bit:
per tone, and loss of signal, loss of frame and loss of power
counts.

VDSL2

TheRG MUST include an internal VDSL2 modem.

TheRG MUST be able to terminate the VDSERynal through

the inner pair of aposition (pins 3 and 4) orgosition (pins 4

and 5) minimodular jack (e.gRJ}11, R}14, R345).

TheRG MAY be able to terminate VDSL2 over other

connections, such as coax.

TheRG MUST comply with ITUT G.993.2[160].

TheRG MUST include support for the lowing application

reference models from ITU G.993.2[160]:

- G.993.2clauseb.4.2, Data with POTS service

- G.993.2clauseb.4.1, Data service (no POTS or ISDN)

TheRG SHOULD support simultaneous transnmssof USO

and US1 in profiles for which the capability of USO has been

indicated.

TheRG MUST pass the fustionality test plan of TRL15[14].

TheRG MUST pass the VDSL2 performance and

intergperability test plans of TR14[13].

[North America] TheRG MUST comply with ITUT G.993.2

Annex A.

[Europe] TheRG MUST comply with ITUT G.993.2 Annex B.
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IF.WAN.VDSL2. 11

xDSL

IF.WAN.XDSL. 1
IF.WAN.xDSL. 2
IF.WAN.xDSL. 3
IF.WAN.xDSL. 4
IF.WAN.xDSL. 5
IF.WAN.xDSL. 6
xDSL.INP

IF.WAN.XDSL.INP. 1

IF.WAN.XDSL.INP. 2
XDSL.BOND
IF.WAN.XDSL.BOND 1

IF.WAN.XDSL.BOND 2
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[Europe] TheRG MUST include support for the following
application reference model from ITUG.993.2:

- G.993.2clauseb.4.3, Data with ISDN service

xDSL General Requirements

Removing ac power from tHeG MUST NOT prevent POTS
from operating.

A failure in theRG MUST NOT affect the private intraremises
network except for those functions provided byRt&(e.g
DHCP, DNS, L2 bridging).

TheRG MUST NOT cause any failure in or interference with t
XxDSL network.

Failure or removal of LAN CPE connected to the OFS&

MUST NOT prevent POTS from operating.

TheRG MUST only synchronize within the minimum and
maximum line rate parameters for a line as identified by the
DSLAM or RT.

RG packet forwardingperformance and throughput MUST kee
up with the DSL line rate.

xDSL INP Values

TheRG MUST support ADSL INP values of 0, %2, 1, and 2. N«
that certain DSL types such as ADSL 1 (FIU5.992.1)do not
support setting INP values in the ATRI

TheRG MAY support additional INP settings as specified in tt
appropriate ITUT recommendations specific to each type of
DSL.

xDSL Bonding

If the RG supports ATMbased bonding, it MUST comply with
ATIS T1.427.01 and ITUr G.998.1.

If the RG supports Etherndiased bonding, it MUST comply
with ATIS T1.427.02 and ITU G.998.2.
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IF.WAN.XDSL.BOND 3

IF.WAN.XDSL.BOND 4

IF.WAN.XDSL.BOND 5

IF.WAN.XDSL.BOND 6

IF.WAN.XDSL.BOND 7

IF.WAN.XDSL.BOND 8
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If the RG supports DSL bonding, tHeG MAY support the
following parameters in theeb user interface and in veneor
specific extensions to FR64 and TRO69:

— Group parameters (per group instance):

1 Group ID (group number assigned from ATM based x
C)

i Status (valid values include: Opera@bnUnavailable)

1 Number of links (number of DSL links in the group)

1 RXcell loss (total number of cells lost in the receive
direction for all ATM links)

— Link parameters (per link instance)

1 Group ID (to which the link is a member for all ATM
links)

1 Link status (valid values include: Not in use, Standby,
Available)

91 Data rate (Should return the Ti&yer data rate in bits/se«
(in case of ATM, the ATM cell rate at the ATM layer
after removal of idle/incorrect cells)

TheRG MUST support te bonding mechanism (as described
requirements IF.WAN.xDSL.BOND.1 an#) associated with th
underlying TPSTC of theRG s x DSL | i nk.

When theRG has been configured to perform xDSL bonding ¢
pairs and uses a single mimiodularjack to connect to the xDSI
lines, it MUST search for the signals on the inner pair (pins 3
for 6-pin, pins 4 & 5 for 8oin) and outer pair (pins 2 & 5 for 6
pin, pins 3 & 6 for §in) of the jack.

When theRG has been configured perform xDSL bonding of 2
pairs and uses two separate anmadular jacks to connect to the
xDSL lines, the pair used to detect the xDSL signal on both j:
MUST be the inner pair (pins 3 & 4 forf@n, pins 4 & 5 for 8
pin).

If one of the xDSL connections drops, the remaining xDSL
connection(s) MUST NOT be dropped, provided that the
minimum provisioned data rate is met.

The RGMUST be clearly labeled indicatirntbat it supports
xDSL bonding.
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IF.WAN.XxDSL.BOND

IF.WAN.XxDSL.BOND 10

IF.WAN.XDSL.BOND 11

XDSL.REPORT

IF.WAN.XDSL.REPO
RT.

IF.WAN.XDSL.REPO
RT.

IF.WAN.XDSL.REPO
RT.

IF.WAN.XDSL.REPO
RT.

XDSL.SEALING

IF.WAN.XDSL.SEALI
NG.

IF.WAN.XDSL.SEALI
NG.
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The RG MUST allow manual configuratiofithe following
bonding options:
- DSL line 1 only (single xDSL link on inner pair only if a
single jack, or jack 1 if presented on separate jacks)
- DSL line 2 only (single xDSL link on outer pair only if a
single jak, or jack 2 if presented on separate jacks)
- XDSL bonding (both xDSL links) using pairs for bondin
described in IF.WAN.xDSL.BOND.5 and 6).

The Web GUI on th®G MUST indicate when bonding is in us
in terms of the connection type.

When bonding has been enabled onRI& the Web GUI and
TR-064/TR069 interfaces MUST indicate the state of the
bonded lines even if one is not up.

xDSL Reporting of Physical Layer Issues

TheRG MUST be capable of reporting a DSL Retialization
Cause Code parameter via-DR9 to the ACS. When the RG-re
initializes its DSL connection, it MUST store, in nealatile
memory, a code indicating the cause of thmitalization. After
re-initialization and after a data connection is available to the
069 server, the RG MUST report to the server the cause cod
a minimum, the following cause codes MUST be supported:

1) Autonomous renitialization of the DSL connection
2) Loss of local power

3) External reinitialization, e.gvia a localreset

4) Cause not determined

TheRG MUST support all requirements in IFTORec. G.997.1
(PLOAM).

TheRG MUST be capable of generating threshotdssing alerts
reported via TRO69 to the ACS for all mandatory performance
monitoring parameters (defined in 1I¥1JG.997.1) during a data
collection interval for which threshold values have been assic
TheRG MUST allow the setting of data colléah intervals (per
ITU-T G.997.1), and reporting schedules via0&9 to the ACS
for performance monitoring at all monitoring points of Ri@.
The RG MUST NOT permit modifications to these parameter
until the associated data collection is deactivated.

DC Sealing Current

TheRG MUST provide for the termination of sealing current o
either, or both, DSL line pairs. A sample circuit implementatic
reference diagram is provided in Appendix V.

The DC termination for sealing current MUST be capable of
conducting at least 20mA of current.
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IF.WAN.XDSL.SEALI
NG.

IF.WAN.XDSL.SEALI
NG.

IF.WAN.XDSL.SEALI
NG.

IF.WAN.XDSL.SEALI
NG.

IF.WAN.XDSL.SEALI
NG.
XDSL.SURGE

IF.WAN.XDSL.SURG
E.
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The DC termination MUST meet the requirements as specifie
Annex | of ITUT Recommendation G.992.3.

A low-pasdilter MUST be in place between the DC terminatic
and the DSL line. The filter MUST meet the following
requirements, which are based on xDSlime filter
requirements in ANSI T1.422001.:

- It MUST introduce less than 25 Ohms DC resistance ti
ring whentheDC termination side is shorted.

- It MUST have an impedancipm either conductor to
groundgr eater than 5 MQ.

- The capacitance, from either conductor to ground, MU
be less than &F on the loop side

- Theattenuation MUST be at least 65 dB between 25 ki
—12.0 MHz.

- The input impedance, looking from network side into tt
LPF when terminated in the ON state on the terminatic
side, MUST result in a bridging loss on the DSL line of
not more than 0.25 dB, when measured at any frequer
between 25 kHz and 12MHz.

- The DC resistanceetween tip and ring, when the DC
termination side is open, MUST be atleast 5 MQ.

- The input impedance, looking frothe network side into
the LPF when terminated in the ON state on the
termination side, MUST result inlaridging loss in the
voice band of not more than 0.5 dB, when measured a
any frequency between 200 Hz and K.

TheRG MUST support enabling and disabling of the DC
termination capability through its local Web GUI, and-TR
064/TR069 interfaces.

TheRG SHOULD be able to detect the presence of POTS se
on a lire.

If POTS is detected by tHeG, the termination MUST NOT be
applied.

AC Power Surge Protection

TheRG MUST tolerate an AC surge, as specified in EN 6100
4-5, test level 3;

- Criterion 1: The RGMUST NOT - as a result of the surg
—transmit or receive bit errors for more than 2 seconds

- Criterion 2: The RG MUST NO¥ as a result of the surg
—re-initialize.

- Criterion 3: The RG MUST NO¥ as a result of the surg
—transmit a dying ggp message.
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IFWAN.XDSL.SURG 2 TheRGMUST tolerate electrical fast transients on the AC

E.

ETH
IF.WAN.ETH.

IF.WAN.ETH.

IF.WAN.ETH.
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mains, as specified in EN 610d@4, test level 3:

- Criterion 1: The RG MUST NO% as a result of electrica
fast transients transmit or receive bit errors at a rate
greaterthan 10E7 (care should be taken to ensure that
transients are not coupled to the DSL pair).

- Criterion 2: The RG MUST NO% as a result of electrica
fast transients re-initialize.

- Criterion 3: The RG MUST NO% as a result of electrica
fast trangents— transmit adying gaspmessage.

Ethernet (WAN)

If the RG supports an optional WAN Ethernet port, it MUST
support 10BASET/100BASET presented on an RIb jack.

If the RG supports a WAN Ethernet port in addititmanother
physical WAN link type (e.gADSL, VDSL2, ONU function,
etc.), simultaneous use of both WAN ports MUST NOT be
supported.

An automatic WAN port selection function MAY be supportec
follows:

Upon first bootup or power cycle ofhie RG, theRG MUST wait
until it is fully operational prior to attempting to selecting the
source WAN port to use. THRG MUST first search for a DSL
signal prior to selecting the Ethernet port as the WAN link. Tt
is intended to avoid race conditionstthappen because DSL
typically requires a longer time to detect physical layer than
Ethernet.

If both Ethernet and DSL signals are detected simultaneousl
RG MUST by default select the DSL link as the WAN source
port.

Once the source of the physisainal has been detected on a
valid source connector, it MUST be used persistently until po
is removed from th&G or the selection is overridden via Web
GUI or TR-069. In other words, even if a connection is lost, th
RGMUST NOT automatically switclhotan alternate link source
(e.g. DSL to Ethernet, or Ethernet to DSL). Automatic pair
detection schemes are excluded from this requiremerganing
that DSL line 1/2 auto selection, and Ethernet -&RIX/MDX
MUST still opente properly to accommodate enskr faulty
wiring. For example if DSL line 1 is detected firahdthe
customer disconnects DSL and reconnects to line 2 ingtead
RG should allow this type of switching and connect to DSL or
line 2 and not by accident switch to a potentially preE&timérnet
signal instead.

© The Broadband Forum. All rights reserved 900f 141



Functional Rquirements for Broadband Residential Gateway Devices

Section

IF.WAN.ETH.

IF.WAN.ETH.

GPON

IF.WAN.GPON.
IF.WAN.GPON.

IF.WAN.GPON.

IF.WAN.GPON.

IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.

IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
IF.WAN.GPON.
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TheRG MUST support configuring the current default WAN
port being used via Web GUI or TB69 extension.

This should result in the RG immediately switching to the
selected port.

Any Ethernet port ugkas a WAN link SHOULD be nen
blocking for LAN to LAN and LAN to WAN traffic flows.

Blocking may occur in some implementations that utilize one
port of a multiport Ethernet switch for WAN use, sometimes ¢
a result requiring LAN to LAN traffic to be foravded and
processed through thG CPU.

GPON

TheRG MUST include an integrated GPON ONU interface.

The RG MUST comply with all mandatory requirements for tr
ONU as specified in TR56.

The RG MUSTcomply with all mandatory requirements for the
ONU as specified in ITU G.984.1, G.984.2 Amd 1, G.984.3 ¢
G.988 and their amendments.

The RG MUST support requirements contained in Table 3.2 «
ITU-T G.984.2 Amd1 (optical budget, sourgeé, transmitter
range, mean launched power min/max, extinction ratio, etc.).

Note: With FEC enabled, the class C+ budget of G.984.2 Am
is also possible.

Requirement deleted
Requirement deleted
Requirementeleted

Requirement deleted
Requirement deleted

The RG MUST support a downstream rate of 2488.32 Mbps
an upstream rate of 1244.16 Mbps.

Requirement deleted
Requirement eleted

Requirement deleted
Requirement deleted
Requirement deleted
Requirement deleted
Requirement deleted
Requirement deleted
Requiremendeleted

Requirement deleted
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IF.WAN.GPON.
IF.WAN.GPON.

IF.WAN.GPON.

IF.WAN.GPON.
IF.WAN.GPON.

IF.WAN.GPON.
IF.WAN.GPON.

IF.WAN.GPON.

MoCA

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.
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Requirement deleted

The RG MUST support forward error correction RS(255,239)
per ITU G.984.3 on the downstream link.

The RG MUST support forward error cection RS(255,239) as
per ITU G.984.3 on the upstream link.

TheRG MUST supporsstatic bandwidth assignmenperation.

TheRG MUST support dynamic bandwidth allocation (DBA)
with the SR (status reporting) mode (mode 0mération.

Requirement deleted; redundant with GPON.2.

TheRG MUST support basic GPON interface statistics
collection, and display any applicable diagnostic results in the
Web GUI and via TRO69 based on the architecturarhework
described in TRL42.

TheRG MUST comply with Appendix 1.2 of ITUT G.988.

MoCA (WAN)

TheRG MUST support a MoCA WAN interface compliant witt
the MoCA Alliance specification. Information regarding the
specification is available only to members of the MoCA Allian
further details can be obtained from the consortium at
http://www.mocalliance.org.

TheRG MUST present the MoCA WAN link on anéonnector
type coaxial connector.

TheRG MUST provide a facility to enable or disable the MoC.
WAN port in the Web GUI, TR064 and via TR)69.

Note: The ability to remotely disable the port is intended for F
with more than one WAN port.

If the RG supports a MoCA WANIrterface and additional WAN
physical interfaces (e.g. xDSL, Ethernet, etc.),R@&SHOULD
be able to automatically detect and connect through the activ
interface if only one such interface is connected.

If multiple WAN interface types arsupported, th&@G MUST
allow configuration via the Web GUI, TB64 and via TR069 of
the default WAN interface that must be used as the active
interface. This is intended to prevent inadvertent-autibching
between interfaces due to user wiring issudgmporary service
outages.

If the RG supports a MoCA WAN port and additional WAN
physical interfaces (e.g. xDSL, Ethernet, etc.), simultaneous
of more than one WAN port MUST NOT be supported.

If the RG supports both \WN and LAN MoCA connection, it
MUST NOT use the same channel for both connections.
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Section

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.
IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.
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Iltem Requirements

8

9

10

11

12

13

14

TheRG port MAY have limited support for only two MoCA
devices on the MoCA WAN link.

TheMoCA WAN port MUST support PER (Packet Error Rate
less than 16 on the MoCA link. In this requirement, PER is a
measurement of link layer error. Any additional PER caused
the dropping of packets as a result of the RG saturating the
MoCA link is not included in the link layer PER specified in th
requrement

The MoCAWAN port MUST support the following configurabl
parameters:

- Channel

- Privacy

- Security key password (used to generate security keys
the MoCA link).

- Manual or auteselection of Network Coordinator througt
interfaces sut as the Web GUI.

The RG default Security key password MUST comply with the
MoCA specification.

TheRG MAY support configuring a custom Security key
password to meet service provider requirements.

If the MOoCA WAN port can operate on more than one channe
theRG MUST support manual channel selection in the Web
GUI, TR-064 or via TR069. The frequency range for MoCA
LAN port spans from 850MHz to 1.5GHz and each MoCA LA
channel coverSOMHz band.

The power control function of a MoOCWAN port MUST
comply with the following requirements:

- The adjustable range of output power MUST be at least
25db

- The targePHY rate is the maximum rate that a MoCA lii
should support

- If the measured PHY ratelisss than the target PHY rate,
MUST be within 30Mbps of the target PHY rate unless 1
output power is already at maximum.

- The measured PHY rate MAY be greater than the targe
PHY rate
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Section

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

IF.WAN.MoCA.

Iltem

15

16

17

18

19

20

Requirements

The MoCAWAN network MUST support the following
sustained aggregate MAC throughput with PER <6Mgth 50
db attenuation (measured aggregate MAC throughput is bas¢
1500 byte packets, independent of the traffic pattern):

- 125Mbps with 2 MoCA devices in the network

- 117.5Mbps with 3 MoCA devices in timetwork

- 110.5Mbps with 4 MoCA devices in the network

- 103.8Mbps with 5 MoCA devices in the network

- 98Mbps with 6 and above MoCA devices in the network
The device to device ping reply time (round trip) across two
MoCA devices on the samdRhannel MUST be within 7ms ol
average and 10ms maximum.
TheRG MUST reach optimal MoCA link layer capacity within
minutes after power up.
TheRG SHOULD reach optimal MoCA link layer capacity
within 3 minutes after poweup.
TheRG MUST support sending/receiving packet to/from at lei
64 MAC addresses on the MoCA interface.
TheRG MUST support basic MoCA interface statistics
collection, parameter provisioning, and diagnostic resulfdalis
in the Web GUI, TR064 and via TR)69.

ETH
IF.LAN.ETH.

IF.LAN.ETH.
IF.LAN.ETH.

IF.LAN.ETH.

IF.LAN.ETH.

SeptembeR014

Ethernet (LAN)

TheRG MUST support use of a straigtitrough (patch) cable
between the Ethernet interface and a PC.

TheRG SHOULD automatially sense the transmit and receive
pair on the Ethernet physical connection.

TheRG MUST have at least one 10/100BASHE=thernet port
(RJ45 jack) for connecting it to the home data network.
TheRG MUST be able to support bto10BASET and
100BASET with auto negotiate for speed and duplex on & po
by-port basis according to IEEE 802.3.

The Ethernet LAN interface SHOULD allow for adjusting the
inter-frame and collision back off timers so that traffic marked
with Ethernet priority (as defined in IEEB02.1Q) can get
statistically better treatment on broadda&N segments.
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Section Iltem Requirements

ETH.SWITCH

IF.LAN.ETH.SWITC 1
H.

USB.PC

IF.LAN.USB.PC. 1
IF.LAN.USB.PC. 2
IF.LAN.USB.PC. 3
IF.LAN.USB.PC. 4
IF.LAN.USB.PC. 5
IF.LAN.USB.PC. 6
VOICE.ATA

IF.LAN.VOICE.ATA. 1

IF.LAN.VOICE.ATA. 2
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Ethernet Switch

If the RG supports additional Ethernet ports for connecting
multiple Ethernet device® the home network, tHeG MUST
provideatleast 10BASET/100BASET switched Ethernet
functionality (e.g. not a hub only). Requirements for individua
Ethernet port functionality MUST comply with all "MUST"
requirements in the IF.LAN.ETH section

USB (PC)

The RG SHOULD have a client USB port (series "B" recepta:
allowing it to be a noipowered remote device (ithe RG has its
own power source and does not get power across the USB
interface) for a host computer.

If the RG has a client USB port, its USB interface MUST appe
to the PC or other host device to be an Ethernet parthed”C
drivers are Ethernet drivers), and not appear as a DSL mode
(i.e. the RG MUST NOT require device modem drivers on LA
CPE).

If the RG has a client USB port, the USB port MUST be base
the USB 1.1 (or later) technical specification.

If the RG has a client USB port and USB 2.0 is supported, the
USB interface MUST still work with a USB.1 based USB host
controller based on the USB 2.0 standard.

Over the USB interface, tHeG SHOULD support USB drivers
for commaecially available operating systems for home
computerghat have been released over the past seven years

If the RG has only one Ethernet port and only one client USB
port, theRG SHOULD be configurable through the TW84/TR
069 interface so that only the Ethernet or client USB port is tc
active at any one time. In this configuration, whemewree of the
ports is in use, the other is disabled. If neither is in use, both
enabled. The default configuration of tR& SHOULD be that
both ports are active at the same time.

Voice ATA Ports

If the RG supports WIP ports integrated directly into the RG, i
MUST comply with TR122 requirements specific to RG
Integrated ATA Ports.

If the RG supports VoIP ports integrated directly into the RG,

MUST provide one LED on the front panel of the B& unique

line instance supported to indicate status and be located bety
the last LAN LED indicator and the Broadband LED indicator
For behavior specifications and labeling requirements of the

VolIP port LEDs, refer to TR22.
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Section Iltem Requirements

WIRELESS.AP

IF.LAN.WIRELESS.A 1
P.

IF.LAN.WIRELESS.A 2
P

IF.LAN.WIRELESS.A 3
P.

IF.LAN.WIRELESS.A 4
P.

IF.LAN.WIRELESS.A 5
P.

IF.LAN.WIRELESS.A 6
P.

SeptembeR014

Wireless: General Access Point Functions

TheRG SHOULD have the ability to mitigate interference
generated by wireless and other devices operating in the san
neighboring frequencies by using interference cancellation,
management or antaa techniques.

TheRG MUST have the ability to scan the frequency spectrut
and select the best channel upon RESET and power on.

TheRG MAY have the ability to perform interference detectiol
dynamically and aoematically switch to the best available
channel. Interference detection techniques if implemented M!
NOT affect normal operation, performance or availability of tt
wireless function.

TheRG's Wi-Fi (IEEE 802.11) access point MUSE able to
have the channel configured to a fixed value selectable throu
thewebGUI.

TheRG MUST allow the user to select which LAN devices are
allowed to access it through the wireless interfaceNiA&C
address filtering). Bylefault, this restriction must be disabled.

TheRG Web GUI MUST provide indicators regarding the
operational status of the wireless LAN and devices accessing
RG using the wireless interface. This includes but is not limite
to the data elements below.

For the APRG tself, the following are the minimum required
data elements (some may be per SSID if multiple SSIDs are
supported):

- SSID(s)

- SSID broadcast status

- radio/SSID MAC address (if different from residential

gateway)
- IEEE 80211b only, 802.11g only 802.b/g mixed mode
selection

- maximum power level

- configured data rate(s)

- supported data rate(s)

- authentication information

- encryption information

- key management information

- current signal strength

- radio status (disabled, enabled)

- curent radio channel

- radio channel selection (

- ERRPBCC status (if supported; enabled, disabled)

- DSSSOFDM status (if supported; enabled, disabled)
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IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.
IF.LAN.WIRELESS.A
P.
IF.LAN.WIRELESS.A
P

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P

IF.LAN.WIRELESS.A
P

IF.LAN.WIRELESS.A
P.
IF.LAN.WIRELESS.A
P

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.
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- packets transmitted

- erroredpackets transmitted
- packets received

- erroredpacketgeceied

- devices connected

- VLAN identification

- DSCP identification

For each wireless client connected toR@AP, the following
are the minimum required data elements:

- SSID used

- authentication used

- encryption used

- connection state

- connected device rate

- protocd used (IEEE 802.11b, 802.11g, 802n)

TheRG MUST be WiFi CERTIFIED for all applicable IEEE
802.11 standards supported by Rf@.

TheRG MUST be WiFi CERTIFIED for WPA2Personal.
TheRG SHOULD be WiFi CERTIFIED for WPAZ2Enterprise.

TheRG MUST be WiFi CERTIFIED for Protected Setup as ai
AP type device with registrar support.

TheRG MUST support the WFi Protected Setup push button
metlhod and MUST include a physical pushbutton and
corresponding indicator light.

TheRG MUST implement a Wi Protected Setup registrar us
interface in the Web GUI to allow users to enterRNdevice
Protected Setup PIN codes.

TheRG MUST be WiFi CERTIFIED for WMM (Wi-Fi
Multimedia subset function of 802.11e).

TheRG MAY be Wi-Fi CERTIFIED for WMM Scheduled
Access

TheRG MUST be WiFi CERTIFIED forWMM -PS.

A minimum of 32 devices (without traffic) MUST be able to
simultaneously connect to the AP of R6&.

TheRG MUST support WEP using a 40 bit key (WEB). This
is sometimes referred to as 64 bit WEP.

TheRG MUST support WEP using a 104 bit key (WHEP4) as
identified in IEEE 802.11i. This is sometimes referred to as 1
bit WEP.
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Section

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.

IF.LAN.WIRELESS.A
P.
IF.LAN.WIRELESS.A
P.
IF.LAN.WIRELESS.A
P.

WIRELESS.AP.Ente
rprise
IF.LAN.WIRELESS.A
P Enterprise
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Requirements

TheRG MUST support both entry of hexadecimal encryption
keys for use with WEP and ASihsed pass phrases for use
with WPA.

Wireless MUST be enabled by default on the RG using a uni
authetication/encryption key and relatively unique SSID nam
(e.g. "SSIDNAME1234" where the digits represent the last fo
digits ofthe RG serial number), or use an operaspecific
configuration.

The SSID and key MUST be printed on a label on the bottom
theRG, or use an operat@pecific packaging requirement.
TheRG MUST allow disabling the broadcasting of the primary
user SSID via the Web GUI. By default broadcasting MUST
enabled.

By default, theRG MUST block association requests that do n
specify a valid SSID. That is, tiG MUST block association
requests that probe for “any
TheRG SHOULD be able to simultaneously support at least f
separate SSIDs.

Each SSID SHOULD have its own unique characteristics
including protocol configuration, datate supported,
authentication, encryption and broadcasting status. These
SHOULD be used in combination with forwarding and firewal
mechanisms in thRG to direct traffic to specific connections
and destinations.

TheRG MUST supporia mechanism based on source SSID o
incoming wireless traffic of setting the Differentiated Services
Code Point (DSCP) in the IP header as defined in IETF RFC
2474.

TheRG MUST support setting the Ethernet VLAN identifier,
definedin IEEE 802.1Q, of incoming wireless traffic to a
configurable value based on SSID.

TheRG MUST comply with regional regulations.

TheRG MUST support the adjustment of transmitted radio
power level manuallyoautomatically.

TheRG MUST be provisioned with only one advertised SSID
default.

Wireless: Enterprise

The RG MUSTbe WiFi certifiedfor WPA2-Enterprise.
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Section

IF.LAN.WIRELESS.A 2

P Enterprise

WIRELESS.AP.ERP
-Authenticator

IF.LAN.WIRELESS.A
P ERP-Authenticator

IF.LAN.WIRELESS.A
P ERP-Authenticator

IF.LAN.WIRELESS.A
P ERP-Authenticator

WIRELESS.11g
IF.LAN.WIRELESS.1
1g.
IF.LAN.WIRELESS.1
1g.
IF.LAN.WIRELESS.1
1g.
IF.LAN.WIRELESS.1
1g.
IF.LAN.WIRELESS.1
1g.
IF.LAN.WIRELESS.1
1g.
IF.LAN.WIRELESS.1
1g.

IF.LAN.WIRELESS.1
1g.

IF.LAN.WIRELESS.1
1g.

IF.LAN.WIRELESS.1 10

1g.
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Iltem Requirements

The RG MUSTbe able to simultaneoustypportat least two
separate SSIDs

Wireless: ERP Authenticator

The RG MUST support ERP Authenticator function (R6826
[140]) to get ERP keying material from ERP peer (known as t
supplicant).

The RG MUST support either a RADIUS client function
(RFC3579[93]) or a Diameteclient function (RFC1072[103]),
to carry the ERP frames over the RADIUS or Diameter protoc
toward a RADIUS or Diameter server.

The RG MUST support configuration of the parameterst fio
connect to the RADIUS or Diameter server via Web GUl of T
069 extension.

Wireless: 802.11g Access Point
TheRG SHOULD have internal antennas.

TheRG MUST NOT have a antenna thatnits coverage to a
single direction.

TheRG MUST include an effective mulantenna (at least 2)
design for diversity reception.

TheRG SHOULD include an effective mulintenna (at least 2)
design for divensy transmit.

TheRG SHOULD support use of an external antenna(s) for
improved performance beyond the requirements identified he
TheRG SHOULD have separate antennas for transmit and
receive.

If an external antennzan be used with the RG, the RG
SHOULD have a robust connector (ebg durable and not
accidentally comeff) for this connection.

TheRG's Wi-Fi access point MUST have a maximum transmi
power (ERP) equal to or greater than 200 mW (23.01 dBm)
when operating in the 802.11b mode.

TheRG's Wi-Fi access point MUST have a maximum transmi
power (EIRP) equal to or greater than 100 mW (20 dBm) whe
operating in the 802.11g mode.

TheRG's Wi-Fi access point output power MUST be
configurable between a minimum of 30 mW and the maximut
capable from th&G.
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Section Iltem Requirements

IF.LAN.WIRELESS.1 11
1g.

IF.LAN.WIRELESS.1 12
1g.

IF.LAN.WIRELESS.1 13
1g.
WIRELESS.11a

IF.LAN.WIRELESS.1 1
la.

WIRELESS.11h

IF.LAN.WIRELESS.1 1
1h.

WIRELESS.11n

IF.LAN.WIRELESS.1 1
1n.
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TheRG Wi-Fi access point MUST meet the following minimur
receiver sensitivity, @mximum allowable path loss (computed a
EIRP-receiver sensitivity) and delay spread tolerance
specifications:

Max. Allowable
Path Loss Delay  Tolerance at

Data Rate RX Sensitivity  Spread <1% FER

802.11b
11 Mbps -82 dBm 104 dB 65 ns
5.5 Mbps -87 Bm 107 dB 225 ns
2 Mbps -90 dBm 110dB 400 ns
1 Mbps -93 dBm 113 dB 500 ns

802.11¢g
54 Mbps -71 dBm 87 dB 120 ns
48 Mbps -73 dBm 89 dB 120 ns
36 Mbps -77 dBm 93 dB 240 ns
24 Mbps -80 dBm 96 dB 240 ns
18 Mbps -82 dBm 98 dB 300 ns
12 Mbps -86 dBm 102 dB 300 ns
9 Mbps -87 dBm 103 dB 300 ns
6 Mbps -89 dBm 105 dB 300 ns

TheRG Wi-Fi access point MUST have an effective automati
data rate selection algorithm to allow the system to work clos
its specified receiver senisity so as to maximize the AP
coverage and throughput.

TheRG MUST be WiFi CERTIFIED for IEEE 802.11@6].

Wireless: 802.11a Access Point

TheRG MUST supportand be WiFi CERTIFIED for IEEE
802.11426]. Note that no radio requirements have been
specified in detail for 802.11a when operating in éuable with
2.4GHz 802.11b/g

Wireless: 802.11h Access Point

TheRG MUST support an 802.1126] wireless access point.
Note that no radio requirements have been specified in detail
802.11h when operating in dualode with 2.4GHz 802.11b/g

Wireless: 802.11n Access Point
TheRG MUST work in one of the following modes:
0 2.4GHz,
0 5GHz,
0 2.4GHz or 5GHz selectable
0 2.4GHz and 5GHz concurrently.

© The Broadband Forum. All rights reserved 1000f 141



Functional Rquirements for Broadband Residential Gateway Devices

Section

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

IF.LAN.WIRELESS.1
1n.

HomePNA
IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.
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2

3
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TheRG MUST implement MIMO technology and support MC:
index 15 or hove.

Note: MCS defines Modulation and Coding Schemes; MES
supports two spatial streams in both directions. While u
40MHz wide channel and 400ns guard interval, it can
achieve 300Mbps through €3AM modulation.

TheRG MUST aupport 802.11n 20/40MHz channel mode in tt

5GHz frequency band.

TheRG SHOULD support 802.11n 20/40MHz channel mode

the 2.4GHz frequency band.

Note: WFA mandates not to configure 40MHz channel mode
default in the 2.4GHz band

TheRG MUST support an aggregated MAC service data unit

(A-MSDU) mechanism for Rx mode.

TheRG MUST support an aggregated MAC protocol data uni

(A-MPDU) mechanism for Rx and Tx mode.

TheRG MUST be able to adjust the size ofMSDU and A

MPDU according to the quality of the channel.

TheRG MUST support a short guard interval (GI) of 400ns.
TheRG MUST support dynamic MIMO power g@g mode.

TheRG MAY support greenfield mode.

HomePNA (Phoneline/Coax)

TheRG MUST comply with all requirements in ITFU G.9954-
Home networking transceiversEnhanced physical, media
access, anlink layer specifications

TheRG MUST support at least one of the following connector
options for HomePNA:
a) Fconnector coaxial interface

b) Modular RJ11 style phone interface (optionally 24 or RJ
45 connectors)

The HomePNA interface type MUST be configurable and
persistent acrodRG restarts and reboots. This parameter MUS
be independent of the configuration settings that may be in u
other HomePNA devices on the local LAN.
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Section

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.
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TheRG MUST support enable/disable of its HomePNA
interface. The default MUST be enabled, or use an operator
specific configuration. This parameter MUST be independent
the configuration settings that may be in use by other HomeF
devices on the local LAN.

TheRG MUST periodically collect Ethernet layer and channel
performance data from HomePNA devices in the HomePNA
network and report the data via Web GUI,-U84 and TR069.

TheRG MUST collect HomePNA network utilization
informaion based ofRG utilization and network idle time and
report the data via Web GUI, T864 and TR0O69.

TheRG MUST be able to collect performance monitoring date
from at least 10 HomePNA network devices in every HomeP!|
interface and repbthe data via Web GUI, THR64 and TR069.

TheRG MUST enable provisioning of the specific HomePNA
devices from which performance monitoring data will be
collected via Web GUI, TR64 and TR069.

Ethernet layer perfonance data MUST be associated with the
individual device's information:

-  HomePNA MAC address
- HomePNA station/node ID
- Masteréndooint device indication

Channel performance monitoring data MUST include the
following:

- Channel host source duestination MAC addresses

- Channel HomePNA source and destination MAC addre

- Channel HomePNA PHY rate

- Channel estimated SNR

- Number of packets sent in channel. This parameter MU
be synchronized at both transmitter and receiver ends.

- Number of preLARQ packets received in channel. This
parameter MUST be synchronized at both transmitter a
receiver ends for network packet loss calculation pugo

Channel performance monitoring data SHOULD include the
following:

- Number of post ARQ packets received in channel. This
parameter MUSDe synchronized at both transmitter an
receiver ends fanetwork packet loss calculation purpgse
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IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.
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15

16
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TheRG MUST be able to configure and execute full or partial
network diagnostics usintHomePNA CERT protocol (defined i
I T G.9954)and MUST collect diagnostic results from all
HomePNA devices under test. TR& MUST collect the
following diagnostics results between any two nodes in the
network and report them via Web GUI, T4 and TRO69:

- Baud and PHY rate

- SNR

- Number of received test packets
- Line attenuation

TheRG MUST be able to read the following configuration
parameters from HomePNA devices in the HomePNA netwol
The device MAY optionally enable provisioning aif
parameters or a subset of the configuration parameters to be
from local HPNA devices:

- Noise margin

- Desired PER

-  MAC address

- Device master/endpoint mode

- LARQ enabling

TheRG MUST support at least one of the following spectral
modes:

Spectral mode A:-20MHz —twisted pair/coax
Spectral mode B: x28MHz —twisted pair/coax
- Spectral mode C: 362MHz — coax only

- Spectral mode D:-86MHz - coax only

TheRG MAY support more than one HomePNA network
operating in dferent spectral modes on the same or different
physical coax cables.

If xDSL and HomePNA coexist on thG, the xDSL and
HomePNA signals MUST NOT interfere with each other or
affect performance in any valid spectrum band plan cortibimsa
described in the table below:

Band Band
Band "A" Band "B" "C" "D"

Phone Coax | Phone Coax Coax Coax

ADSL 1/2/2+ Yes Yes Yes Yes Yes Yes
VDSL2 8x No No Yes Yes Yes No
VDSL2 No No No No Yes No

TheRG MUST NOT support both HonRNA and xDSL

© The Broadband Forum. All rights reserved

simultaneously on the same physical wire if the xDSL and
HomePNA spectrum bands used are not indicated as valid in
HomePNA spectrum compatibility table above.
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Section

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

IF.LAN.HomePNA.

MoCA
IF.LAN.MoCA.

IF.LAN.MoCA.

IF.LAN.MoCA.
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Iltem

18
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20

21

22

23

24

Requirements

TheRG MUST implement sufficient filtering and isolation so
that HomePNA and xDSL interfaces will not interfere with eac
other’s spectrum.

TheRG MUST support layer 2 relative QoS on the HomePNA
interface.

TheRG MUST be able to prioritize network traffic based on ai
leastDiffserv code points and EE 802.1Q user priorities for
relative QoS.

TheRG SHOULD support layer 2 guaranteed QoS on the
HomePNA interface.

TheRG SHOULD be able to reserve bandwidth (media acces
time) on the netark for services requesting QoS guarantees ¢
as to meet QoS requirements for throughput (rate), latency a
jitter.

The RG SHOULD enable provisioning of QoS classification
filters and traffic specifications in the HomePNA device.

TheRG MUST support classification of LAN directed traffic ar
placement into appropriate queues on the device side of the
HomePNA interface based on any one or more of the followir
pieces of information:

- Destination MAC address

- Destination IP address(es) with subnet mask
- Source IP address(es) with subnet masks

- Ethernet type

- IPToS

- Protocol type

- Source port

- Destinatio port

- 802.1Q usepriority

- VLANID

MoCA (LAN)

TheRG MUST support a MoCA LAN interface complianitiv
the MoCA Alliance specification. Information regarding the
specification is available only to members of the MoCA Allian
further details can be obtained from the consortium at
http://www.mocalliance.org.

TheRG MUST present the MOCAAN link on an Fconnector
type coaxial connector.

TheRG MUST provide a facility to enable or disable the MoC.
LAN port via the Web GUI, TR0O64 and TR069.
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Section

IF.LAN.MoCA.

IF.LAN.MoCA.

IF.LAN.MoCA.
IF.LAN.MoCA.

IF.LAN.MoCA.

IF.LAN.MoCA.

IF.LAN.MoCA.
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4

10

The MoCA LAN port MUST support PER (Packet Error Rate)
less than E-6 on the MoCA link. Note that PER is the
measurement of link layer error. Any additional PER caused
the droppingof packets as a result of the RG saturating the
MoCA link is not included in the link layer PER specified in th
requirement.

The MoCA LAN port MUST support the following configurabl
parameters:

- Channel

- Privacy

- Security key password (used to generate security keys
the MoCA link).

- Manual or auteselection of Network Coordinator througf
interfaces such a Web GUI.

TheRG default security key password MUST comply with the
MoCA specification.

TheRG MAY support configuring a custom security key
password to meet service provider requirements.

If the MoCA LAN port can operate onare than one channel th
RG MUST support manual channel selection in the Web GUI
via TR-069. The frequency range for MOCA LAN port spans
from 850MHz to 1.5GHz and each MoCA LAN channel covel
50MHz band.

The power control function of oCA LAN port MUST comply
with the following requirements:

- The adjustable range of output power MUST be at least
25db

- The target PHY rate is the maximum rate that a MoCA |
should support.

- If the measured PHY rate is less than the Target PHY r.
it MUST be within 30Mbps of the target PHY rate unles:
the output power is already at maximum.

- The measured PHY rate MAY be greater than the targe
PHY rate

The MoCA LAN network MUST support the following sustain
aggregate MAC throughpwith PER < 1E6 with 50db
attenuation (measured aggregate MAC throughput is based ¢
1500 byte packets and independent of the traffic pattern):

- 125Mbps with 2 MoCA devices in the network

- 117.5Mbps with 3 MoCA devices in the network

- 110.5Mbps with 4 MoCA daces in the network

- 103.8Mbps with 5 MoCA devices in the network

- 98Mbps with 6 and above MoCA devices in the network
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Section

IF.LAN.MoCA.

IF.LAN.MoCA.
IF.LAN.MoCA.
IF.LAN.MoCA.

IF.LAN.MoCA.

IF.LAN.MoCA.

HomePlugAV
IF.LAN.HOomePIlugAV

IF.LAN.HomePIlugA\V

IF.LAN.HomePIlugAV

IF.LAN.HomePIlugAV

IF.LAN.HomePIlugAV
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2
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4

5

Requirements

The device to device ping reply time (round trip) across two
MoCA devices on the same RF channel MUST be within 7m:
average and 10ms maximum.

TheRG MUST reach optimal MoCA link layer capacity within
minutes after power up.

TheRG SHOULD reach optimal MoCA link layer capacity
within 3 minutes after power up.

TheRG MUST support sending/receiving packet to/from at lei
64 MAC addresses on the MoCA interface.

TheRG MUST support MoCA interface statistics collection,
parameter provisioning, and diagnostic results display via the
Web GUI, TR064 and TR0O69.

TheRG SHOULD be able to reserve bandwidth (media acces
time) on the network for services requesting QoS guarantees
as to meet QoS requirements for throughput (rate), latency a
jitter.

HomePlug AV (LAN)

TheRG MUST comply with the HomePlug AV Specification.
The specification is available only to members of the HomeP
Powerline Allianceand is accessible through
http://www.homeplug.org

TheRG MUST support one of the following connector options
for HomePlug:

a) Powerline

b) F-connector type coaxial connector (note this is not
formally an option with HomePlug alliance but is
supported by vendor implementations)

c) Both a & b hybrid configurédn using coaxial or
simultaneous mode by switch or relay

If option c) is supported in IF.LAN.HomePIugAV.2, the
HomePlug interface connector type MUST be configurable ai
persistent acroRRG restarts and reboots. This parameter
MUST be independent of the configuration settings that may
in use by other HomePlug devices on the local LAN.

TheRG MUST periodically collect Ethernet layer and channel
performance data from HomePlug devices in the HomePlug
network aml report the data via Web GUI, T864 or TR069.

Ethernet layer performance data MUST be associated with tt
individual device's information:

- HomePlug device MAC address
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Section

IF.LAN.HomePIlugAV

IF.LAN.HomePIlugAV

IF.LAN.HomePIlugAV
IF.LAN.HomePIlugAV
IF.LAN.HomePIlugAV

IF.LAN.HomePlugAV

IF.LAN.HomePIlugAV

IF.LAN.HomeRugAVvV

IF.LAN.HomePIlugAV

IF.LAN.HomePIlugAV

IF.LAN.HomePIlugAV

HomePlugAV2

IF.LAN.HomePIlug\V
2.
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8

10
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14

15

16

1

TheRG MUST collect HomePlug networkilization
information based oRG utilization and network idle time and
report the data via Web GUI, 864 or TR069.

TheRG MUST support configuring a custom security key
password.

TheRG MUST be able to collg performance monitoring data
from other devices on the powerline network and report the d
via Web GUI, TR064 or TRO69.

TheRG MUST enable provisioning of the specific HomePlug
device from which performance monitoring data Wl collected
via Web GUI, TR064 or TRO69.

The RG MUST implement sufficient filtering and isolation so
that the HomePlug and xDSL interfaces, and the HomePlug :
Ethernet interfaces will not interfere with each other.

TheRG MUST support layer 2 relative QoS on the HomePlug
interface.

TheRG MUST be able to prioritize network traffic based on ai
least Diffserv code points and IEEE 80Q.aser priorities for
relative QoS.

TheRG SHOULD support layer 2 guaranteed QoS on the
HomePlug interface.

TheRG SHOULD be able to reserve bandwidth (media acces
time) on the network for services requesting QoS guarantees
as to meet QoS requirements floroughput (rate), latency and
jitter.

TheRG SHOULD enable provisioning of QoS classification
filters and traffic specifications in the HomePlug device.

TheRG MUST implenent the simple connect functionaliy
section 13.2.4 of the HomeplugAdpecification.

HomePlug AV2 (LAN)

TheRG MUST comply with the HomePlug A¥Specification
[182]. Information regarding the specificati®available aly to
members of the HomePlug Powerline Allianftether details
can be obtained from the alliancenhétp://www.homeplug.org
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Section

IF.LAN.HomePIlug\V
2.

IF.LAN.HomePIug\V
2.

IF.LAN.HomePIlug\V
2.

IF.LAN.HomePIuAV
2.

IF.LAN.HomePIlugA\V
2.

IF.LAN.HomePIlugA\V
2.

IF.LAN.HomePIlugA\V
2.

IF.LAN.HomePIlugA\V
2.

IF.LAN.HomePIlugA\V
2.

IF.LAN.HomePIlugA\V
2

IF.LAN.HomePIugA\VvV
2.

IF.LAN.HomePIugAVvV
2.
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TheRG MUST support one of the following connector options
for HomePlug:

a) Powerline

b) F-connector type coaxial connector (note this is not
formally an option with HomePlug alliance but is
supported by vendor implementations)

c) Both a & b hybrid configuration using coaxial or
simultaneous mode by switch or relay

If option c) is supported in IF.LAN.HomePlug®2, the
HomePlug interface connector type MUST be configurable ai
persistent acrodRG restarts and reboots. This parameter
MUST be independent of the configuration settings that may
in use byother HomePlug devices on the local LAN.

TheRG MUST periodically collect Ethernet layer and channel
performance data from HomePlug devices in the HomePlug
network and report the datéa Web GUI, TR064 or TR069.

Ethernet layer performance data MUST be associated with tt
individual device's information:

- HomePlug device MAC address

TheRG MUST collect HomePlug network utilization
information based oRG utilization and network idle e and
report the data via Web GUI, T664 or TR069.

TheRG MUST support configuring a custone&urityKey
Password.

TheRG MUST be able to collect performance monitoring date
from other devices on the powied network and report the date
via Web GUI, TR064 or TRO69.

TheRG MUST enable provisioning of the specific HomePlug
device from which performance monitoring data will be collec
via Web GUI, TR064 or TRO69.

The RG MUST implement sufficient filtering and isolation so
that the HomePlug and xDSL interfaces, and the HomePlug :
Ethernet interfaces will not interfere with each other.

TheRG MUST support layer 2 relative QoS on tHemePlug
interface.

TheRG MUST be able to prioritize network traffic based on at
least Diffserv code points and IEEE 80Q.aser priorities for
relative QoS.

TheRG SHOULD support layer 2 guaranteed QoStios
HomePlug interface.
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Section ltem

IF.LAN.HomePIlug\vV 14
2.

IF.LAN.HomePIlugA\V 15
2.

IF.LAN.HOomePIug\vV 16
2.

Ghn

IF.LAN.Ghn 1
IF.LAN.Ghn 2
IF.LAN.Ghn 3
IF.LAN.Ghn 4
IF.LAN.Ghn 5
IF.LAN.Ghn 6
IF.LAN.Ghn 7
IF.LAN.Ghn 8

Requirements

TheRG SHOULD be able to reserve bandwidth (media acces
time) on the network for services requesting QoS guarantees
as to meet QoS requirements for throughput (rate), latency a
jitter.

TheRG SHOULD enable provisioning of QoS classification
filters and traffic specifications in the HomePlug device.

TheRG MUST implenent the simple connect functionality of
section 13.2.4 of the Homeplug&\$pecification.

G.hn (LAN)

The RG MUST comply with ITJI Recommendations G.9960
G.9961 and G.9964.

The RG must support at least one of the following connector
options for G.hn:

a) F-connector coaxial interface

b) Modular R311 style phonénterface (optionally R14 or
RJ45)

c) Powerline

The G.hn interface type (coax, powerline or twisted pair) MU
be configurable and persistent acrBsarestarts and reboots.
The G.hn interface parameters configuration MUST be suppc
through the Web GUI, UPnP (if present) and-069.

The RG MUST support the enabling/disabling of each G.hn
interface. The default MUST be enabled or use an operator
specific configuration.

The RG MUST periodically collect G.hn Etimet layer and
channel performance data and report this data via Web GUI,
UPNP (if present) and TB69.

The RG MUST be able to provide physical media performanc
data related to at least 10 associated G.hn network devices ¢
every G.hn intedce and report this data via Web GUI, UPnP !
present) and TR69.

The RG MUST implement sufficient filtering and isolation to t
G.hn and any other wireline interfaces to prevent interference
E.g.if the RG supports both xDSL and G.hrMUST

implement sufficient filtering and isolation between G.hn and
xDSL to avoid interfering w
The RGMUST be able to prioritize downstream network traffi

based on IEEE 802.1Q user priorities for relative QoS by
swpportingat least 2 egress priority queues on every G.hn pot
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IF.LAN.Ghn

IF.LAN.Ghn

TR-1241ssue4

Iltem Requirements

The RG SHOULD be able to reserve bandwidth (media acce
time) on the G.hn network for services requesting QoS
guarantees so as to meet QoS requirements for throughput (
latency and jitter, as described in clause 8.6.2 ofTTG.9961.

The RG SHOULD enable provisioning of QoS classification
filters and traffic specifications in the G.hn device, as specifie
clause 8.6.2.3.1 of ITAT G.9961.

The RG MUST support configuring a custom network securit
key password to meet service provider requirements, as defil
in clause 9.0 of ITUr G.9961.

NA.POWER

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

REGIONAL.NA.POW
ER.

SeptembeR014
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North American Power and Environmental
TheRG MUST be UL 60950 listed.

TheRG MUST display proof of CSA (Canadian Standards
Association) or ULC (Underwriters Laboratories Canada)
certification for CAN/CSA C22.2 No. 60950. This is the
Canadian equivalent to, and is identitg UL 60950.

TheRG MUST meet all requirements when operating with the
following line voltages:

Brownout: 96 to 127 Vac @ 60 +0.1 Hz

Reserve: 105 to 129 Vac @ 60 +B8.0 Hz

If the power supply is external theRG, it MUST be UL 1310
or UL 60950 listed and certified.

TheRG MUST comply with FCC Part 15 rules for Class B
devices.

TheRG MUST comply with Industry Canada ICE®3 Class B
requirements.

TheRG MUST comply with the requirements of Telcordia® G
1083 CORE, Electromagnetic Compatibility and Electrical
Safety— Generic Criteria for Network Telecommunications
Equipment. Class A3 source voltages are not permitted.

TheRG MUST support the following environmental conditions

Relative

Environment Temperature  Altitude Humidity MWB

Operating 0o Cto40°C -60t02134 m 8% to 95% 23°C
System (-197 to 7000 non
Ambient ft) condensing
Shipping -25°C to 65°C Low humidity 29 °C
for low
temperatures,

90% at 45°C,
30% at 65°C
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NA.LED
REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.

SeptembeR014

1

North American LED Indicators

TheRG MUST have at a minimum the following indicator light
(labeling of all ports is subject to localized requirements):

Power  Ethernet Broadband Internet

All physical ports and bridged connection types onRiee.g
Ethernet, USB, WirelesgjomePlug, G.hn, HomePNA, 1394,
et c..) MUST hav edicator lammok th®RG(1 e
per port if a separate phgal port is present or per connection
type if a separate port is not present).

The indicator lights MUST be in the order as indicated in
requirement REGIONAL.NA.LED.1 in a left to right or top to
bottom orientation.

Port indicator lights for all additional LAN Interfaces (beyond
standard Ethernet indicator) MUST be placed between the
"Ethernet" and "Broadband" lights defined in requirement
REGIONAL.NA.LED.1 (note that labeling of all ports is subjet
to localizedrequirements).

All port indicator lights MUST be located on the front of R@
unless summary indicator lights are used.

Physical port indicator lights MAY be located next to the port
and other than on the front thfe RG, so long as there is a
summary indicator light for the associated interface type with
other port indicator lights on the front of the unit.

For example, there may be Ethernet port indicator lights loca
on the back of thG by each Ethernetoninection as long as
there is a summary indicator for the Ethernet connections on
front of theRG in the standard location.

The indicator lights MUST be readily visible (99% human
observer detection in less than 250 millisecondd)raeters with
an ambient illumination level of 5920 metandles. Visibility
MUST be maintained over a horizontal viewing angle o8/
degrees and a vertical viewing angle2 to +45 degrees off th
central axis.

When flashingthe indicator lights MUST flash at 4 Hz with a
duty cycle of 50% (except as specified otherwise in this
document).
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REGIONAL.NA.LED.

REGIONAL.NA.LED.

REGIONAL.NA.LED.
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9

10

11

TheRG MUST have an On/Off power indicator light. The pow
indicator MUST function as follows:

Solid Green = Power on

Off = Power off

Red = POST (power on self test) failure (not bootabl&®Gr
malfunction. A malfunction is any error of internal sequence ¢
state that will prevent theG from connecting to the access
network or passing customer data. This may be identified
various times such after power on or during operation throug!
use of self testing or in operations that result in a unit state th
not expected or should not occur.

TheRG MUST have an indicator light that indicates broauba
interface layer connectivity. This indicator MUST function as
follows:

Solid green = Broadband physical connection is established |
DSL sync)

Off = Broadband interface powered off, no signal detected
Flashing green = Signal detected, in procesymttsronizing

Flashing at 2 Hz with a 50% duty cycle when trying to del
carrier signal

Flashing at 4 Hz with a 50% duty cycle when the carrier t
been detected and trying to train

If additional broadband interfaces (2 or more) angperted that
operate simultaneously with the primary broadband link (e.g.
xDSL bonding, Ethernet simultaneous with xDSL, etc.) Rk
MUST support a broadband light to indicate the status of eac
link. The behavior for this indicator MUST follow the
requrements described in REGIONAL.NA.LED.10.
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REGIONAL.NA.LED.

REGIONAL.NA.LED.
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TheRG MUST have an Internet indicator light that indicates
whether or not it has at least one broadband WAN interface
active. This indicator MUST function as follows:

Solid green = IP conneadtheRG has a WAN IP address from
IPCP/DHCP/static and broadband link is up) and no traffic
detected. If the IP or PPPoE session is dropped due to an idl
timeout, the light will remain green if an ADSL connection is
still present. If the session is dpg for any other reason, the
light is turned off. The light will turn red when it attempts to
reconnect and DHCP or PPPOE fails.

Off = Broadband physical connection power &t in bridged
mode with no IP address assigned toRI& or broadband
physicalinterface connection not present

Flickering green = IP connected and IP traffic is passing thru
RG (either direction)

Red =RG attempted to become IP connected and failed (no
802.1X, DHCP, PPPoOE, PPPOA response or authentication
failure, etc.)

A LAN interface physical port indicator light MUST function a
follows:

Solid green = Powered device connected to the associated p
(includes devices with wakaen-LAN capability where a slight
voltage is supplied to an Ethernet connection)

Flickering green = LAN activity present (traffic in either
direction)

Off = No activity, RG power off, no cable or no powered devic
connected to the associated port.

If the RG supports the WFi protected setup (WPS) pushbuttor
configuration (PBC) method (IF.WAN.WIRELESS.AP.11), the
RG SHOULD have a tweolor LED to display the status of

WPS PBC. The operation of this LED SHOULD be as follows
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On for 5min
G or until The WtFi protected setup (WS previously called
reen “ oo C
pressed simple config”) has beg
again
Green ;Iavzv ;'gj;? The WtFi protected setup PBC procedure is in
duty cycle progress.
WLAN Error unrelated to security, such as failed to find an
WPS PBC Red Solid partner, or protocgbrematurely aborted.

Recommended user action: press WPS button to s
protocol again.

Session overlap detected (possible security risk)
Fast flash: | Recommended user action: Wait for 2 minutes, the
Red 4 Hz 50% | press WPS button again to rteapt. If the condition
duty cycle | recurs, refer the user to Pidased configuration
method.

Off The device is ready for another authentication.
Note: This is a deviation from the three color indicator option and behaviors described by
Wi-Fi Alliance, which towever, will not enforce any LED behavior as part of its WPS
certification process.

Initial
(Led Off)

\ Monitor timeout

Reset
timeout

Reset
timeout

Press
(Restart timeout)

Press

In progress
(Slow flash GREEN
LED)

Session Overlap
(Fast flash RED
LED)

Success
(GREEN LED ON)

(RED LED ON)

——Walk timeouty.

Session Overlap

Figure 17 WPS pushoutton method state machine
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Timeout values are listed below:

Reset timeout 300 seconds
Restart timeout 120 seconds
Walk timeout— 120 seconds
Monitor timeout— 120 seconds

REGIONAL.NA.LED. 15 The indicator for WAFi protected setup pushbutton method, if
present, MUST be located within close proximity to the
pushbutton or next to the Wireless status indicator.
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Annex A IPv6 Flow Diagrams
The flows in this annex are referenced by requirements in the body, and are therefore normative.

A.1 WAN PPPoE Automated Connection Flow

WAN Interface configured
for PPPoE

l

Do PPPOE. [RFC 2516]

discovered (PADI,
PADO, PADR,

PADS)?

Yes

IPv6
enabled?
No

IPv4
enabled?

No

‘ Establish PPP session. [RFC 1661] ‘ End

Login/pswd or

other error; do No
appropriate error @
handling, as usual
for PPP ves

Configured to do IPv6
on this PPP
onnection?

Configured to do IPv4
on this PPP
onnection?

No

End Y

es
s Existing IPv4
procedures

‘ IPV6CP [RFC 5072]

Attempt WAN
IPv6 Automated
Connection

Figure 27 WAN PPPoE automatedconnectionflow
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A.2 WAN IPv6 Automated Connection Flow
This flow assumes no manually configured prefix or address.

Link Local (LL) address assignment with
prefix FE0::0 [RFC 4291, 4862]

Send Neighbor Solicitation (do
Duplicate Address Detection i DAD)
[RFC 4861, 4862]

Error: [vendor should
implement graceful

Duplicate address

detected? [RFC 486 handling, including trying
‘No other addresses]
v
Send Router Solicitation, Send DHCP Rebind with
- . multicast to all-routers, LL Isthere cached IA_PD? all cached IA [per RFC
Wait for unsohcneldl RA source address, Repeat as [RFC 3315, 3633] 3633]
A (WAN IP connectivity is

appropriate per the RFC
48 6p? ]p 2

idowno) [RFC [RFC4861]

Send DHCP Solicit, multicast
toall, LL source address, with No
DUID, IA_NA, IA_PD + all
other desired and required
options [RFC 3315, 3633]

Reply received
before IAlifetimes
expire? [RFC 3315

Processall Router Yes
»| |Advertisements, (RA) as received
[RFC 4861, 4191]
[Go to expansion of this process.] <
Select DHCP Advertise with (1) ~3
l—‘ highest preference, (2) other logic Soo
if multiple with same preference > E
DHCP and [RFC3315] %58
RSIRA 7 -2
processes w22
"\ complete /% Send DHCP Request to selected 022
DHCP server, requesting what 0 8%
was offered by that server [RFC s g‘ ?
3315] ; 2 8
i
) =g
WAN | P Connect \o is fiupo. -
Do DHCP Renew, RS, process <
responses, and process -
unsolicited RA per RFCs A, <
[RFC4861, 3315, 4191] ‘ ‘ Process DHCP Reply [RFC 3315] }:
2
Selectaddress(es) from the PD >
foruse by RG applications. g
g
Was at least 1 >
refix delegated?
Yes Globally scoped

unicast address on
WAN nterface?

Figure 317 WAN IPv6 automated connection flow
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A.3 Receive Router Advertisement Subroutine Flow

Receive Router
Advertisement (RA)

Note MTU, current hop limit, and
other provided parameters

Route info? [RFC
4191]

Yes

If router has multiple IP
connections, place route info in
routing table. Note route info for

possible LAN RA inclusion.

&TE there usable, and
already-used prefixes
with A flag set?

ATE there usable, and
not-already-used

prefixes with A flag set?
4861, 4862]

Yes

Form an address [RFC 4862]

]

Do DAD [RFC 4862]

Duplicate address
detected? [RFC 486

No

Error: [vendor
should implement
graceful handling,
including trying

other addresses]

Timers must be appropriately
set [RFC 4862]

Figure 41 Receive router advertisement subroutine flow
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APPENDIX | Application Level Gateway (ALG) and Port
Forwarding List

This appendix is a partial list of applications and protott@sshouldwork through the usage of
predefinedport forwarding configurations and ALGs. It is not a comprehensive list of all
applications. It is expected that support for more applications will be needed with time.

A
Active Worlds, Age of Empires, Age of Kings, Age of Wians, Aliens vs. Predator, America
Online, Anarchy Online, AOL Instant Messenger, Asheron's Call, Audiogalaxy Satellite

B
Baldur's Gate, BattleCom, Battlefield communicator, Black and White, Buddy Phone

C
Calista IP Phone, Camerades, CarbonCopy32 hosix Bietaframe / ICA Client, Counter Strike,
CU-SeeMe

D

Dark Reign, Dark Reign 2, Decent 3, Decent Freespace, Deerfield MDaemon EMail Server, Delta
Force, Delta Force 2, Delta Force: Land Watrrior, Delta Three PC to Phone, Descent 3, Descent
Freespace, Diabl(1.07+), Diablo I, Diablo Il (Blizzard Battle.net), Dialpad, Direct Connect,

DirectX Games, DNS Server, Doom, Doom Server, Drakan, Dwyco Video Conferencing

E
Elite Force, Everquest

F
F-16, Mig 29, F22, Lightning 3, F22 Raptor, 22 Raptor (Novalogic)k-alcon 4.0, Fighter Ace II,
Fighter Ace Il for DX play, FlightSim98, FreeTel, FTP Client, FTP Server, FW1VPN

G
GameSpy Online, Ghost Recon, GNUtella, Go2Call

H
H.323, Half Life, Half Life Server, Heretic Il Server, Hexen Il, HomeWorld, Hotline Client,ifotl
Server, HTTP Server, HTTPS Server

I

I'76, ICMP Echo, ICQ Old, ICQ 2001b, ICUII Client, ICUII Client Version 4.xx, iGames, IMAP
Client, IMAP Client v.3, IMAP server, Internet Phone, Internet Phone Addressing Server, iPhone,
IPsec Encryption, IBec ESPJPsec IKE, IRC, IStreamVideo2HP, lvisit

K

Kali, Doom & Doom Il, KaZzaA, Kohan Immortal Sovereigns

L

L2TP, LapLink Gold, LapLink HOst, Limewire, LIVvH,ocationFree®Lotus Notes Server
M

MechWarrior 3, Medal of Honor: Allied Assault, Microsoft DirectPlayidddwn Madness, mIRC
DCC, IRC DCC, mIRC Chat, mIRC IDENT, Monopoly Host, Motocross Madness, Motorhead
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Server, MPlayer Games Network, MSN Game Zone, MSN Game Zone (DX 7 & 8 play), MSN
Messenger, Myth (Bungie.net, Myth II)

N
Napster, Need for Speed 3, Hotrfuit, Need for Speed 5, Porsche, Net2Phone, NetMech,
NetMeeting, Default PC, NNTP Server, Nox, ntald Traditional Unix Talk Daemon, NTP

O
OKWeb, OKWin, Operation FlashPoint, Outlaws

P
Pal Talk, pcAnywhere v7.5, pcAnywhere host, pcAnywhere remote, PCTealadgemnPhone Free,
POP Client, POP3 Server, Polycom ViaVideo H.323, PPTP

Q
Quake 2, Quake 3, Quake 3 Server, QuickTime Server, QuickTime/Real Audio Client, QuakeWord,

R

Rainbow Six, RAdmin, RDP, RealAudio, Red Alert, Remote Anything, Remote Desktop 32,
Remdely AnyWhere, Remotely Possible Server, Return to Castle Wolfenstein, Rise of Rome,
Rlogin/Rcp, Roger Wilco, Rogue Spear, RTSP

S

Scour Media, SDP, Shiva VPN, Shout Cast Server, Sifgbox,SMTP Server, Soldier of
Fortune, Speak Freely, SQL*NET Tools5I3 Secure Shell, SSH Server, StarCraft, Starfleet
Command, Starsiege: Tribes, SWAT3

T
Telnet Server, The 4th Coming, Tiberian Sun: Commar@b&querll (& Dune 2000) , Timbuktu
Pro, Total Annihilation

U
Ultima Online, Unreal Server, Unreal Tournament, IEHE News Service

\Y
VNC, Virtual Network Computing, VDO Video, VoxChat, VoxPhone 3.0

W
Warbirds 2, Webcam (TrueTech), Webcam32, Webforce Compcore MPBE&yer2.0, Web
Server, WebPhone 3.0, Westwood Online, C&C, Windows 2000 Terminal Server

X
X Windows, XPRemote Desktop

Y
Yahoo Messenger Chat, Yahoo Pager, Yahoo Messenger Phone

V4
ZNES
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APPENDIX Il Example Queuing for an RG

This section presents the queuing and scheduling discipline envisioned for upstream traffic through
theRG in support of future service offeringeld/ered over the architecture described in0%9®.

EE (RL as per RFC 2598
AF,
ASP AF2 RL as per RFC 2597 E
Access AF, [ E
AF, I
] BE | :
- ZamN .
Data In ) Classifier EF (RL . :w
AF, l
PTA AF, y I S |Data Out
Access RL p= RL ] —
(es) AF4
AF,
BE T\
PPP Access (BE or AF) RL)

Figure 57 Upstream Queuing and Scheduling Example for RG

In Figure5, the following abbreviations apply:

ASP — Application service provider

PTA - PPP terminated aggregation

PFP — Pointto-point protocol

EF - Expedited forwarding as defined in IETF RFC 3246
AF  — Assured forwarding-as defined in IETF RFC 2597
BE - Best effort forwarding

RL - Rate limiter

> RL — Summing rate limiter (limits multiple flows)

S — Scheduler

Multiple access sessioasesupported in this modaHowever, all traffic is classified and scheduled

in a monolithic system. So, while it might appear at first that the Diffserv queuthgcaeduling

might apply only to IPaware acces# fact all access, IP, Ethernet, or PPP is managed by the same
system that adheres to the Diffserv model.
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For example, at the bottom Bigure5, BE (best efbrt) treatment is given to the ndB-aware

aacess sessions (PPPoE started behin®@er delivered to an L2TP tunnel delivery model). This
gueue might be repeated several times in order to support fairness among multiple PPPoE accesses
or it mightbe a monolithic queue with separate rate limiggnglied to the various access sessions.

The PTA access is a single block of queues. This is done because NSP access typically works with
a single default route to the NSP, and managing more than one simultaneously at the RG would be
per i | ous .imit€rlweuld Jimititha doverall ccess traffic for a service provider.

Rate limiters are also shown within the EF and AF service classes because the definition of those
diffservtypes is based on treating the traffic differently when it falls into varates.

Finally, at the top of the diagram is the ASP access block of queues. In phase 1A o0&H@ TR
architecture, these queues are provisioned and provide aggregate treatment of traffic mapped to
them. In phase 1B, it will become possible to assigmiéues to applications to give them specific
treatment instead of aggregate treatment. The EF service class may also require a high degree of
coordination among the applications that make use of it so that its maximum value is not exceeded.

Notable in ths architecture is that all the outputs of the EF, AF, and BE queues are sent to a
scheduler (S) that pulls traffic from them in a strict priority fashion. In this configuration EF traffic
is, obviously, given highest precedence and BE is given the lollesiAF service classes fall in
between.

Note that there is significant interest in being able to provide a service arrangement that would
allow general Internet access to have priority over other (bulk rate) ser@oes.an arrangement
would be accomjdhed by assigning the bulk rate service class to BE and by assigning the default
service class (Internet access) as AF with little or no committed information rate.

Given this arrangement, the precedence of traffic shown in the figure is arranged as:

EF - red dotted line
AF - Dblue dashed line (with various precedence among AF classes as described in
IETF RFC 2597)
BE - black solid line
'This “bulk rate” service class would typicatbdesr be used

applications as an alternative to blockingrthentirely.
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APPENDIX IlI Routed Architecture 0 Examples of Potential
Configurations

1.1 Introduction

The pictures and descriptions in the followswgnarios are intended to provide examples of the
interworking of many of the requirements in this document.

Since the single PC case is a simple subset of the-RfDltase (except when explicitly using the

single PC mode of operatigphAN.DHCPS.19), it will not be directly addressed. The network

used in this sequence of examples has 5 R@ishare described as being connected over Ethernet.

For purposes of these scenarios, neither the physical network nor the nature of the attached devices
is significant.

.2 BasicRG as Router Initiating One or More PPPoOE Sessions

The four scenarios that follow build on one another to describe a number of the capabilities required
in this document. They show PPPoE being used in all cases for WAN connectivity, with the
embedded DHCP server in thG enabled.
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I11.2.1  No WAN Connection

91 The router has no WAN connection up.

1 The router has been configured to give PC2 its WAN address via its embedded DHCP server.
Since the router has no WAN connection, it will give PC2 a private sslgvigh a 10 minute
lease time (as defined in LAN.DHCPS.12).

1 PC5 has been configured with a static IP address.

1 PCs 14 are configured to make DHCP requests. The router responds to all DHCP requests with
IP addresses in the range of 192.168.1.64 to 192. &R (LAN.DHCPS.§, an IP gateway
address (and LAMide address of the device) of 192.168.1.@7¥N.DHCPS.14, a DNS server
address of 192.168.1.2%¥AN.DNS.1) and an IP address lease time for all PCs but PC2 of 24
hours(LAN.DHCPS.1).

LAN
¢ 2
192.168.1.64 PC4
IP1
Eih 192.168.1.67

P4
Eth
PC’ 192.168.1.254

255.255.255.0
(lease: 10 min.)
192.168.1.65

PC5 : :
Ein ' No WAN connection establishe
192.168.1.2 (static)

IP5

192.168.1.66

1P3
Eth

Figure 67 Example: No WAN Connection Configuration
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[1.2.2 Router Sets Up PPPoE to an ISP

This scenario is the same as presented in the
following exceptions:

1 The router sets up a PPPoE session to-BBbtains an IP address and DNS server addresses
via IPCP(WAN.PPP.1)

1 The router gives its public IP address to RCAN.DHCPS.1§w h e n sR&E expires.

91 The router is configured to allow PC2 to communicate with other devices on the LAN
(LAN.ADDRESS.§.

LAN
Router configured to allow
pC1 PC2 to communicate with other
l bca devices on the LAN. (o1 IP5H
PPPA
192.168.1.64 PPPOEA
P1 Eth
Eih 192.168.1.67 2684 LLC
IP4 AALS
Eth ATM
PC’{f 192.168.1.25 68.1.1.10

68.1.1.10
255.255.255.x

IP Gateway: 68.1.1x PC5
P2 4

Eth .
192.168.1.2 (static)

Eth
. * Header of IP1, IP3 is modified

192.168.1.66 by router NAPT function

IP3
Eth

Figure 77 Example: Router Sets Up PPPOE to an ISP

SeptembeR014 © The Broadband Forum. All rights reserved 1250f 141



Functional Rguirements for Broadband Residential Gateway Devices TR-124Issued

[11.2.3 PC3 Sets Up Its Own PPPoOE Session

This scenario is the same as presentdtl.ithl with the following exceptions:

1 PC3 uses a PPPOE client to estdbits own PPPoE session. While the private IP address from
the router i1s stildl associated with PC3’' s EtF
associated with its own PPPOE interface. Common behavior is for all IP traffic of PC3 to now
use ths PPPoE interfac@/AN.PPP.10LAN.FWD.5).

LAN
PC1 iP1H[IP2]IP44[IP5¥ [ 1P3
PPPA PPPB
192.168.1.64% Prroes | DERCLE
IP1 2684 LLC
Eth 192.168.1.67 AALS
IP4 ATM
. .
PC’ 192.168.1.25 68.1.1.10
68.1.1.10
P2 PC5
Eth
192.168.1.2 (static)
IP5
Eth
. -
IP3 * Header of IP1, IP4 is modified
Ethernet; 192.168.1.6__PPPB by router NAPT function

PPPOE: 24.1.5.89 PF’;;’]EB

Figure 817 Example: PC3sets up its ownPPPOE Session
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[11.2.4 Router Sets Up a Second PPPoE Session

This scenario is the same as presentatl.ithl with the following exceptions:

1 The router sets up second PPPoE session (RPPbigets an IP address and DNS addresses
through IPCP. It gets routing information from RZRLAN.FWD.15), manual entry, or other
mechanism¢LAN.FWD.8). PPPoRA remains the default rou{e AN.FWD.20).

1 PCS5 requests a DNS lookup for a URL. The router sends simultaneous URL lookup requests to
DNS servers on both PPPoE connections. The DNS server on theAB&tutection fails to
resolve the URL and the PPROEonnection returns an IP addreBke router returns the IP
address to PCA.AN.DNS.3).

1 PC5 sends IP packets to the returned IP address. The router determines from its routing table that
this goes to the PPPGEEoNnnection.

LAN
P19 [1P2]IP4¥ [ 1P3 IP5 *
PPPA PPPB PPPC
PPPoEA PPPOEB| | PPPoEC|
g
2684 LLC
192.168.1.64— PC4 AALS
IP1 AliM
Pl 192.168.1.67

PPPOEC203.67.9.66

P4
Eth
PC’ 192.168.1.25 PPPOEA68.1.1.10

68.1.1.10

P2
Eth

PC5

192.168.1.2 (static)

IP5
Eth

2
P3 * Header of IP1, IP% is modified

Ethernet: 192.168.1.6 PPPB by router NAPT function

PPPOE: 24.1.5.89 | PPPoEB
Eth

Figure 91 Example: Router sets upa Seond PPPoOE Session
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1.3 ARFC 2684 Bridgedo Mode

The next three scenarios deal IETF RFC 2B8dgedmode configuration cases where the network

is not expecting a PPP login or the router is not doing PPP. The first case has the router using its
DHCP client to he WAN, acting as a DHCP server to the LAN, and doing routing and NAPT to

PCs on the LAN. The second case has the router not establishing a WAN connection, and individual
PCs setting up their own PPPOE sessiPoemweris I n th
also disabled, and the PCs are getting IP addresses from the WAN.

1.3.1 RouterinlP-r out ed ARFC 2684 Bridgedo Mode, Embe:

91 The router provides an IP address to each device that it receives a DHCP request from.
1 PCS5 uses a static Btldress and does not send a DHCP request to the router.

91 The router has been configured to give PC2 its WAN address. When the router has no WAN
connection, it gives PC2 a private address with a short lease time.

9 The router issues a DHCP request and estasian IP session to the WAWAN.ATM.3,
WAN.ATM.4, LAN.FWD.1).

1 The router gives its public IP address to PC2.

LAN
e 3
192.168.1.64— PC4 1P s
IP1 RFC 2684LLC
i 192.168.1.67 YT
P4 ATM
Eth
PC’ 192.168.1.25 68.1.1.10
68.1.1.10
55 PC5
Eth
192.168.1.2 (static)
IP5
Eth
£ 5
* Header of IP1, IP3 is modified

192.168.1.66 by router NAPT function

IP3
Eth

Figure 107 Example: Router in 2684 Bridged Mode with DHCP Server On
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[11.3.2 Router in Bridged Mode, Embedded DHCP Server On

1 The router provides a private IP address to each device that it receives a DHCP request from
(LAN.DHCPS.3.

1 The router does not establish any IP or PPP sessions to the WAN.

1 No device can get a DHCP response from the WAN, since the router will inteldeptC
requests that come to it.

1 PC1 and PC3 each use a PPPoE client to establish their own PPPOE §é&5NiPP.10,
LAN.FWD.5). While the private IP address from the router is still associated with their PC
Ethernet interfaces, PC1 and PC3 also hgwebdic IP address associated with their respective
PPPOE interfaces. Common behavior is for all IP traffic of PC1 and PC3 to now use their own
PPPOE interfaces.

1 PCs that do not establish their own PPPoOE connection cannot connect to the WAN, but they can
communicate with other PCs on the LAN.

LAN
i PC1
PPPA
PPPoEA
PPPA PPPB
Ethernet: 192.168.1.64__PC4 FPEl I oEE
PPPOE: 68.1.1.10 Eth
192.168.1.67 REC 2684LLC
AALS

IP4 ATM
Eth
Pc’ 192.168.1.25.
192.168.1.65
Eth

192.168.1.2 (static)

IR5;
Y 3
IP3

Eth
Ethernet: 192.168.1.6__PPPB

PPPOE: 24.1.5.89 PPEF;gEB

Figure 1117 Example: Router in Bridged Mode with DHCP Server On
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[11.3.3 Router in Bridged Mode, Embedded DHCP Server Off

1 The router does not establish any IP or PPP sessions to the WAN.
1 All DHCP requests are bridged onto the WAWAN.BRIDGE.J).
1 In this example, PC5 does not have a static IP address.

LAN

g A

PC4
68.1.1.10 P1 iP5
IP1 Eth
Eth 68.1.1.13 REC 2684LLC
1P4 AALS
Eth ATM
v 3
68.1.1.11
PC5

P2
Eth

.
68.1.1.12

IP3
Eth

68.1.1.14

IP5
Eth

Figure 1217 Example: Router in Bridged Mode with DHCP Server off

1.4 Simultaneous IP and PPPoE WAN Sessions

TR-059 requirements va PPPOE and IP sessions running simultaneously over the same PVC.
Here are some examples of how this might look, assuming the network is capable of terminating
PPPoOE and IP at the same time on the same PVC.

Note: Simultaneous IP and PPPoOE is not welpsuied in the network today. Most equipment
terminating the ATM PVC does not support both IP and PPPoE connections at the same time.
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I1.4.1 RouterinlP-r out ed 02

684 Bridgedo Mode,

1 The router provides an IP address to each device tteakives a DHCP request from.
9 PC5 uses a static IP address and does not send a DHCP request to the router.

1 The router has been configured to give PC2 its WAN address. When the router has no WAN

connection, it gives PC2 a private address with a 10 mieaseltime.
9 The router issues a DHCP request and establishes an IP session to the WAN.
1 The router gives its public IP address to PC2.

1 PC3 uses a PPPOE client to establish its own PPPoE s@agddhPPP.10, LAN.FWD.h
While the private IP address fromtlen t er i s still associ
also has a public IP address associated with its own PPPoE interface. Common behavior is for all
IP traffic of PC3 to now use this PPPOE interface.

LAN

¢ 2
192.168.1.64

IP1
Eth

PC4

192.168.1.67

P4

Eth

IP3
PPPB
IP1¥ PPPOEB
Eth
RFC 2684LLC
AALS

¢ A
68.1.1.10

1P2
Eth

‘3

PC5

192.168.1.25

192.168.1.2 (static)

IPS

Eth

1P3

Ethernet: 192.168.1.6

PPPB

PPPoEB

PPPoOE: 24.1.5.89

Eth

ATM
- 68.1.1.10

* Header of IP1, IP4% is modified
by router NAPT function

Figure 1371 Example: Router in Routed 2684 Mode
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[11.4.2 Router Sets Up IP as a Second Session

Assuming the scenario in sectibbh2.3 as a base, add:

1 The router sets up connectiordPLAN.FWD.19). It gets an IP address and DNS addresses
through a DHCRlient request. It gets routing information from RAIRLAN.FWD.15). PPPoR&A
remains the default route.

1 PCS5 requests a DNS lookup for a URL. The router sends simultaneous URL lookup requests to
DNS servers on both connections. The DNS server on the PP&wihection fails to resolve
the URL and the IPC connection returns an IP address. The router returns the IP address to PC5
(LAN.DNS.3).

1 PC5 sends IP packets to the returned IP address. The router determines from its routing table that
this goes to conneain IPC.

LAN

IP14[1P2 IP3

PPPB

PPPA
PC1 PPPoEA || PPPoEB|[ IP5*
Eth
RFC 2684LLC
192.168.1.64— PCA AALS
IP1

ATM
= 192.168.1.67
P4
Eth
PC2 192.168.1.25 PPPOEA68.1.1.10
IPC: 203.67.9.66
68.1.1.10

P2
Eth

PC5

192.168.1.2 (static)

IP5
Eth

¥
P3 * Header of IP1, IP% is modified

Ethernet: 192.168.1.6 PPPB by router NAPT function

PPPOE: 24.1.5.89 F’F’EF;ﬁEB

Figure 1471 Example: Router sets upSecond IP Connection
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.5 Single PC Mode of Operation
1 The router is configured to use the single PC mode of opexa#dh.DHCPS.19.

1 The router's embedded DHCP server is on. The embedd€d Berver has only one address
lease available in this case.

TPC1l is the first device seen, so it i's ident.

1 PC1is provided with a private IP address and 1:1 NAT is performed between the WAN and PC1
by the router. The subnet masks® PC1 is 255.255.255.0.

TAlternately PCl1l could be given the router
in sectionlll.2.

S F

LAN

l P1*
PPPA
192.168.1.6-4 PPPOEA

IP1 Eth

= Auto-IP assigned IP address RFEC 2684 LLC
P4 A AALS
Eih . ATM
! Basic

l 192.168.1.254 Router 68.1.1.10

Auto-IP assigned
IP address

P2
Eth
192.168.1.2 (static)

IP5
Eth

* Header of IP1 is modified
Auto-IP assigned IP address by router NAT function

IP3
Eth

Figure 1517 Example: Single PC Mode of Ogration

1.6 Router Embedded DHCP Server Gives Out Public IP Addresses (from use of IPCP
extension)

9 The router initially gives private IP addresses to PCs, before setting up its PPPOE session.

1 The router sets up PPPOE to ISP and gets IP address and DNSaddresses via IPCP. It also
gets a subnet mask via an IPCP exten8/dAN.DHCPC.1, WAN.PPP.12.

1 The router gives public IP addresses to certain PCs when they issue DHCP requests again
(LAN.DHCPS.19.

9 PC5 is set for static IP and does not issue a DHCP seque
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APPENDIX IV Bridged Architecture 0 Examples of Potential
Configurations

V.1 Introduction

The pictures and descriptions in the following scenarios are intended to provide examples of the
bridge interworking of many of the requirements in this document.

The network sed in this sequence of examples has 5 R@ikhare described as being connected

over Etherneti-or purposes of these scenarios, the physical network and the exact nature of the
connected devices are not relevant.
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V.2 Managed Bridge

)l

|
|
|
PC’ | &,
| r
| ! 4
PC4 i & Integrated
10.1.1.1 ' L e
|
|
|
|
|
|
|
i
|

TheRG will have an IP ddress for management as (described in section WAN.BRIDGE), which
IS obtained using a DHCP client on the WAN interfadas address can also be used for other
gateway originated services such as an attached telephony device.

The DHCP server of theG is configured with the appropriate IP address range and subnet mask
by the ACS.

The PCs are configured to use DHCP for assignment of an IP address. All DHCP requests from
the PCs are processed by the DHCP server (described in section LAN.DHCPSRGh Mate

that the scope of these addresses is specific sethieee providenetwork (i.e they may be

public or private depending on the access network design). If private, it is assumed that the
serviceproviderhas the NAT functionality its network.

All subsequent data exchanges between the PCtharRRiGare performed using 8QtD
bridging techniques (described in sectiN.BRIDGE).

TheRGfilters specific message types (duPnP or DHCP) from being sent to the WAN
(described in section LAN.FW).

LAN = 7 Voice, management & gateway
originated services

IP1
Ein 10.1.1.2

P4
Eth

Client ATA
Assigned

SP centralized
function (e.g.

SP
Access

PC’ Network . DHCP serve
: NAT/NAPT
DHCP 10.1.1.0 / )
10.1.1.3 Seryer P6
P2 ,IASS|gned Eth
r | EEEREIE
|
! Eth
i RFC 2684 LLC
|
_________ | AAL5
ATM
10.1.1.5
IP3

Eth

Figure161 Example: Managed Bridge Configuration
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IV.2.1 Local Management

1 TheRG may allow access to a local management interface via a default address (described in
section LAN.ADDRESYS).

V.3 Unmanaged Bridge
1 TheRGdoes not establish any layec8nnectivity to the WAN.
1 All DHCP requests from the PCs are bridged to the WAN (described in section WAN.BRIDGE).

LAN

o
0
ﬁ

68.1.1.10

SP centralized
function (e.g.

DHCP serve
NAT/NAPT)

SP
Access
Networ

PCs use
DHCP
Client

[N
[EEN
[N

0O

N
; mY
l S=

68. 1

] 2] 173 [1P4] 75

Eth

Eth
68.1.1.14 RFC 2684LLC
-IP5
Eth e
A
68.1.1.12

Eth

Figure 171 Example: Unmanaged Bridge Configuration

IV.3.1 Local Management

1 TheRG may allow access to a local managemet@rface via a default address (described in
section LAN.ADDRESS).
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APPENDIX V

Sealing Current References

TR-1241ssue4

Sealing current is also known in the telecommunications industry as wetting cBealrig current

may be sourced by the ATO in certain service providers @ t

depl oy “dry

| oop”

meaning that DSL is delivered in the absence of tyeatral officeor remote terminaled analog
POTS service on the copper pair.

The following functional diagram depicts a sealing current circuit design spedifild i
IF.WAN. SEALING optional moduleéhatcan be implemented on an xD#&sidential gateway

Residential Gateway

D

1

1

1

1

1

1

1

1

1

1

1

1
. |
N 1
: DC Termination

psL Rf;gk‘ Lo‘lﬁ.‘;tfr'ss See ANNEX |

2 1B G.992.3

]

] -_—

]
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]
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:

i o«

] _r’

: Disable

]
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o

DSL
Transceiver

—

Functional Diagram - Sealing Current Termination

Higher-Layer
Functionality -

Figure 181 Sealing current reference design
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APPENDIX VI Product Profile Template

VI.1 Introduction

To accommodate the many differeasidential gateay implementations that will be needed due to
various localized market needs, LAN/WAN interfaces, and different services that will be delivered
in operatorsnetworks,TR-124endeavors to define a superset ofegahrequirements and optional
modulegthatcan be implemented orresidential gateway

In order to create a specific product based om&Rd 24 modularized requirements, it is necessary
for either theBroadbad Forum (in the form of new TR documents) or for individual network
operators to specify the following details to define a specific desired product implementation:

1. Afilled out product profile matrix template as shown in the example below to indicate
required modules

2. Any line item edits to requirements (changes to cuff&fl24requirements).

3. Any additional new requirements that are needed in the product.

4. Any configuration defaults needebhese should refer fbR-124 requirements that establish
a different or new default value required in the implementation.

5. Localized regulatory, certifications, powering and product labeling requirements as
necessary.

VI.2 Instructions for Completing a Product Profile Template
The following instructions apply to filling out the product profile template below:

1 Any modules marked with a check maXk)(will be considered required, meaning that all
MUST requirements in that section are tcshéisfied (withthe exception of any specific
line item edits that have been made as discussed in sgttign

1 Any modules that areot marked with a check MAY be implemented on the product, but
are not considered requirediny vendor implementing any module, regardless of being
considered required or not, MUST comply with all MUST requirements in the module (i.e
partial implementations of a module MUST NOT be provided).

1 If a module is explicitly not to be included in the guat, it must be marked with an x mark
(V) to indicate that it MUST NOT be included.

1 For the optional LAN/WAN modules, where appropriate it may be necessary to specify the
number or ports/lines to be implemented (6.t y. 4" wunder theol F. LA
indicate 4 ports).
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V1.3 Product Profile Template

Section Title Required?
(V,U, or blank)

GEN General Device Requirements

DESIGN Design

OPS Device Operation

NET Networking Protocols

NETv6 IPv6 Networking Protocols

WAN Wide Area Networking (WAN)

ATM ATM

ATM.MULTI ATM Multi -PVC

CONNECT Connection Establishment

CONNECT.ON On-Demand Connection Establishment

DEMAND

ETHOAM Ethernet OAM

BRIDGE Bridging

DHCPC DHCP Client (DHCPv4)

FORCE Force renew

BFDecho BFD echo

DHCPv4 DHCP Client ((HCPW)

DHCPv4.ERP EAP Reauthentication (ERR)r DHCPv4

DHCPv6 DHCP Client (DHCP®)

DHCPv6.ERP EAP Reauthentication (ERR)r DHCPv6

IPv6 IPvé WAN Connection

TRANS.6rd 6rd Transition Mechanism

TRANS.DSLITE Dual Stack Lite Transition Mechanism

TRANS.V4release | IPv6 connectivity with conterbased IPv4 release contr,

control transition mechanism

PPP PPP Client

PPP.IPv6 PPP Client for establishment of IPv6 connection

dotlx 802.1x Client

DoS Denial of Service Prevention

QoS Quality of Service

QOoS.TUNNEL Quality of Service for Tunneled Traffic

IPsecClient IPsec VPN peer to peer

L2tpClient L2tp VPN Remote Access

PCP Port Control Protocol

LAN Local Area Networking (LAN)

GEN General LAN Protocols

ADDRESS Private IPv4 Addressmn

ADDRESSvV6 LAN IPv6 Addressing

DHCPS DHCPv4 Server

DHCPV6S DHCPvV6 Server

DNS Naming Services (IPv4 and general requirements)

SeptembeR014
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Section Title Required?
(V,U, or blank)

DNSv6 Naming Services (IPv6)

NAT NAT/NAPT

PFWD Port Forwarding (IPv4)

PFWDv6 Port Forwarding (IPv6)

ALG ALG Fundions (IPv4)

FWD Connection Forwarding

IGMP.BRIDGED IGMP and Multicast in Bridged Configurations (IPv4)

IGMP.ROUTED IGMP and Multicast in Routed Configurations (IPv4)

MLD.ROUTED MLD and Multicast in Routed Configurations (IPv6)

FW Firewall (Basig

FW.SPI Firewall (Advanced)

FILTER.TIME Time of Day Filtering

FILTER.CONTENT | Content Filtering

DIAGNOSTICS Automated User Diagnostics

CAPTIVE Captive Portal with Web Redirection

QOS LAN quality of service requirements

SIPserver SIP Server

SIPmixer SIP Mixer

Interworking.UE
Authentication

3GPP User Equipement Authentication Support

MGMT Management & Diagnostics

GEN General

UPnP UPnP

UPNP.IGD UPNP IGD

UPNP.IGDACRF UPNP IGDto allow Connection Request Forwarding

LOCAL Local Management

REMOTE.TR069 | Remote Management (F669)

REMOTE.WEB Remote Management (Web Browser)

NTP Network Time Client

IF.WAN WAN Interface Modules Enter
Quantity

ADSL ADSL and ADSL2+

VDSL2 VDSL2

xDSL XxDSL General Requirements

XxDSL.INP xDSL INP Values

xDSL.BOND xDSL Bonding

xDSL.REPORT xDSL Reporting of Physical Layer Issues

XDSL.SEALING DC Sealing Current

XDSL.SURGE AC Power Surge Protection

ETH Ethernet (WAN)

GPON GPON

MoCA MoCA (WAN)

Wireless Wireless (WAN)
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Section Title Required?
(V,U, or blank)
IF.LAN LAN Interface Modules Enter
Quantity
ETH Ethernet (LAN)
ETH.SWITCH Ethernet Switch
USB.PC USB (PC)
VOICE.ATA Voice ATA Ports
WIRELESS.AP Wireless: General Access Point Functions
WIRELESS.APENt | Wireless:Enterprise
erprise
WIRELESS.APER | Wireless:ERP Authenticator
P-Authenticator
WIRELESS.11g Wireless: 802.11g Access Point
WIRELESS.11a Wireless: 802.11a Access Point
WIRELESS.11h Wireless: 802.11h Access Point
WIRELESS.11n Wireless: 802.11n Access Point
HomePNA HomePNA (Phoneline/Coax)
MoCA MoCA (LAN)
HomePIlugAV HomePlug AV (LAN)
HomePIlugA\2 HomePlug A\2 (LAN)
Ghn G.hn
REGIONAL Regional Annexes
NA.Power North American Power and Environmental
NA.LED North American LED Indicators
End of Broadband Foruiechnical RepoTR-124
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